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ANTI-TERRORISM ACTIVITIES:
FORENSIC SUPPORT FOR LAW ENFORCEMENT
AGENCIES AND SPECIAL SERVICES

Abstract

The article examines the challenges associated with providing forensic support for the operations of law
enforcement agencies and specialized services in combating terrorism. The author highlights the significance
of adopting a systematic approach to investigating and preventing terrorist activities, particularly through the
advancement and application of contemporary forensic methodologies, tools, and technologies. The need for a
centralized approach to coordinating anti-terrorist activities and improving interaction between investigative and
operational units is discussed. Particular attention is paid to the role of forensic science in equipping the practice
of combating crime, including training specialists, developing a unified methodology and effective use of technical
means. The article emphasizes key areas for enhancing forensic support, including elevating the role of forensic
registration, formulating action algorithms tailored to specific scenarios, formalizing operational intelligence, and
establishing a unified system for documenting terrorist acts. The author proposes the creation of a coordination bureau
with scientific and methodological functions, popularization of best practices and the organization of specialized
courses in forensic science for training employees. The need for an integrated approach to training and implementation
of forensic knowledge is emphasized in order to increase the effectiveness of the fight against terrorism.

Key words: anti-terrorist activities, law enforcement agencies, special services, counter-terrorism, forensic
science, criminalistics.

Introduction

One of the critical functions assigned to law enforcement agencies and specialized services in
the fight against terrorism is the swift and thorough detection and investigation of terrorist crimes.
In this context, forensic support plays a pivotal role in investigative, operational-search, and
counterintelligence activities carried out by these entities.

Although law enforcement agencies and special services have amassed considerable experience
in operational-search and investigative measures to detect, investigate, and prevent terrorist crimes, an
analysis of counterterrorism practices reveals that the detection rates for such crimes remain relatively
low compared to others. This deficiency is largely attributed to several factors, including insufficient
professional training of practitioners, inadequate expertise in forensic methods of investigation, poor
organization of activities, and the suboptimal execution of initial investigative and operational-search
measures. Additionally, there is limited use of forensic experts’ assistance, gaps in collaboration
between investigators and operational as well as scientific-technical units within law enforcement
agencies and special services, and organizational missteps in ensuring cohesive efforts.

A crucial foundation for improving this interaction is the centralization of counterterrorism
functions at the state level, achieved through the establishment of coordinating bodies. These bodies
are essential for unifying the efforts and resources of the entire state apparatus and civil society in
combating terrorism effectively [1].
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The proposed article seeks to highlight potential solutions to the aforementioned forensic
challenges that emerge during the disclosure, investigation, and prevention of terrorist crimes. It
underscores the critical role of forensic science in equipping law enforcement agencies with modern
and effective tools, methods, and techniques necessary for combating crime, including terrorism. The
core function of forensic science is to enhance the practice of crime prevention and investigation by
providing evidence-based methodologies and technologies to address criminal activity effectively.

The effective fight against terrorism has increasingly necessitated the development and application
of forensic science as a critical tool in law enforcement and specialized services. Existing research
highlights the importance of systematic and scientifically grounded approaches to the investigation
and prevention of terrorist activities. Forensic support, as emphasized in the literature, represents a
primary avenue for integrating technological and methodological advancements into crime prevention
practices. Antipenko (2004) and Artamonov (2002) underscored the institutional mechanisms and
legal frameworks necessary to counter terrorism effectively, advocating for enhanced coordination
among state and civil bodies. Averyanova and Belkin (1997) emphasized the significance of organized
forensic support, focusing on the role of forensic tools and techniques in crime investigation and
prosecution.

Motorny (1999) contributed to this discussion by exploring the theoretical and applied foundations
of using forensic explosives in counterterrorism, while Salimov and Aliyev (2003) focused on
the methods of investigating terrorist crimes, providing practical guidelines for law enforcement
personnel. The recurring theme in the literature is the need for a unified, interdisciplinary approach
that combines criminology with technical advancements and educational initiatives. Safonov (2003)
and Korshunova (2003) highlighted the importance of pre-trial processes and their role in improving
the detection and prosecution of terrorist activities. However, as existing studies indicate, forensic
support often remains fragmented and underutilized, pointing to a critical gap in both its application
and institutional organization.

This study builds upon previous findings by examining the integration of forensic science in
counterterrorism, focusing on improving forensic education, advancing technical capabilities, and
fostering organizational coherence. The literature suggests that centralized and scientifically informed
frameworks can significantly enhance the practical functioning of forensic support systems, yet the
implementation of such systems requires further exploration.

Materials and methods

The research adopts a qualitative methodology, analyzing the existing practices and challenges
in forensic support for counterterrorism efforts. The study incorporates data from forensic science
literature, operational reports, and institutional documents to evaluate the effectiveness of current
systems. A systematic review of literature, including seminal works by Antipenko, Motorny, and
Salimov, provides the theoretical basis for the study. Additionally, case studies of forensic application
in terrorism-related investigations offer practical insights into the operational dynamics of law
enforcement and specialized services.

The research method also includes a comparative analysis of training models and the use of
forensic tools across different jurisdictions, with a focus on identifying best practices and gaps in
implementation. Emphasis is placed on the educational aspect of forensic support, exploring curricula,
training manuals, and technical resources used in law enforcement training programs. The study
further evaluates the organizational frameworks that govern forensic activities, analyzing the role of
interagency collaboration and centralized structures in enhancing operational efficiency.

Literature review

Data collection involves a detailed examination of forensic education programs, technical
manuals, and legal frameworks related to counterterrorism. Interviews with practitioners and subject
matter experts provide supplementary perspectives on the challenges and opportunities in the field.
The research methodology is designed to ensure a comprehensive understanding of the systemic issues
affecting the practical application of forensic support in counterterrorism efforts.
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An analysis of crime-fighting practices reveals that forensic tools and methods are indispensable
for law enforcement agencies to meet contemporary demands. Without a well-structured and efficiently
functioning forensic support system, these agencies face significant challenges in fulfilling their
mandate [2]. Forensic support, in this context, is defined as a system of criminalistic knowledge, along
with the skills and abilities of law enforcement personnel to apply scientific forensic recommendations,
tools, methods, and technologies to prevent, detect, disclose, and investigate crimes effectively.

Addressing the challenges of forensic support is particularly pressing, as it is a foundational task
in enabling the effective operations of structures involved in combating terrorism, regardless of its
specific nature. However, from a unified scientific, methodological, and technical perspective, the
issues related to forensic support for investigative and operational units remain unresolved. Achieving
this unity requires coherence and consistency in the methodology and tactics of investigative actions
and operational search measures as fundamental prerequisites.

Although operational investigative and counterintelligence activities function independently
in both practice and academic training (with distinct disciplines addressing criminalistics), the
development of forensic support remains insufficient. It is often limited to specific areas, such as
identifying anonymous individuals, conducting explosive diagnostics, and performing identification
procedures, without adequately addressing the broader scope of needs [3].

Providing forensic methods and tools for such activities is a vital function of criminology. Within
the broader framework of counterterrorism efforts, criminalistic methods, techniques, and tools play
a significant role in supporting these activities. It is noteworthy that, outside the bounds of criminal
procedural activities, forensic science also develops and implements methods and tools specifically
designed for operational investigative activities, thereby enhancing the overall effectiveness of
counterterrorism measures.

Main provisions

The direct integration of forensic support with the methodologies and tactics of counterterrorism
efforts is of fundamental importance, as tactical tasks must align with these principles to ensure
effective implementation [4]. Each tactical objective relies on specific forensic tools and techniques,
necessitating the development of a unified approach for forensic support in counterterrorism
operations. Such an approach should include not only criminological data but also insights from
other disciplines within the criminal sciences. Currently, the provision of scientific, methodological,
and tactical recommendations for investigative and operational measures to detect and investigate
terrorism primarily falls within the purview of criminology. However, the absence of a dedicated unit
within law enforcement structures to conduct a scientific, comprehensive analysis of these activities
and prepare tailored recommendations significantly undermines their effectiveness. Expanding the
scope of criminology to address anti-terrorism issues could bridge this gap. Key Areas Requiring
Enhanced Forensic Support in Counterterrorism:

¢ prevention of Terrorism To enhance terrorism prevention, the role of forensic registration
must be elevated. This includes establishing a unified interdepartmental forensic database focused
on terrorism-related activities, such as the use and theft of explosives, ammunition, and firearms.
Such a database should provide access to all relevant government agencies, including those in the
Commonwealth of Independent States (CIS), fostering improved interagency collaboration.

¢ Detection and Suppression of Terrorist Acts Enhancing the effectiveness of detecting and
disrupting terrorist activities at various stages—planning, execution, and concealment—requires
strengthening the role of duty services and operational investigative teams. These groups must be
better equipped and organized to perform targeted and timely counterterrorism operations.

¢ Identifying Individuals and Tracing Crime Instruments Efforts to locate individuals involved in
terrorist acts and determine the origins of tools used in these crimes necessitate the development and
dissemination of practical training manuals and scientific resources. These materials should include
action algorithms, detailing the sequence of investigative, operational-search, and organizational
measures tailored to specific forensic scenarios.

¢ Documentation and Legalization of Operational Information Addressing the prompt
documentation of terrorism-related events and circumstances is critical. This involves overcoming
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challenges in “legalizing” operational information, i.e., converting the results of operational-
investigative activities into legally admissible sources of evidence within criminal proceedings.

Components of the Forensic Support System:

¢+ the forensic support system for counterterrorism comprises three interconnected subsystems:

+ forensic Knowledge: This involves the scientific understanding and application of criminological
principles and methodologies in counterterrorism efforts.

¢ criminological Education: Providing comprehensive training for law enforcement personnel to
enhance their expertise in forensic and criminological practices.

+ forensic Technology: Developing and implementing advanced tools and technologies to aid in
the detection, investigation, and prevention of terrorism.

Results and discussion

By strengthening these components and addressing the identified areas of improvement, the
forensic support system can significantly enhance the effectiveness of law enforcement agencies and
special services in combating terrorism. This integrated approach ensures that counterterrorism efforts
are informed by a robust scientific and methodological foundation.

Criminalistic knowledge constitutes the essence of forensic science, embodying the
understanding of patterns that define the scope of criminology and materializing in tools, methods,
and recommendations designed to aid in the detection and investigation of crimes. This knowledge is
categorized into two principal forms: fundamental and applied. Fundamental criminalistic knowledge
encompasses the principles of general forensic theory as well as specialized theories and teachings
within criminology. Applied criminalistic knowledge, on the other hand, is operationalized through
scientific recommendations for practice, including criminalistic techniques, tactical strategies,
technical operations and procedures, specific methods for investigating crimes, and the application of
technical and forensic tools and technologies.

Scientific criminalistic knowledge becomes accessible for practical application when formalized
into an information format such as monographs, dissertations, articles, reports, and other academic
works. Its operationalization is further realized through materialized instruments, such as technical
forensic tools, practical manuals, instructions, textbooks, and information systems. These resources
collectively constitute a materialized repository of knowledge, enabling law enforcement agencies to
utilize forensic insights in diverse fields of crime-fighting, particularly in counterterrorism. For this
knowledge to transition into practice, it must pass through the channel of forensic education, which
transforms theoretical understanding into professional skills and competencies. Forensic education is a
structured system of training that integrates social functions with professional requirements, imparting
the skills necessary for the effective use of forensic methods and tools. The academic discipline of
“Criminalistics” serves as the primary vehicle for this transformation, forming an essential component
of professional training for law enforcement officers. The curriculum of this discipline is tailored to
the level and profile of trainees, ensuring a balance between foundational and applied knowledge. The
foundational aspect of education fosters self-directed learning and a deep understanding of forensic
science principles, while the applied dimension emphasizes practical problem-solving, enabling
trainees to address specific challenges in crime detection and investigation. The modern concept of
forensic education integrates basic training with systematic professional development, combining
formal instruction with self-education to equip law enforcement personnel with the capacity to adapt
to evolving challenges.

A unique feature of forensic knowledge is its reliance on specialized technical means for
implementation. Forensic technology constitutes a critical component of forensic support, encompassing
the tools and methods required to detect, collect, analyze, and utilize evidentiary information in crime
investigations. This includes both specific forensic tools, such as search and research devices, mobile
and stationary complexes, and materials for evidence handling, as well as auxiliary equipment like
photography, audio-visual tools, communication devices, and computer technologies. These tools and
methods are employed by investigators, operatives, experts, and other law enforcement personnel
across various activities, including administrative and legal, operational (such as operational-search
and counterintelligence), and judicial and investigative activities [5].
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Forensic scientific and technical tools may be applied either openly or covertly, depending on
the nature of the task. In covert applications, these tools are used discreetly in operational and special
activities, with results documented in operational reports, protocols, and acts. Items obtained during
covert operations can be incorporated into operational documents and, when necessary, transformed into
criminal evidence. Conversely, in open applications during official investigative and judicial activities,
forensic tools and methods are employed transparently, with their use procedurally documented in
protocols, reports, and associated materials such as plans, diagrams, photographs, videos, and other
multimedia evidence. These records are subsequently included in criminal case files, ensuring their
evidentiary value and procedural integrity.

The integration of criminalistic knowledge, education, and technology forms the cornerstone of an
effective forensic support system for law enforcement agencies. This system addresses the multifaceted
challenges associated with the prevention, detection, and investigation of crimes, particularly in
the context of counterterrorism. By equipping law enforcement personnel with the requisite tools,
methods, and training, forensic support ensures the precision and efficiency of investigative and
operational activities. The proper application and procedural documentation of forensic techniques
further reinforce their role in the broader criminal justice process, enhancing the capacity of law
enforcement agencies to combat crime and terrorism effectively.

The effectiveness of the practical functioning of the forensic support system for law enforcement
agencies and special services engaged in combating terrorism, particularly regarding the application
of criminological methods and tools, is contingent upon adherence to several critical conditions. First,
the forensic support system for identifying, uncovering, and investigating crimes should be prioritized
within the broader framework of the operational system of a specific agency. This prioritization reflects
the system’s role as a primary channel for introducing scientific and technological advancements into
the fight against crime.

Second, the forensic support system must evolve in tandem with advancements in forensic
science, necessitating accelerated progress in the development and application of criminological
methods and tools. Third, criminalistic education within the law enforcement system must align with
contemporary and forward-looking research outcomes. The organization of such education should
ensure continuous and systematic enhancement of the criminalistic qualifications of law enforcement
personnel throughout their careers. Given the complexity of terrorist acts, the multi-phase training
and preparation of investigative task forces (SOGs) for such circumstances is justified. This training
is best conducted in the form of targeted exercises, where team members not only develop technical
and investigative skills but also establish the psychological rapport required to work effectively under
extreme conditions [6].

Fourth, the effectiveness of technical, forensic, and other tools used in investigative and operational-
search activities hinges on a well-organized system for their utilization. This system must be practical
and user-friendly for investigators and operatives, ensuring that the results obtained from these tools
are not only evidentiary but are also reflected in criminal proceedings, including sentencing. Finally,
the effectiveness of the forensic support system as a whole depends on the efficient functioning of each
of its subsystems, including forensic knowledge, education, and technology [7].

Despite its critical importance, insufficient attention has been given to the forensic support of law
enforcement activities in the fight against terrorism. Addressing this gap requires several key measures.
First, the establishment of a dedicated structure with scientific and methodological functions, such as a
coordinating bureau for criminology, would significantly enhance the effectiveness of forensic support.
Such a structure would integrate the technical expertise of criminologists, the operational practices of
law enforcement units, and the educational needs of relevant personnel into a cohesive framework.
Second, promoting best practices in forensic support through the dissemination of scientific and
practical manuals would further contribute to the development of this field. These manuals could
serve as a resource for operational units and enhance the standardization of practices. Third, the
incorporation of criminalistic support as a specialized topic within academic disciplines or as a focus
of specialized courses for students and law enforcement personnel would enhance knowledge and
practical application in this area.
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Conclusion

In conclusion, addressing the deficiencies in the forensic support system for counterterrorism
requires a multi-faceted approach that emphasizes the prioritization of forensic science, continuous
education, effective use of technology, and the establishment of a central coordinating structure. These
measures would collectively enhance the capacity of law enforcement agencies and special services to
combat terrorism effectively, leveraging the full potential of forensic methods and tools.
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'93ipbaibkan Pecnyomukackl Oiner MUHHCTPIIIT
COT caparramaiapbl OPTaJIbIFbI,

baky k., O3ipbaiikan

TEPPOPU3SMI'E KAPCBI IC-KUMbIJI:
KYKbBIK KOPTAY OPTAHJIAPBI MEH APHAY.JIbI
KBIBMETTEPAI KPUMHWHAJIUCTUKAJIBIK KAMTAMACBI3 ETY

Anjgarna

Makanaza Teppopu3MIe Kapchl iC-KUMBUI CalaChIHAAFbl KYKBIK KOpFay OpraHgapbl MEH apHailbl KbI3MET-
TepIiH KYMBICBIH KPUMHHAIMCTHKAIBIK KAMTaMachl3 €Ty Macelelepl KapacThIpbUIaibl. ABTOP TEPPOPUCTIK KbLI-
MBICTap/Ibl TEPIreyre *OHE aJ[blH ajiyFa, COHBIH IIIH/E 3aMaHayH COT-MCIUIMHAJBIK OAICTEpIl, Kypajimap MeH
TEXHOJIOTHSIIAp/bl 931pJiey MEH EHTi3yre jKyHenl Ke3KapacThlH MaHbBI3/IBUIBIFBIH aTan Kepcereai. Teppopusmre
Kapchl IC-KMMBUIIBI YHIIECTIpYTe JKOHE Teprey KoHe jkenes OeriMInesep apachlHIAFbl e3apa iC-KMMBUIIBI JKaK-
capTyFa OpTaJIbIKTaHABIPBUIFAH KO3Kapac KaXeTTUIr TaikbUIaHagpl. MamaHaapasl gaspiiaynsl, OipblHFald ofic-
HaMaHBl d3ipJIeyi KoOHE TeXHUKAJBIK KYpalaapibl THIMII MaigamaHyIpl Koca ajFaHaa, KbUIMBICKA Kapchl Kypec
MPaKTUKACBIH JKapaKTaHbIPYJarbl KpUMHUHAJINCTUKAJIBIK FHIIBIMHBIH peJiHe epeKile Ha3ap aynapbuiansl. Makanaga
KPUMHUHAJIMCTHKAJIBIK TIPKEYI1H MaHbI3IbUIBIFBIH apTTIPY, HAKTHI XKaraailyiap/ia ic-KMMbLIT alrOpUTMIIEPIH a3ipIiey,
JKeZIeN aKMaparThl 3aHAACTHIPY JKOHE TEPPOPHCTIK aKTUIEp/l ecernKe ajy/blH OipblHFall KYHECiH Kypy CHSKTHI
KPUMHUHAIMCTHKAJIBIK KOJIAyAbl XKETUIAIpY OarbITTapbl KOPCETUIreH. ABTOP FBUIBIMU-9ICTEMENIK (YHKIMSIIAPHI
Oap yiurecTipy OIOpPOCBHIH KYPYIBI, O3BIK KYMBIC TOKIPHOCCIH HACHXATTAyAbl KOHE KbI3METKEpIIep/Ii Aaspiay YIIiH
KPUMHHAJIMCTHKA OOMBIHIIA MaMaHIaHIBIPBUIFaH KypCTapabl YHBIMIACTBIPY/IBI YChIHAABL. Teppopusmre Kapehl Ky-
PECTIH THIMAIUIITIH apTTRIPY YIIiH COT-MEAMIIMHANBIK OiTIMIII OKBITYFa JKOHE CHTI3yre KeUIeH[I Ke3KapacThIH Ka-
JKETTLJIIr arar eTul.

Tipek ce3nep: Teppopu3Mre Kapchl iC-KMMBbLI, KYKBIK KOpPFay OpraHjuapbl, apHaibl KbI3METTEp, TEPPOPUMIE
Kapchl KYpec, KpUMHHAIUCTHKA.
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AHTUTEPPOPUCTUYECKAA AEATEJBHOCTb:
KPUMHUHAIUNCTUYECKOE OBECIIEYHEHUE
NPABOOXPAHUTEJIbBHBIX OPTAHOB U CIIEHUAJBHBIX CJYXKb

AHHOTAIUA

B crarbe paccmarpuBarOTCs MpOOIEMbl KPUMHUHAIUCTHYCCKOTO OOCCIICUCHUS ACSTCIBHOCTH MPaBOOXPAHH-
TCJIbHBIX OpFaHOB n cneucnyxcG B 60pL6e C TeppOpI/I3MOM. ABTOp HOJI'-IepKI/IBaeT BAXXKHOCTb CUCTCMHOTI'O I1OAX0aa
K paCCJ’IeﬂOBaHI/IIO 158 HpeZ[OTBpaIIIGHI/IIO TeppOpI/ICTI/I‘{CCKI/IX HpeCTyHHCHHﬁ, BKJIKOUas pa3pa60TKy nu BHCZ[peHI/Ie CO-
BpCMeHHLIX KpI/IMI/IHaJII/ICTI/I'IGCKI/IX MCTOI0B, CpeHCTB nu TeXHOJ’IOFHﬁ. O6CY)KI[EIGTC$I HCO6XO,I[I/IMOCTB HeHTpaJ’II/ISO—
BAHHOI'O MOJXOJAa K KOOPAWHALIMM aHTUTEPPOPUCTUUYECKON NEATEIbHOCTU U YIYUILEHUS B3aUMOAECHCTBUS MEXIY
CJIICACTBCHHBIMU U OHepaTI/IBHBIMI/I HOIIpaB,Z[eHCHI/IﬂMI/I. 000606 BHHUMAHUC yZIeJ'I}IeTCH pOHI/I KpPIMI/IHaHPICTPI‘ICCKOﬁ
HayK{ B OCHAIICHUU MPAKTUKH OOPHOBI C MPECTYMHOCTHIO, BKITFOUAs MOATOTOBKY CIIEIIMATUCTOB, pa3paboTKy eAMHON
METOOOJIOTUHN U 3(1)(1)6KTI/IBH06 HNCIIOJIB30BAHHUC TCXHUYCCKUX CpeI[CTB. B CTaThbeC BBIACJICHBI HaHpaBJ’IeHI/IH COBepI_HeH—
CTBOBAaHU KpI/IMI/IHaHI/ICTI/IHCCKOFO O6CCH€‘ICHI/I$I, TAKHUC KaK IMOBBINICHUC 3HAYUMOCTU KpI/IMPIHaJII/ICTI/I‘IeCKoﬁ pCFI/I—
CTpaIu, pa3paboTKa aJrOPUTMOB JICHCTBHI B KOHKPETHBIX CUTYallUsX, JICTAN3AIs ONCPAaTHBHON HH(POPMALIUU
CO3/IaHUE EIIMHOM CHCTEMBI yUeTa TEPPOPUCTHUESCKUX aKTOB. ABTOP MpeIIaraeT Co3IaHne KOOPIHHAIIMOHHOTO OI0pO
C HAyYHO-METOINYECKUMHU (DYHKIUSMHU, TTOMYISPU3ALNIO IEPETOBOTO OTBITa pabOTHI M OPTaHU3AINIO CIICIHATH3H-
POBaHHBIX KypCOB 10 KPUMHHAIMCTUKE [T TIOATOTOBKH COTPYIHHUKOB. [ToquepkuBaeTcss HEOOXOIUMOCTh KOMILIEKC-
HOTO0 nmoaxoaa K O6yquI/IIO nu BHCI[peHI/IIO KpI/IMI/IHaJ'II/ICTI/ILIeCKI/IX 3HaHI/II7I, ‘{TO6LI ITIOBBICUTH B(b(l)eKTI/IBHOCTL 60pB6LI
C TEPPOPU3MOM.

KoroueBble coBa: aHTUTEppOpHCTHYECKAs JESTEIBHOCTh, PABOOXPAHUTEIbHBIC OpPraHbl, CHELCIYKOBI,
6oppba ¢ TeppoprU3MOM, KPUMHUHATHUCTHKA.
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