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Abstract

This article considers the issue of legal regulation of the digitalization of the environment in the Republic
of Kazakhstan. The author analyses the current state of the environmental problem, digital environmental security
and digital ecosystem in the development and implementation of new technologies. An analysis of international
practice and the experience of the Russian Federation in the implementation of programmes for the digitalization of
environmental security at the regional level is also given. Current environmental problems and the environmental
crisis in various regions of our country and around the world cause the need to find new solutions using digital
ecology and legality. Following the adoption of the new Environmental Code of the Republic of Kazakhstan in 2021,
the country has embarked on a course of environmental reform, and this requires the adoption of smart solutions,
including the use of digital ecology and legitimacy. Digital transformation affects data protection and security,
information technology, technical design, liability and regulatory issues. Therefore, a comprehensive study of the
legal regulation of digitalisation of the environment and its accessibility, the study of the conceptual framework, the
legal mechanisms for establishing digital platforms for storing stocks of environmental information, the digitalisation
and cybersecurity issues of environmental protection are much needed.

Key words: environmental law, environmental protection, environmental security, environmental information,
digitalization, ecosystem.

Introduction

The stability of the development of any state depends to a large extent on the extent to which
that state is able to effectively counter new challenges and threats in the modern world. Despite the
importance of the impact of digital technologies on changes in the system of ecological security of
public administration and its most important components — technological and natural security, many
issues are not yet fully understood.

Currently, the country is in the process of creating such an organizational structure, which will
enable a timely response to threats to environmental security, and the legal basis for its functioning is
also being created. However, in spite of the positive effects of the accelerated introduction of digital
technologies on the economy and public administration, there are a number of uncertainties in the field
of environmental security.

The development of technological capabilities, combined with the social application of digital
technology, is creating a new digital environment, which in turn requires training in environmental
law relations. This environment plays an important and decisive role in the relationship between
technology and the natural environment. Digitalization affects the security of the natural and human
environment.

The relevance of the article of the legal regulation of digitalization in the field of environmental
protection in the Republic of Kazakhstan is due to the fact that it has not been studied in a full legal
context.

The aim of the article is a comprehensive study of the legal regulation of digitalization of the
environment and ensuring its accessibility, the study of the foundations, legal mechanisms for creating
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digital platforms for storing stocks of environmental information, the problems of digitalization and
cybersecurity of environmental protection.

Regarding the theoretical significance of the article, it is due to the fact that its results complement
the theoretical concepts of environmental law with new scientific evidence and results.

Materials and methods

The serious environmental problems and environmental crises currently occurring in our country
and in some regions of the world require smart solutions, including the use of digital ecology and law.
However, there are still many questions that need to be answered regarding the legal implementation
of digitalization strategies. Digital transformation has implications for data protection, security,
contracting, liability and regulatory issues.

As scientists note: “Sustainable development depends to a large extent on the preservation of the
biosphere and natural capital, together with the technosphere and sociosphere. However, in real life,
ecological aspects are often neglected. In recent years there have been changes in the formation of
economies, especially in the strengthening of the environmental component” [1, p. 85].

The head of state signed a new Environmental Code in 2021. The Minister of Ecology, Geology
and Natural Resources Magzum Mirzagaliyev noted that “the document is primarily aimed at
reforming the state of the environment in Kazakhstan. With the adoption of the new code, the air over
Kazakhstan should be cleaner, especially in industrial areas,” writes M. Mirzagaliyev [2].

The Code provides for a transition to integrated environmental permits for facilities in the first
category related to the implementation of the best available technologies [3]. However, there is a
proposal that such permits should be obtained for newly commissioned facilities.

“Over the next few years we will conduct an audit, we have already started with the main polluters.
After that, a list of technologies will be prepared to reduce emissions of these enterprises. Reference
books on best available technologies will be prepared.

After that, the first 50 largest enterprises in Kazakhstan, which account for 80 per cent of emissions,
will have a transition period from 2025 to 2035. Why 10 years? It is a financially and technologically
complicated process. Everything has to be designed, ordered, brought in and installed. It’s not easy,
somewhere there will be a need to change the technology,” explained Magzum Mirzagaliyev [2].

Methods of research - modern knowledge of the law, the doctrine of the interaction of nature and
society, the dialectical method, the main method of objective and comprehensive knowledge of reality,
as well as historical and formal-logical methods, including methods of deduction and induction,
analysis and synthesis. Of the special research methods, we use the logical-legal, systemic, functional,
comparative-legal methodology, as well as methods of legal sociology.

Literary review

The definition below includes the term ‘ecology’, which takes into account the technical information
aspect and notes that the structure and functioning of the modern social information domain is similar
to natural ecosystems. Conrad Becker, for example, comments on the term as follows: “digital ecology
deals with information systems that are shaped by information flows disseminated through various
media. Information is widely digitized and becomes a resource that can be used, produced and
transformed in the same way as material resources. The basic ecological idea is broadly concerned
with preserving and enhancing the exploitable value of information and the non-commercial properties
as opposed to the value of exchange” [4]. Becker believes that “digital ecology as a new tool for social
relations should be concerned with finding ways to preserve and enhance cultural diversity and quality
of life in the information ecosystem” [4].

In this approach, information is seen as a fundamental and decisive resource in the technological
environment of modern society and becomes one of the fundamental and decisive factors in human
life. The works of Manuel Castell constantly emphasize the similarity of the following processes, the
social environment saturated with information and communication is comparable with the natural
ecosystem [5].
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The digital ecosystem defines its position in the information world as the interaction and
compatibility of software agents, which is based on a computer network infrastructure. There is
continuous intra- and inter-species communication and competition between species, which ensures
the selection of the most preferable adapted agent. This selection drives the evolution of computer
programs.

In the digital ecosystem economy, competition disappears and organizations try to form associations
to achieve this goal. This means that the digital ecosystem can be seen as a complex environment in
which organizations operate without rigid ties. Digital ecosystems are different in many ways from
traditional systems. The business organization of the latter is based on people making management
decisions [6].

In her dissertation the Kazakhstani scientist R. Yerezhepkyzy conducted a set of works on
the legal analysis of access of citizens and public organizations to environmental information in
Kazakhstan, carried out work on ensuring, implementation of the rights of the population to access
environmental information and analyzed the legal framework for protection. The history of formation
and development of legislative regulation of access of public organizations and citizens to sources of
environmental information based on the norms of foreign and domestic law was studied. Of particular
interest were public hearings on environmental issues and public participation in decision-making in
the Republic of Kazakhstan, legal problems of resolving environmental disputes and forms of judicial
protection of the legitimate rights and interests of society and citizens [7].

I'T. Aigarinova, D. Nurmukhanovna, and A.T. Ozenbaeva reviewed scientific developments in
the field of legal regulation of digitalization of environmental information. In this regard, the issues
of digitalization and implementation of automated environmental management are of great strategic
importance, since in the future the results of environmental protection and rational use of natural
resources will depend on the accuracy and efficiency of environmental information presentation [8].

The works of L.K. Erkinbaeva and B. Kalymbek investigate the legal basis for the digitalization
of environmental information in Kazakhstan in the context of the state program “Digital Kazakhstan”,
identify outstanding issues and propose ways to improve the current legislation of the country [9].

Studying scientific developments in the field of legal regulation of digitalization of environmental
information, it is worth paying attention to the study by A.A. Popov “Legal Regulation of Environmental
Information”, which is devoted to the theoretical issues of legal regulation of environmental
information. The work analyzes the legal and organizational mechanism of access to environmental
information and the order of effective presentation of environmental information, examines the
content elements of the concept of the right to reliable information about environmental protection, its
state and compensation for damage caused by violations of environmental legislation, developed and
proposed recommendations for the improvement of legislation [10].

N.G. Zhavoronkova and Y.G. Shpakovsky’s work “Digitalization in the field of environmental
security: administrative and legal aspects” discusses regulatory issues, issues of introduction of modern
technologies in the process of automated management of activities in the field of environmental security.
The authors believe that the implementation of comprehensive measures for the digitalization of the
economy is at the initial stage, and it is premature to state a significant increase in the effectiveness
of public administration in the field of environmental security in electronic automation of the main
processes of environmental management [11].

Main provisions

Let us consider the normative legal acts adopted for the legal regulation of digitalization in the
field of environmental protection in the Republic of Kazakhstan.

On December 12, 2017, the Resolution of the Government of the Republic of Kazakhstan No.
827 “On Approval of the State Programme “Digital Kazakhstan was adopted. The objectives of the
State Programme “Digital Kazakhstan” are “accelerating the pace of development of the economy of
the Republic of Kazakhstan in the medium term and improving the quality of life of the population
through digital technologies, as well as creating conditions for transition of the Kazakhstan economy
to a fundamentally new development trajectory, which ensures creation of a future digital economy in
the long term. [12].
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In this programme, the main global trend in the energy sector is the introduction of a variety of
Smart technologies related to the issue of digitalization in the field of environmental protection, in
order to ensure effective information exchange between all elements and participants in the network,
protection against major disruptions, natural disasters, external threats and self-renewal. The field of
environmental protection requires urgent, reliable and complete information: in the future, its results
will depend not only on the state of the facilities and professionalism of the personnel, but also on the
accuracy and urgency of all environmental information, so the issue of automation in this matter is of
strategic importance.

Creation of “unified state system of monitoring of environment and natural resources” in political
and legal aspect is designed to: promote implementation of the National Strategy of Sustainable
Development and prevention of environmental disaster; promote implementation of publicity and
democratization of society in the field of environmental protection and natural resources; create
necessary conditions for access to environmental information resources for the general population;
allow monitoring of public opinion on environmental and natural resources protection; and improve
the quality of environmental protection. In the economic aspect - improving efficiency of natural
resource use, public production; improving socio-economic conditions of the population. In the social
aspect - improving health and increase life expectancy; creating conditions for the improvement of
environmental culture and environmental education of the population” [12].

Digitalization took place within the framework of the state programme “Digital Kazakhstan” with
an implementation period of 2018-2022. The state programme provided for the implementation of
125 activities to achieve 12 target indicators and 26 output indicators in five areas.

However, in general, during the entire period of development of the ICT industry in the Republic
of Kazakhstan, it was not possible to create a progressive infrastructure of information technology,
quality institutions, affecting to a certain extent the performance of created startups of technological
nature and the development of human resources potential. The conditions for the favorable development
of the business environment, improvement of the quality of education and introduction of innovations
in the sphere of information and communication technologies are insufficiently elaborated.

The conceptual link to the term “digital ecology” is based on the idea that ecology through modern
media (based on digital devices and mobile technologies) is changing the nature of science and
education [13]. According to this concept, the digital ecosystem is linked to mobile technologies and
services. This somewhat pragmatic approach reflects the new reality that emerges in the information
age, which is the result of the rapid development of humanity’s technological sector.

Results and discussion

The international practice of digital transformation of public administration is to harness the
potential of the latest “innovative” digital technologies (such as “big databases”, the Internet and
artificial intelligence) as tools for public policy, legislation, monitoring and control. Digital technologies
will also be used for planning, monitoring and evaluation of government activities. Digitalization is a
systematic approach to the use of digital resources in government.

The Sendai Framework sets global targets to 2030, including reducing disaster mortality, reducing
disaster losses and minimizing disaster impacts from 2005 to 2015, improving disaster risk analysis,
assessment, management, institutional and legal arrangements at global, national and regional levels,
prioritizing actions and timely responses to emergencies at global, national and regional levels,
including prioritizing [14].

Using the experience of the Russian Federation we would like to mention the Digital Economy
programme, which is primarily aimed at shaping the information space in the country, taking into
account all the needs of the individual, society and the state.

Digitalization of environmental security at the regional level is possible within the framework of
the programs “Smart City” and “Safe City”. The concept of creating and developing the “Safe City”
hardware and software complex, approved by Russian Federation Government Decree No. 2446-r of
December 3, 2014, envisages the need to form a complex multilevel system [15].

The concept is mainly aimed at improving the city’s administrative systems using the latest digital
technology. Global experience shows that cities that implement this concept start with specific sectors
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and eventually move on to the comprehensive implementation of digital services in all aspects of city
life.

The purpose of this concept is not to collect large amounts of data and apply digital technologies
one by one — the main task is to improve the quality of life of city residents through the application of
digital technologies. To that end, big data technologies and artificial intelligence methods are usually
used. However, the concept is not limited to these methods; they are simply widely used tools for
creating machine-based decision-making systems.

Today, a Safe City complex is a set of functional and technical requirements for hardware and
software, legal mechanisms and organizational measures to counter various threats. The development
of such complexes requires the use of digitalization elements, such as formation of a communication
platform at the regional level, unification of hardware and software requirements, use of a single
information space for management activities and creation of a situational center to predict the
development of crisis situations.

On January 2, 2021, the new Environmental Code of the Republic of Kazakhstan was adopted.
Certain norms were referred to the issue of digitalization of the environment.

The Code stipulates conditions for carrying out Environmental Impact Assessments (EIAs) for
large enterprises of the “first category”, the list of which is drawn up in such a way that attention is
focused on truly environmentally hazardous facilities. The society is involved in all stages of the EIA
(4 stages: intensification, scope of the EIA, EIA report, EIA conclusion) [3].

The purpose of the new Environmental Code of the Republic of Kazakhstan is the permanent
and systematic collection, accumulation, storage, analysis and dissemination of environmental
information, including the use of modern digital technologies, as well as ensuring the rights of every
person. Access to environmental information, definition of basic conditions, procedures are features
of use of this right [3].

In the new Environmental Code of the Republic of Kazakhstan, the principle of access to
environmental information is that the state, based on the international treaties of the Republic of
Kazakhstan, ensures the right of the public to access environmental information in the manner and
conditions established [3].

Particular attention was paid to payments for emissions into the environment and targeted use of
budgetary funds for environmental protection measures. The current legislation does not contain an
obligation to use payments for environmental emissions for environmental protection measures. Only
about 45% of the funds received are allocated by the local executive authorities for environmental
protection.

The Code states that local executive authorities are obliged to finance 100% of environmental
protection measures from the environmental fees received.

The new Code foresees a waste hierarchy aiming at staggered waste management. This is primarily
due to the fact that, in order to minimize waste generation, generated waste must be recycled, reused and
disposed of in landfills. The population will also be provided with information on the rational system
for collecting, recycling and treatment of solid household waste and separate waste collection. Waste
classification is identified with the European Waste Catalogue and includes a list of non-hazardous and
hazardous waste. The new Environmental Code stipulates the mandatory installation of GPS sensors
on waste trucks to systematically address the issue of illegal dumping.

Certain shortcomings of the current economic ideology lead to the conclusion that resuming the
current market course is incompatible with the concept of sustainable development. An appropriate
green economy policy is therefore needed to protect the social, environmental, legal and economic
pillars of the Commonwealth. Digital platforms are a phenomenon that challenges traditional
operators by changing the way digital products and services are consumed and delivered. While
traditional businesses create value in the enterprise or supply chain, digital platforms use ecosystems
of autonomous agents to co-create value.

Conclusion

It should be noted that the adoption of digital economy technologies in the field of environmental
security is an irreversible process. The scale of the changes taking place around the world is driven
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by the widely recognized importance of breakthrough innovation. The development and diffusion of
innovation in all sectors is taking place at an unprecedented pace. In the context of development of
the digital economy, it is necessary to develop and implement a concept of priority actions to improve
the regulatory environment. In the field of environmental security, it is important to identify the list
of existing key legal barriers to digitalization and support proposals to remove them. The key legal
concepts and institutions necessary for the digitalization of environmental security should also be
identified. Based on the identified list, enact legislation aimed at removing key legal constraints in
specific areas of regulation that impede the development of digitalization of environmental security in
the context of the digital economy. As part of the implementation of the digital economy programme,
the nature and structure of administrative procedures in environmental security will change, some
routine procedures will disappear and be replaced by artificial intelligence and robotics, and the advent
of large volumes of information will create many cyber risks. New challenges, such as legal regulation,
also need to be addressed as quickly as possible.

Our analysis of research and legislation on environmental digitalization shows that the time
has come to discuss the digitalization of certain areas of government regulation. One of these is the
digitalization of environmental information. Digital platforms for storing stocks of environmental
information and its legal regulation have been introduced to address it. Undoubtedly, ecology
and environmental protection are gaining importance on a global scale, where digitalization and
cybersecurity issues are being addressed.
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KA3AKCTAH PECIIYBJIMKACBIHAT bI
HUPPIBIK 9KOJIOI'UAJIBIK KAYIICI3AIK

Anjarna

Byn makanana Kazakcran PecryOnukackinaa KopuiaraH OpTaHbl HUPPIAHIBIPYABl KYKBIKTBIK PETTEY TYpajbl
Macelie Kapaibl. ABTOp jkKaHa TEXHOJIOTHSIAPABI JaMbITy JKOHE iCKe achlpy KarJalbIHIarbl SKOJOTUSUIBIK TPOO-
JIEMaHBIH, TUQPIBIK SKOIOTHUSIIBIK KAyINCI3MIKTIH JKOHE IM(PIBIK AKOKYHEHIH Kasipri jKail-KyHiH Taigaisl.
Conpaii-ak, aliMakThIK JCHICHIE DKOJIOTHSUIBIK Kayilci3mikTi mudpiaHaslpy OarmapiamMaiapblH Ky3ere achipyia
Peceit denepalisiChIHBIH XabIKapalblK TOHKIpHOeCI MeH TokKipuOeci Tammanaabl. Kasipri 3aMaHFbl 3KOJOTHSIIBIK
npoOiiemasap, esimi3JIiH SpTYpili alMaKTapbIHAAFbI XKoHE OYKIJI QJ1eMIer] AKOJIOT HSUTBIK JaFAapbIic I (PIIBIK SKOIOT U
MEH 3aH/IBUTBIKTHI KOJIJIAaHATHIH )KaHa Iemimaep i3neyai kaxet ereai. 2021 xpute Kasakcran PecryOnmikachiHBIH KaHa
9KOJIOTHSUIBIK KOZEKC] KaObUIaHFaHHAH KeiiH e KopIIaraH OPTaHbIH jKai-KyHiH pedopmarayra OarbIT albl )KOHE
MyH/1a OU(PIIBIK SKOJIOTHS MEH 3aHABUIBIKTHI NaiilaJlaHy/Ibl KOCa ajFaH/a, aKbUIFa KOHBIMIBI HIeimMIep Kaobuiiay
tajan eritemi. Ludpasik TpaHchopMalus AepeKTepai KOpFay MCH KayilCi3miKKe, aKapaTThIK TEXHOJIOTHUsIapra,
TEXHHUKAJBIK JM3aliHFa, JKayallKepIIiliK TeH perTey Mmacenenepine ocep ereni. COHABIKTaH KOpIIaFraH OpPTaHbI
U QprIaHbIPyIbl KYKBIKTHIK PETTEY/I dKaH-KaKThl 3ePTTEY JKOHE OHBIH KOJDKETIMJIUIITH KAMTaMachl3 €Ty, SKOJIOT Hs-
JIBIK aKnapar KopJiapblH CaKTay/bIH I PITBIK MIaTgopMaliapblH KYPY/IBIH TYKBIPBIMIaMAIIBIK HET13/IePiH, KYKBIKTBIK
TETIKTEPiH, MUPPIaHABIPY IpoOIeMarapbiH XKoHE KOPIIaFaH OpTaHbl KOPFayOblH KHOCpKayiTCi3airiH 3epaeiey oTe
KaKeT.

Tipek ce3mep: 3KOJOTHSUIBIK KYKBIK, 3KOJOTHSUIBIK KayilCi3miK, SKOJOTHSUIBIK aKmapar, u(pIaHabIpy,
KOpIIaraH OpTaHbl KOPFay, SKOXKYIie.
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HUDPPOBAS DKOJTOI'MYECKAS BE3OITACHOCTb
B PECIIYBJIMKE KA3AXCTAH

AHHOTAIUA

B naHHOl cTaThe paccMOTpEH BOIPOC O NMPABOBOM PETYJIMPOBAHMHU IM(POBU3ALIUK OKpYXkKatollel cpeasl B Pe-
cnyommke Kazaxcran. ABTOp aHAJIM3UPYET COBPEMEHHOE COCTOSHHE IKOJIOTHYECKON MpolieMbl, T(POBO IKOII0-
rudeckoil 0€30MacHOCTH U U(POBOI SKOCUCTEMBI B YCIOBUAX PA3BUTHS M PEATU3AMH HOBBIX TeXHONIOTHHA. Taxoke
JTaeTcs aHAJIN3 MEXIYHApOTHON MPakTHKU u ombIT Poccuiickoit dexepannu B peann3anuy MporpaMM 1o mudpo-
BH3AIIMH HKOJIOTHIECKON O€30MMacHOCTH Ha perHoHaIbHOM ypoBHE. COBpeMEHHBIE SKOIOTHYECKHE TTPOOIEMBI, IKO-
JIOTHUECKUH KPU3UC B PA3IMUHBIX PETHOHAX HAIIeH CTpaHbI U MO0 BCEMY MHPY BBI3BIBAIOT HEOOXOAMMOCTH MOMCKA
HOBBIX PCIICHUI ¢ UCIOIB30BaHHEM U(POBOI SKOJIOTUU U coOoneHreM 3akoHHoCTH. [Tocne npunstus B 2021 .
HOBOTO DKOJIOTHYECKOT0 Kojekca PecyOnmku Kazaxcran cTpana B3suia Kypc Ha pe()OpMHUPOBAHUE COCTOSTHUSI OKPY-
JKaroIIeH Cpeibl, M 3/1eCh TPeOyeTCs MPUHATHE PA3yMHBIX PEIICHHUH, BKJIIOUAs HCIONb30BaHUE IU(PPOBOH HKOJIOTHI
u nerutuMHOCTH. L{udpoBast Tpanchopmanys BIHUSET HA 3aMIUTy W 0E30MaCHOCTh AAHHBIX, HA HH()OPMAIIMOHHEIE
TEXHOJIOTHH, TEXHUYECKOE MPOSKTHPOBAHUE, OTBETCTBEHHOCTh U BOIPOCHI perynupoBanust. [103TomMy cTosib He00xo-
JIMIMO BCECTOPOHHEE HCCIIEJOBAaHNE PABOBOIO PErYJIMPOBaHUs LIU(PPOBU3AIIMN OKPYIKAIOLIeH cpeibl U obecreueHne
ee JIOCTYITHOCTH, U3y4EeHUE KOHLIETITYyaIbHBIX OCHOB, IIPABOBBIX MEXaHW3MOB CO3JaHus U(POBBIX MIATHOPM XpaHe-
HUS 3aI1aCOB AKOJIOTHYecKOi MH(OpMaIiy, npodieM NupoBHU3aMN U KNOEpOE30IIaCHOCTH OXPaHbl OKPYKAIOIICH
CpeZibL.

KiroueBble ¢j10Ba: 9KOJIOTHYECKOE NIPABO, OXPaHa OKPYIKAIOIIEH Cpeibl, DKOIOrHYeckast 0e301acHOCTh, SKOJIO-
rudeckast HH(popMalys, IMPpOBU3aIHs, SKOCUCTEMA.
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