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FEATURES OF THE USE OF DIGITAL EVIDENCE
IN FRAUD CASES IN THE CRIMINAL PROCEEDINGS
OF THE REPUBLIC OF KAZAKHSTAN

Abstract

This article is devoted to the specific features of the use of digital evidence in criminal proceedings in fraud
cases. The choice of topic is o0yciioBneHo by the fact that the modern development of technology has had a significant
impact on the nature of criminal offenses, including fraud, as well as on the process of collecting evidence. In
law enforcement practice, investigative and inquiry authorities are increasingly confronted with the growing role
of digital evidence, which is manifested in data obtained from electronic correspondence. This, in turn, gives rise
to additional issues. The authors of this article set out to identify the specific features of the use of digital evidence
in criminal proceedings during the investigation of fraud cases. The methods selected from the arsenal of general
scientific and special methods used in writing this article enabled the authors to conduct a critical analysis of both the
current legislation of Kazakhstan and academic doctrine. The conclusions formulated by the authors make it possible
not only to identify the emerging problems, but also to suggest possible ways of resolving them through the prism of
the unique features of digital evidence in fraud cases.

Keywords: features, evidence, digitalization, fraud, criminal proceedings, electronic information, judicial
practice.

Introduction

Modern realities dictate to society and the state the need to expand the approaches used, including
those applied in judicial proceedings. This is due to the widespread introduction of digitalization into
all social relations. Taking into account the existence of the global information space as an integral
part of our daily life, we are faced with the need to transform both approaches to the collection and
recording of evidence and approaches to its evaluation.
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Undoubtedly, the issue of digital evidence has already been raised by various scholars; however,
in the context of fraud, this topic acquires a particular dimension and specificity. The current criminal
procedure legislation does not reject the use of technical means for the collection and recording
of evidence and does not focus exclusively on the “handwritten” format of evidence [1, p. 66], in
particular when it comes to records of investigative actions.

In law enforcement practice, investigative and inquiry authorities are increasingly confronted with
the growing role of digital evidence, which is manifested in data from electronic correspondence, in
particular in various messengers, transactions carried out through online services, information stored
on various media (computers and mobile devices), and so forth. This, in turn, leads to additional
questions regarding the lawfulness of collecting such evidence, the proper procedural documentation
and/or recording thereof, and the examination and evaluation of such evidence in the criminal process
of Kazakhstan.

At present, the provisions of the Criminal Procedure Code of the Republic of Kazakhstan
(hereinafter, the CPC RK) [2] contain a general concept of evidence and its types. However, although
the CPC RK is the conceptual source of criminal proceedings, it does not define either the legal nature
of digital evidence or its legal status. Even though the provisions of the CPC RK do allow for digital
evidence, considering it within the framework of documentary and/or material evidence, the technical
and substantive peculiarities of such evidence are not taken into account. This leads to an increase
in the number of cases in judicial practice where there are divergent interpretations regarding the
admissibility of such evidence and the assessment of its evidentiary value.

Academic literature has repeatedly described approaches to solving problems related to digital
evidence. This has led to the emergence of an independent direction within the doctrine of criminal
procedure law, the provisions of which focus specifically on digital evidence. This is confirmed by
the fact that a number of scholars already propose considering digital evidence as an independent
procedural category [3], rather than attaching it merely to one of the forms of “traditional” evidence.

All of the above only confirms the relevance and timeliness of the topic chosen by the authors.

In the course of writing this article, the authors analyzed academic literature, including foreign
scholarship, which made it possible to determine that foreign authors, when defining the legal status of
digital evidence, pay close attention to such categories as authenticity, integrity, and reliability. These
categories serve as evaluative criteria in the use of digital evidence and in determining its evidentiary
value [4].

In this regard, we consider justified the proposals of some researchers who insist on the need to
develop and subsequently adopt unified standards to be applied and taken into account when collecting,
recording, and evaluating digital evidence [5]. We dare to suggest that this position is well-founded
and may serve as a starting point in determining areas for improving, inter alia, the national criminal
procedure law of Kazakhstan and the CPC RK in particular.

The proposed directions for the modernization of the CPC RK and the criminal procedure law of
the Republic of Kazakhstan are general in nature. However, this does not mean that such changes will
not affect the evidentiary process in fraud cases. In this regard, since fraud has moved to a new level of
commission through the use of digital and information technologies, the problem of complying with
legislative requirements concerning evidence has become particularly acute. Most often, this arises
when, due to violations of the CPC RK during the collection and recording of digital evidence in fraud
cases, such evidence is subsequently recognized as inadmissible (Article 112 of the CPC RK).

In this regard, we agree with the opinion of M.A. Utanov, who points out that such circumstances
negatively affect the implementation of the fundamental principles of criminal proceedings. Therefore,
as the author argues, when addressing the issue of the use of digital evidence, it is important to
determine not only the technical side of collecting and recording digital evidence. According to M. A.
Utanov, the legal aspects underlying criminal proceedings are of fundamental importance [6].

The object of our article is the social relations arising in connection with the use of digital evidence
in fraud cases, taking into account the peculiarities of its legal nature and the procedural requirements
for its collection, recording, and evaluation.

As for the subject matter of our research, it includes the norms of the current legislation of
Kazakhstan and certain foreign states (in particular, Georgia), which establish the foundations for the
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use of digital evidence, including in fraud cases, as well as a generalization of scholarly approaches to
the problem under consideration.

In preparing this study, the authors formulated a goal and identified corresponding objectives.
Thus, the goal is a comprehensive analysis of the key features of digital evidence through the prism
of the provisions of the current criminal procedure legislation of Kazakhstan, with an emphasis on the
use of digital evidence in fraud cases. The stated goal also includes the need to develop well-founded
approaches to determining the trajectory for improving Kazakhstani legislation, which will directly
affect criminal proceedings.

To achieve this goal, the authors also identified a number of objectives, including the need to
determine the legal essence of digital evidence, as well as the need to analyze the particularities of
collecting, recording, and evaluating digital evidence not so much from a technical as from a legal
perspective, in order to reduce the risks of such evidence being declared inadmissible.

The methods used in this study were selected from the arsenal of general scientific and special
methods, among which the methods of analysis, synthesis, comparative legal analysis, as well as the
systemic-structural method were most frequently employed.

The practical significance of the study lies in the fact that the conclusions reached by the authors
are aimed at determining the need to develop unified standards establishing criteria for the collection,
recording, and evaluation of digital evidence, including those necessary in fraud cases. The formulated
conclusions are intended to determine the trajectory for improving the national criminal procedure
legislation of Kazakhstan.

Materials and methods

In preparing this article, the authors employed a wide range of methods of scientific cognition.
The choice of particular methods was determined by the interdisciplinary nature of the features of
digital evidence used in fraud cases. Thus, we employed methods from the set of general scientific and
special legal methods of cognition.

Of particular importance in writing this article was the dialectical method, which is rightly
considered a basic one and which enabled us to reveal the nature of digital evidence while taking into
account its unique characteristics that affect the process of its collection, recording, and evaluation.

The methods of analysis and synthesis were also actively used, allowing the authors to identify
the important features inherent in digital evidence.

In order to clarify and subsequently formulate the authors’ conclusions, the authors also resorted
to special methods of scientific cognition. Among such methods, the authors gave preference to the
formal legal and comparative legal methods. It should be noted that the combination of these methods
made it possible to identify “growth points” in determining the trajectory for improving the national
criminal procedure legislation of Kazakhstan.

The methods indicated above were used to process the relevant material. Such materials include
not only doctrinal sources of theoretical significance. They also include materials of a practical nature
reflecting the peculiarities of the use of digital evidence in fraud cases.

In addition, the materials used in writing the article include the legislative provisions of the CPC
RK [2] aimed at regulating evidence and proof, including in fraud cases. The procedural features
encountered by law enforcement agencies conducting investigations into fraud cases were also studied.

The choice of methods was oriented toward a comprehensive study of the criminal procedural
aspects and features of the use of digital evidence in fraud cases, as well as toward ensuring the
scientific accuracy and reliability of the results obtained. The methods and materials used correspond
to the goal set by the authors and the objectives identified by us, which guarantees the reliability of the
results obtained and the conclusions formulated.

Results and discussion
The specific features of the use of digital evidence in the investigation and subsequent proof of

fraud are inevitably linked to the unique characteristics of the unlawful act under analysis itself. We
ventured to assume this on the basis of the existing debate in academic literature regarding the method
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of committing fraud through means of digitalization. Thus, a number of authors, among whom we note
A.E. Boronina [7, p. 255] and A.V. Sypacheva [8, p. 3], believe that digital technologies used in the
commission of a criminal offense leave corresponding traces and therefore may act as an independent
method of committing virtually any unlawful act (as we believe, including fraud).

Other authors, such as G.A. Gunderich [9, p. 14], adhere to a somewhat opposite point of view,
indicating that the key element is still deception/misleading conduct, which is implemented through
the use of one or another technology. Moreover, the said author insists on a certain combination of
technology and deception.

Having considered various, even contradictory, scholarly viewpoints, we believe that it is not
entirely correct to equate digital and information technologies with the evidence obtained through their
use. This is also due to the fact that the essence of the criminal act remains the same; only the method
of commission and the mechanism of trace formation change. This position, in turn, will subsequently
reduce the risks of judicial practice requiring additional qualification of such acts, including under
Article 190 of the Criminal Code of the Republic of Kazakhstan [10].

However, the inclusion in Article 190 of the Criminal Code of the Republic of Kazakhstan of
a corresponding qualifying element indicates that the evidence should be of the same nature as the
method of committing fraud, that is, evidence generated through ICT.

Moreover, in our opinion, this may indicate the impossibility of combining all methods of
committing fraud into some single method of committing an unlawful act with only a set of unified
trace characteristics of the offense. Accordingly, the forensic characteristics of fraud and the use of
digital evidence in relevant cases acquire priority and are transformed into a system-forming element
of criminal procedural proof.

Thus, if trace formation arising from the commission of fraud, which we are able to prove by
means of digital evidence, is transformed into a system-forming component, this indicates that it is
advisable for us to move away from the traditional perception of criminal procedural principles and to
begin thinking about expanding approaches to understanding digital evidence.

In principle, we are already taking cautious steps toward such a transformation of the theory of
evidence. This is confirmed both by the provisions of the CPC RK [2] and by academic research.
Thus, according to D.K. Tleubaev, S.M. Imanbaev, and R.Sh. Karymsakov, it was after the entry
into force of the current CPC RK that the procedure for registering criminal offenses underwent
changes [11, p. 33]. This is also connected with the expansion of the understanding of evidence, when
law enforcement agencies base their decision to initiate criminal proceedings precisely on digital
evidence.

In practice, the main issue encountered here is that the sphere of informatization is not a
material category. This is a property of information, and of any information. Only the carrier of such
information is material. Consequently, information requires the determination of its legal status. This
feature of information as evidence distinguishes it from classical types of evidence, since the evidence
is the information itself, yet it still must be recorded through material and/or documentary evidence.
Such recording is necessary, inter alia, in order to protect evidentiary information from distortion,
destruction, or other types of unlawful modification [12, p. 47].

Therefore, in Kazakhstan there is a real need for the legislative consolidation of fundamental
procedural guarantees that would be activated when digital evidence is obtained and approved. It
is important to emphasize that the guarantees of which we speak must take into account both the
technical specifications relevant to the conduct of a number of investigative actions and the procedural
and legal aspects. Bearing in mind that digital evidence constitutes evidence of a complex nature, one
should not forget that, like any other type of evidence, it covers all stages of criminal proceedings
provided for by the CPC RK. Consequently, we once again emphasize that there is an objective need
to modify Kazakhstani legislation, including through the introduction of procedural guarantees.

Our point of view is also supported by an analysis of the process of evaluating evidence, which
is based on the inner conviction of the court. We argue that, despite the presence of the judge’s inner
conviction, evidence should not be evaluated contrary to such fundamental principles as “lawfulness,
reliability, and relevance to the case.” Since these criteria, according to both legislation and academic
doctrine [13, p. 132], are key, failure to comply with them will result in evidence losing its probative
force.
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Based on the analysis conducted within the framework of our research, we came to the conclusion
that the volume and content of digital evidence, particularly in fraud cases, tend to grow. Within
the framework of preliminary verification measures and/or pre-trial investigation, law enforcement
agencies widely use data extracted from various information systems and networks (we do not list
them, since there are many of them and such a listing would not change the substantive content of the
study). The information seized that may have evidentiary value is generated in the digital environment.
Moreover, as we wrote above, every offense committed with the help of ICT leaves characteristic
traces (specialists and/or experts subsequently assist in obtaining and recording such traces), which
will later indicate one or another unlawful act.

Given that digital evidence has unique characteristics, it is important, when working with it,
to distinguish it from traditional evidence. Therefore, the approach to working with it and to its
procedural formalization must be reconsidered. This reconsideration should include the development
and adoption of unified standards to be applied and taken into account in the collection, recording,
and evaluation of digital evidence. Returning to the concept of our study, we again emphasize that this
position appears justified and may serve as a starting point in determining areas for improvement of,
inter alia, the national criminal procedure law of Kazakhstan and the CPC RK [2] in particular.

Our opinion is partially confirmed in academic literature as well. The doctrine emphasizes that
the very process of collecting/recording digital evidence does not create difficulties in technical terms,
whereas issues of legal regulation of the process of collection/recording, which may also include the
integration thereof, raise numerous questions [14, p. 88]. This is due to the fact that only the correct
legal formalization of such evidence will contribute to fair administration of justice.

The opinion expressed is based on the fact that, when it comes to fraud, various types of violations
are encountered quite frequently during the seizure and/or formalization of digital evidence. Such
violations may be related to the incorrect recording of digital evidence, errors in the record of the
investigative action, including cases where the technical means used in collecting/recording such
evidence are incorrectly indicated.

Another feature of digital evidence that generates problems is the issue of its preservation. The
study of procedural legislation has shown that in Kazakhstan there is no unified approach to the
implementation of this process and to its procedural formalization.

Such an omission may also lead to the loss of the probative force of digital evidence. Moreover,
this is not related to the correctness of the use of technical means. Everything stems from procedural
and legal violations [15].

Through the analysis of academic literature and information found in open sources, we encountered
a feature of the use of digital evidence that is connected not so much with technical characteristics as
with legal and procedural aspects.

In our opinion, another important conclusion is that the authors identified the specific features of
the offense provided for in Article 190 of the Criminal Code of the Republic of Kazakhstan. These
features influenced the digital evidence formed, which in turn had a direct connection with the methods
of committing fraud. Such features are also a characteristic of the objective element of fraud.

We formulated two principal conclusions that together form a complex clearly demonstrating the
indisputable existence of specific features of digital evidence, particularly those encountered in fraud
cases.

The existence of these features, along with the parallel formation of the information society and
the expansion of digitalization processes, dictates the need to modernize legislation regarding work
with digital evidence [16, p. 119].

In this context, the approach of Georgia appears interesting to us, and we express solidarity with
it. From the point of view of the Georgian legislator, information as such (regardless of the manner
in which it was obtained) acts as a source of data and may be presented in court. At the same time,
however, Georgian legislation establishes an imperative requirement according to which, in order
to verify the information submitted, the primary source of such information must be provided. This
provision is enshrined in the Criminal Procedure Code of Georgia, namely in Article 78, “Probative
Force of a Document” [17], the substantive meaning of which shows that a document serving as a
carrier of information, if there are grounds to believe it is authentic, will have probative force.
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At the same time, the degree of reliability may also be determined through the questioning of a
person connected with the origin (discovery/storage) of such a document/information. It is important
to indicate that, according to the analyzed provision of the Criminal Procedure Code of Georgia [17],
where necessary (for example, taking into account the use of the document/information), such digital
evidence may be returned or transferred for temporary use to its lawful owner. A copy of such digital
evidence may also be returned or transferred.

Turning to the legal doctrine of foreign academic schools, we found that such criteria as authenticity,
integrity, and reliability of digital evidence are considered fundamental and constitute the core of its
evidentiary value [18, p. 242; 19].

Summarizing the analysis of legislative provisions and certain scholarly approaches disclosed
by us in the course of this study, we may note that the conclusions we have drawn, on the one hand,
substantiate the need for further research concerning digital evidence in fraud cases. On the other
hand, these conclusions have identified “growth points” and the trajectory for improving the criminal
procedure legislation of Kazakhstan in the area of the use of digital evidence.

Conclusion

The study conducted allowed us to formulate a number of conclusions. Thus, we determined
that digital evidence in fraud cases constitutes a complex and system-forming element of criminal
justice. Such a transformation indicates that it is advisable for us to move away from the traditional
perception of criminal procedural principles and to begin considering an expansion of approaches to
understanding digital evidence.

Taking into account the growing role of digital evidence, which is manifested in data from
electronic correspondence, in particular in various messengers, transactions carried out through
online services, information stored on different carriers (computers and mobile devices), and so forth,
there is now an urgent need to resolve additional issues concerning the lawfulness of collecting such
evidence, the correctness of its procedural formalization and/or recording, and its examination and
evaluation in the criminal process of Kazakhstan. The resolution of these issues is also connected with
the fact that digital evidence has its own particular features reflected in its immateriality, variability,
and vulnerability.

In addition, the authors attempted to develop a trajectory for improving approaches to this process.
Thus, the study enabled the authors to argue that information as such, without emphasis on the method
by which it was obtained, should play the role of a source of certain data and, consequently, should be
presented to the court. To verify the admissibility of such information, it is necessary to legislatively
enshrine, in Article 112 ofthe CPC RK, a requirement to provide the primary source of such information.
At the same time, the degree of reliability may also be determined through the questioning of a person
connected with the origin (discovery/storage) of such a document/information.

Issues surrounding the legal regulation of the collection/documentation of digital evidence,
including its potential integration, give rise to numerous complexities, as only the proper formalization
of such evidence, from both legal and procedural perspectives, can ensure the administration of
justice. In cases of fraud, various violations frequently occur during the seizure and/or documentation
of digital evidence. These violations may be associated with improper recording of digital evidence,
errors in the protocol of investigative actions, including the incorrect identification of technical tools
used in the process of collecting and documenting such evidence.

Accordingly, both the approach to handling digital evidence and its procedural formalization
require reconsideration. Such reconsideration should include the development and adoption of unified
standards applicable to, and taken into account in, the collection, documentation, and evaluation of
digital evidence. In particular, it is proposed to introduce into the Criminal Procedure Code of the
RK a requirement that the collection/documentation of digital evidence be conducted in accordance
with principles ensuring the integrity/security of data against unauthorized access, loss, alteration, or
destruction. It is crucial, moreover, to establish that this principle must be implemented at all stages
of handling digital evidence.

As a further proposal for improving national legislation in this field, it is advisable to ensure
continuous documentation of all processes involved in the acquisition, transfer, storage, use, and
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examination of digital evidence. This should include recording the time and place of each action, as
well as identifying the individuals responsible for each stage of the process.

When working with digital evidence, it is necessary, particularly from a legal and procedural
standpoint, rather than merely a technical one, to provide for legislative regulation of requirements
concerning the use of specialized technical tools, the creation of digital copies (forensic images) of
data carriers, and the application of cryptographic methods. In our view, such measures would reduce
the risks of unlawful modification of information capable of serving as evidence in fraud cases.

A separate direction for improving the institution under consideration involves ensuring the
verifiability of results. This would enhance the transparency of the process of examining digital
evidence through the use of recognized methodologies and/or control mechanisms. It would also
enable, where necessary, the reproducibility of procedures, thereby increasing the likelihood of
obtaining consistent and comparable results (which may be required when reapplying a particular
methodology and/or tool under similar conditions).

Finally, it should become an imperative rule that all legally significant actions of authorized
persons must be duly documented, ensuring their transparency, verifiability, and the possibility of
subsequent oversight.

REFERENCES

1 Kyxabaepa ['M., Kanuer A.K. ®opmupoBanue MpaBOBbIX OCHOB UCTIOIB30BaHUS AIEKTPOHHO-HHDOP-
MAIMOHHBIX TEXHOIOTHH B YTOIOBHOM IIPOIIECCE M MMPOM3BOACTBE IO JesiaM 00 aIMUHHUCTPATUBHBIX MTPAaBOHA-
pymenusx // Becthuk Kaparananackoro yauBepcutera. — Cepust «IIpaBo». —2022. — Ne 2(106). — C. 64-71.

2 YronoBHO-TIpoleccyanbHbli kojeke PecryOmmkn Kaszaxcran ot 4 urons 2014 roma Ne 231-V 3PK.
B penakuuu 3akona PK ot 03.01.2026 Ne 252-VIII // UTIC «Onainer». URL: https://adilet.zan.kz/rus/docs/
K1400000231 (mara obpamenwus: 10.01.2026)

3 CwmupnoB A.B., Kamunrosckuit K.B. YromoBHslii niporecce: yueOHHK. §8-¢ W3., iepepad. u jgor. — M.:
Hopwma, 2021. - 784 c.

4 Horsman G. Digital evidence strategies for digital forensic science device examinations // Digital
Investigation. 2023. Vol. 44. Article 301544. URL: https://dspace.lib.cranfield.ac.uk/server/api/core/bitstreams/
a7d8d978-b391-4983-a110-d30a3612baaf/content (accessed: 01.02.2026)

5 Miha E., Pekmezi 1. Electronic evidence in the criminal process // Academic Journal of Business,
Administration, Law and Social Sciences. 2024. Vol. 10. No. 2. P. 1-11.

6 VYrtanoB M. A. Mcronb30BaHuE SIIEKTPOHHBIX JIOKA3aTEIbCTB B CyNeOHOM pa3OUpaTeNIbCTBE B CTpaHaX
CHI" u nanpHero 3apy0exns // [IpaBo u mpaBopeanm3anus B coBpeMeHHbIX ycnoBusix. URL: file:///C:/Users/
Asus/Downloads/editor,+journal-3-2016-10-18.pdf (mara oopamenus: 07.02.2026)

7 boponuna A.E. Mcnonp3oBanue MHGOPMAITMOHHBIX TEXHOJIOTHH KaK CIIOCO0 COBEPIICHUS XHUIICHHS //
Bectauk naykun. — 2023. — No 11. — C. 252-257.

8 CrimaueB A.}O. OcHOBHBIE CITOCOOBI XUILIEHHH € Mcob3oBanueM cetu MaTepHer / Konnent. —2019. —
Ne 10. - C. 1-6.

9 Tynpepuu ['A. Mcnonb3oBanne WHGOPMAIMOHHBIX TEXHOJOTHH B Ka4eCTBE CIOCOOOB COBEPIICHHS
npectymieHns // [IpoTuBoaeiicTBIE MpaBoHAPYIIECHUSM, COBEPIIAEMBIM C UCTIONB30BaHIEM HH(POPMAITHOHHBIX
TEXHOJIOTHI: COOPHHK CTaTei 1o MaTepraiaM HaydHO-TipakTuaeckoi koHpepenun (111 mkonb-cemunapa mMo-
JIOABIX YUEHBIX-FOPUCTOB). — M., 2020. — C. 11-17.

10 VYronosHslit koneke Pecryonuku Kazaxcran ot 3 uronst 2014 roga Ne 226-V 3PK. B penakiuu 3akoHa
PK ot 03.01.2026 Ne 252-VIII // Bemomoctu [lapmamenta PK, 2014 . Ne 13-11. Cr. 83.

11 Tney6aer JI.K., Umanbaer C.M., Kaprimcakos P.III. Iudposuzamus yromoBHoro mpomecca B Pec-
nyonuke Kaszaxcran: craHoBieHue u npakTtuka npumeHenus / Colloquium-journal. — 2021. — Ne 11(98). —
C.31-37.

12 Utepov D.P. Digital Information as Proof in Criminal Proceedings // BectHuk Akagemun npaBooxpa-
HUTEIBHBIX OpraHoB TpH [ eHepaibHO# npokypatype Pecryonmuku Kazaxcran. — 2021. — Ne 3. — C. 45-56.

13 IllapumoBa A.b., Myxamanuesa I'., AmankynoB A.X. O cBolicTBax J0Ka3aTeIbCTB B YTOJIOBHOM IPO-
niecce / Bectank KasHY um. anp-®apadu. 3aH cepusicel. — 2020. — Ne 1(93). — C. 128-138.

14 Jshi N., Kumar R., Patel P. The Role of Electronic Evidence in the Civil Case Evidence Process //
Rechtsnormen Journal of Law. 2025. Vol. 3(1). P. 80-90.

15 Hocaes T.b. Lludposusanus maokazaTeIbCTBEHHOW 0a3bl B T'Pa)KJIaHCKOM Ipoliecce: MpakTHKa Cy-
noB Pecnyonmukn Kazaxcran // UC «llaparpag». URL: https:/prg.kz/document/?doc_id=32329244&utm__
source=chatgpt.com (aTa obpamenus: 20.02.2026)

198



Scientific and practical journal ESJL No. 2(15) 2026

16 HlapumnioBa A.b., ApeiH A.A., Kyananmuesa [ A. AxnaparTblKk KOFaMHBIH jkahaHIaHYbI KaFTalbIH/IA
KBUIMBICKQ Kapchl KYpecTiH KYKBIKTBIK acrektiiepi / Kazakcran PecrmyOnukackl 3aHHaMa jKoHE KYKBIKTBIK
aKIapar HHCTUTYTHIHBIH Xa0apuibichl. — 2023. — Ne 2. — C. 112-123.

17 VYronoBHO-TIporiecCyabHblid Kogeke [py3un or 9 oktsaops 2009 roma Ne 1772-Ilc (¢ u3MeHEHUsIMHU
W JIONIOJIHEHUSIMU 110 cocTosiHuio Ha 16.10.2025 1) // UC «Ilaparpad». URL: https://prg.kz/document/?doc
1d=37807676 (nmara oopamenwus: 05.03.2026)

18 Brenner S.W. Law in an era of smart technology: digital evidence and criminal justice // Oxford Journal
of Legal Studies. 2020. Vol. 40(2). P. 233-259.

19 NoparnmoBa A.M. MonepHu3anus J0Ka3sIBaHHS B YTOJIOBHOM CYIOTIPOM3BO/ICTBE B YCIOBHSAX TPAHC-
¢dopmarnmu // Bectnuk Kazanckoro ropunnueckoro uactutytra MBJI Poccun. — Ne 3. — T. 16. URL: https://
vestnikkui.ru/ru/storage/view Window/229677 (nara oopamenus: 05.03.2026)

REFERENCES

1 Kuzhabaeva G.M., Kaliev A.K. (2022) Formirovanie pravovyh osnov ispol’zovanija jelektronno-
informacionnyh tehnologij vugolovnom processe i proizvodstve po delam ob administrativnyh pravonarushenijah
// Vestnik Karagandinskogo universiteta. Serija «Pravo». No. 2(106). P. 64—71. (In Russian)

2 Ugolovno-processual'nyj kodeks Respubliki Kazahstan ot 4 ijulja 2014 goda No. 231-V ZRK. V redakcii
Zakona RK ot 03.01.2026 Ne 252-VIII // IPS «Odilet». URL: https://adilet.zan.kz/rus/docs/K1400000231 (data
obrashhenija: 10.01.2026) (In Russian)

3 Smirnov A.V., Kalinovskij K.B. (2021) Ugolovnyj process: uchebnik. 8-¢ izd., pererab. i dop. M.:
Norma. 784 p. (In Russian)

4 Horsman G. (2023) Digital evidence strategies for digital forensic science device examinations // Digital
Investigation. Vol. 44. Article 301544. URL:  https://dspace.lib.cranfield.ac.uk/server/api/core/bitstreams/
a7d8d978-b391-4983-a110-d30a3612baaf/content (accessed: 01.02.2026). (In English)

5 MihaE., Pekmezi I. (2024) Electronic evidence in the criminal process / Academic Journal of Business,
Administration, Law and Social Sciences. Vol. 10. No. 2. P. 1-11. (In English)

6 Utanov M.A. Ispol’zovanie jelektronnyh dokazatel’stv v sudebnom razbiratel’stve v stranah SNG
i dal’nego zarubezh’ja // Pravo 1 pravorealizacija v sovremennyh uslovijah. URL: file:///C:/Users/Asus/
Downloads/editor,+journal-3-2016-10-18.pdf (data obrashhenija: 07.02.2026). (In Russian)

7 Boronina A.E. (2023) Ispol’zovanie informacionnyh tehnologij kak sposob sovershenija hishhenija //
Vestnik nauki. No. 11. P. 252-257. (In Russian)

8 Sypachev A.Ju. (2019) Osnovnye sposoby hishhenij s ispol’zovaniem seti Internet // Koncept. No. 10.
P. 1-6. (In Russian)

9 Gunderich G.A. (2020) Ispol’zovanie informacionnyh tehnologij v kachestve sposobov sovershenija
prestuplenija // Protivodejstvie pravonarushenijam, sovershaemym s ispol’zovaniem informacionnyh tehnologij:
sbornik statej po materialam nauchno-prakticheskoj konferencii (III shkoly-seminara molodyh uchenyh-
juristov). M. P. 11-17. (In Russian)

10 Ugolovnyj kodeks Respubliki Kazahstan ot 3 ijulja 2014 goda Ne 226-V ZRK. V redakcii Zakona RK
ot 03.01.2026 No. 252-VIII // Vedomosti Parlamenta RK, 2014 g. No. 13-I1. St. 83. (In Russian)

11 Tleubaev D.K., Imanbaev S.M., Karymsakov R.Sh. (2021) Cifrovizacija ugolovnogo processa v
Respublike Kazahstan: stanovlenie i praktika primenenija // Colloquium-journal. No. 11(98). P. 31-37. (In
Russian)

12 Utepov D.P. (2021) Digital Information as Proof in Criminal Proceedings // Vestnik Akademii
pravoohranitel’nyh organov pri General’noj prokurature Respubliki Kazahstan. No. 3. P. 45-56. (In Russian)

13 Sharipova A.B., Muhamadieva G., Amankulov A.H. (2020) O svojstvah dokazatel’stv v ugolovnom
processe // Vestnik KazNU im. al’-Farabi. Zag serijasy. No. 1(93). P. 128—138. (In Russian)

14 Jshi N., Kumar R., Patel P. (2025) The Role of Electronic Evidence in the Civil Case Evidence
Process // Rechtsnormen Journal of Law. Vol. 3 (1). P. 80-90. (In English)

15 Dosaev T.B. Cifrovizacija dokazatel ’stvennoj bazy v grazhdanskom processe: praktika sudov Respubliki
Kazahstan // IS «Paragraf». URL: https://prg.kz/document/?doc_1d=32329244&utm_source=chatgpt.com (data
obrashhenija: 20.02.2026). (In Russian)

16 Saripova A.B., Aryn A.A., Kuanalieva G.A. (2023) Agparattyq qogamnyii jahandanuy jagdaiynda
qylmysqa qarsy kiirestii qiiqyqtyq aspektiler1 // Qazagstan Respublikasy Zannama jane qiqyqtyq agparat
institutynyf habarsysy. No. 2. P. 112—123. (In Kazakh)

17 Ugolovno-processual’nyj kodeks Gruzii ot 9 oktjabrja 2009 goda No. 1772-Ilc (s izmenenijami
i dopolnenijami po sostojaniju na 16.10.2025 g.) // IS «Paragrafy. URL: https://prg.kz/document/?doc
1d=37807676 (data obrashhenija: 05.03.2026). (In Russian)

199



Scientific and practical journal ESJL No. 2(15) 2026

18 Brenner S.W. (2020) Law in an era of smart technology: digital evidence and criminal justice // Oxford
Journal of Legal Studies. Vol. 40(2). P. 233-259. (In English)

19 IbragimovaA.M. Modernizacija dokazyvanija v ugolovnom sudoproizvodstve v uslovijah transformacii
// Vestnik Kazanskogo juridicheskogo instituta MVD Rossii. V. 16. No. 3. URL: https://vestnikkui.ru/ru/storage/
viewWindow/229677 (data obrashhenija: 05.03.2026). (In Russian)

PBICKYJIBEKOBA B.P.,*!
JIOKTOPAHT.

*e-mail: balzhan.ryskulbekova.76@mail.ru
ORCID ID: 0000-0002-2572-8781
AJTAEBA I.T.,!

3.F.K., mpoeccop.

e-mail: g.alayeva@turan-edu.kz
ORCID ID: 0000-0003-1672-2238
MY¥XAHOBA A.T.;?

3.F.M., aFa OKBITYIIBI.

e-mail: ademal986@mail.ru
ORCID ID: 0000-0002-3973-7339
AUTMYXAHOBA /.V.}

3.F.M., aFa OKBITYIIIBI.

e-mail: didroz_12345@mail.ru
ORCID ID: 0000-0002-0803-063X
'«Typan» yHHBEpCHUTETI,

Anmars! k., Kazakcran

’Kazak YITTBIK arpapibIK 3epTTey
YHUBEPCHUTETI,

Anmars! k., Kazakcran

3X. locMyxame/IoB aTbIHIAFbl AThIpay
YHHUBEPCHUTETI,

Arteipay K., Kazakcran

KA3AKCTAH PECIIY B/INKACBIHBIH KblJIMBICTBIK
INPOHECIHAE AJASIKTBIK TYPAJIBI ICTEP BOUBIHIIA AP PJIBIK
JOJIEJJAEMEJIEPAI HAUJAAJAHY EPEKIIEJIIKTEPI

Anjgarna

YChIHBUIFAH Makalla ajasKThIK icTep OOMBIHINA KBUIMBICTBIK MpolecTe LUQPIBIK AdjesaeMerIepi
KOJIZIaHy EpPEeKIICNIKTepiHe apHajaFaH. TaKbIphINThI TaHIAy TCXHOJIOTHUSHBIH Ka3ipri AaMybl KbUIMBICTBIK KYKBIK
OY3YIIBUIBIKTAp/IbIH, COHBIH IMIiHJE aJasKTBIKTHIH CHUIATBIHA, COHJAW-aK JoJielieMeliep JKHHAy IpoleciHe
aftapipIKTall ocep eTKeHiriHe OalmaHbICTBL. KYKBIK KOJIaHy HIEHOEpIHAE Teprey >KoHE aHBIKTay OpraHaaphl
AIIEKTPOH/IBIK XaT-xabapiap/iaH albIHFaH MOJIMETTepAe KOPIHETiH MI(PIBIK AdJIeIAeMeNIepIiH POTiHiH oCcyiHe Tan
6omazpsl. byt o3 ke3erinae KOChIMIIIA CYpaKTapAbIH Maiina 0omybrHa okeneni. Ocbl MaKaJTaHBIH aBTOPIAPHI AJTASKTHIK
icTepai Teprey Ke3iHIC KbUIMBICTBIK IMPOIECTE HU(PIBIK AdJICAAECMENICPal KOIIAHy CPEKIICTIKTePIH aHbIKTAY/IbI
MakKcar eTTi. Makasa jka3y Ke3iHIe KOJJaHBbUIATHIH JKaJIbl FhUIBIMH JKOHEC apHaWbl OICTEPIiH apCeHabIHAH
TaHJIJIFaH 9JicTtep aBropiapra KazakCcTaHHBIH KOJI@HBICTAFbl 3aHHAMAChIHA J1a, FBUIBIMHM JIOKTPUHAFa J1a ChIHU
TaNay XKYprizyre MyMKiHAiK Oepai. ABTopiap TYXKbIpbIM/IaFaH TY)KbIPBIMIAp TYBIHAAFaH MaceJesep/li FaHa eMec,
COHBIMEH KaTap alasKTHIK iCTepAeri MUPIBIK ToNeIeMenepIiH Oipereil epeKmeniKTepiHiH Mpu3Maiapbl apKbLIbT
OCBIH/Iaf MoceseNepAl MeNTy/IiH HYCKaIapblH YChIHYFa MYMKIHIIK Oeperti.

Tipek ce3aep: epexmienikTepi, JonenaemMenepi, TuPpIaHIbIPY, aTasKThIK, KBUIMBICTBIK TIPOIIECC, YIEKTPOH/IBIK
aKmapar, CoT MPaKTHKACHI.
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OCOBEHHOCTHU UCHTIOJIB3OBAHUSA HUPPOBbIX
JOKA3ATEJIBCTB 110 JEJIAM O MOIIEHHUYECTBE
B YI'OJIOBHOM INTPOLECCE PECITIYBJIUKHN KA3AXCTAH

AHHOTALUA

HpeHCTaBHeHHaﬂ CTaThbs IOCBAILIICHA OCO6€HHOCT$IM HCIIOJIB30BAHUA I_H/I(prBBIX J0Ka3arcJIbCTB B yFOJ'lOBHOM
MpoILecce Mo JejaM O MOIIeHHHYeCTBE. BbIOOp TeMbI 00YCIIOBICH TEM, YTO COBPEMEHHOE PA3BUTHE TEXHOJIOTHIA
0Ka3aJI0 CyHIECTBEHHOE BIIMSIHUE HA XapaKTeP yroJIOBHBIX MPABOHAPYIIEHHM, BKIIIOUask MOIIEHHHYECTBO, & TAKKE
Ha mpotiecc cOopa J0Ka3aTeabCcTB. B paMkax mpaBONPUMEHEHHsI OPTaHbl CICACTBHS U IO3HAHHS CTAJIKHBAIOTCS C
POCTOM POJIH ITHU(POBBIX JOKA3ATEIBCTB, KOTOPBIE TIPOSIBISIOTCS B TAHHBIX U3 3JIEKTPOHHON MEPEITHCKH. DTO, B CBOIO
ouepes, BeIET K BOSHUKHOBEHHUIO JOTIOTHATEIBHBIX BOIIPOCOB. ABTOPBI 9TOW CTaThU CBOCH IIENTBIO OMPEIEITHIIN BbI-
sSIBJIEHHE 0COOEHHOCTEN MCITOIb30BAHMUS IU(PPOBBIX JTOKA3ATENBTCB B YTOJOBHOM MIPOLIECCE MTPU PACCIEAOBAHUY JET
O MOIICHHHUYCCTBC. BbI6paHHbIe METOAbI U3 apceHana O6HJ,eHay‘leIX U CriICoUaJIbHbBIX METOA0B, I/ICHOHI)SyeMI)IX l'[pI/I
HAIUCAHUK CTAThH, TIO3BOJIMIIA aBTOPAM MPOBECTU KPUTHUYECKUI aHAIIN3 KaK JICHCTBYIONIErO 3aKoHOoaTebcTBa Ka-
3axCTaHa, Tak U HaydHOU JOKTpHUHBL. CHOPMYITHPOBAHHBIC ABTOPAMHU BBIBOJIBI TAIOT BO3MOXHOCTh HE TOJILKO OIpe-
JIETIMTHCS ¢ BOSHUKAIOIIMMH MTPOOIeMaMH, HO ¥ TIPE/IIOIOKUTE BAPHAHTHI PEIIICHUS TAKUX TPOOIEM Yepe3 TPU3MBI
VHHKAJIBHBIX 0COOCHHOCTEHN MU(POBBIX OKA3aTENBCTB B J€7aX O MOIICHHUYECTBE.

KoaroueBbie cjioBa: 0COOGHHOCTH, J0Ka3arelibCTBA, IM(POBU3ALINS, MOIICHHUYECTBO, YTOJIOBHBIN IMpoliecc,
ANIEKTPOHHAsI HH(pOPMAIHs, CyneOHast IPaKTHKA.
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