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DIGITAL ASSETS AS THE SUBJECT OF CRIME:
PROBLEMS OF QUALIFICATION OF THEFT AND FRAUD

Abstract

The article examines problems of criminal-law qualification of acts in which digital assets appear as the subject
of crime or are used to conceal the criminal origin of property in the Republic of Kazakhstan. It is substantiated
that, for criminal law, a digital asset should be regarded first and foremost as a proprietary value rather than pure
information. In theft, decisive significance attaches to the victim’s loss of control over the asset; in fraud, to a defect
of will be caused by deception or abuse of trust; and in laundering, to financial operations aimed at giving a lawful
appearance to the origin and movement of the asset. The current criminal legislation of Kazakhstan already contains
norms capable of covering principal forms of encroachment upon digital assets; however, law enforcement requires
clearer qualification criteria, a uniform approach to digital traces, and a special methodology of proof. The greatest
difficulties in practice are connected with determining the subject of crime, distinguishing secret taking from taking
by deceit, establishing the moment of completion of theft, and proving the value, control, and origin of the digital
asset. A practice-oriented model for qualification of crimes related to digital assets is proposed.

Keywords: digital asset, crypto-asset, cryptocurrency, subject of crime, theft, fraud, laundering of criminal
proceeds.

Introduction

For Kazakhstani law, the digital asset has already ceased to be exclusively a technological term or
a particular plot of financial regulation. After the adoption of the Law of the Republic of Kazakhstan
“On Digital Assets in the Republic of Kazakhstan,” the legislator established an independent legal
regime for secured and unsecured digital assets, the licensing of certain kinds of activity in this sphere,
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as well as a special infrastructure of circulation, above all in the part concerning unsecured digital
assets. By this, a step was taken which has principled significance for criminal law: an object that
until recently was perceived as something lying “outside the law” entered the sphere of normatively
recognized proprietary relations [1].

However, criminal legislation was not rewritten anew for the digital environment. The Criminal Code
of the Republic of Kazakhstan still relies on the classical categories of “property,” “right to property,”
“proceeds obtained by criminal means,” “deception,” “abuse of trust,” “financial transactions,” and
“other property.” This creates methodological tension. On the one hand, criminal law does not know a
special general corpus delicti concerning the theft of digital assets. On the other hand, the absence of
such a corpus delicti does not in itself yet mean that digital assets fall outside criminal-law protection.
On the contrary, the question shifts to another plane: to what extent the traditional norms of Articles
188, 189, 190, and 218 of the Criminal Code of the Republic of Kazakhstan are capable of covering
encroachments upon digital assets without the artificial construction of “exotic” characterizations [2].

Kazakhstani civil-law doctrine has already approached the point that is key for criminal law:
digital assets are reducible neither to a thing in the physical sense nor to a pure informational message.
In the literature, it is rightly emphasized that the legislation of the Republic of Kazakhstan classifies
digital assets as property; yet at the same time the very construction of the secured and unsecured
digital asset shows that law is confronted not with a familiar object, but with a special digital form of
proprietary value. For criminal-law analysis this is important because the subject of crime here must
be determined not through the material carrier, but through the legally significant loss of control over
a proprietary good [3].

Additional confirmation of the proprietary nature of digital assets is also given by the official tax
position of the state. The State Revenue Committee directly indicates that the income of individuals
from the sale of digital assets is classified as proprietary income, and that the positive difference
between the sale value and the acquisition value is subject to taxation. For criminal law, this thesis has
independent significance: if the state recognizes the digital asset as an object of valuation, circulation,
and proprietary income, it is already impossible consistently to deny its suitability to be the subject of
crime [4].

At the same time, it is precisely here that not simplification begins, but complication of
characterization. Kazakhstani studies devoted to the legal regulation of the production and circulation
of digital assets and to counteracting commercial fraud show that a digital asset easily becomes an
element of schemes in which an investment legend, tokenization, a pseudo-exchange environment,
and a digital interface are used not for lawful circulation, but for the deceitful taking of proprietary
value. Therefore, for criminal law the problem lies not only in recognizing the digital asset as property,
but also in properly distinguishing where there is secret taking, where there is voluntary transfer under
the influence of deceit, and where there is the subsequent concealment of the criminal origin of the
asset through a chain of transfers, exchanges, and transit wallets [5].

Materials and methods

The methodological basis of the article consists of formal-legal, systemic, comparative-legal,
and doctrinal methods. The formal-legal method was used to analyze the current norms of criminal
and special digital legislation; the systemic method was used to identify the connection between
the private-law status of the digital asset, its financial-law regime, and criminal-law protection; the
comparative-legal method was used to compare the Kazakhstani approach with international standards
of counteracting abuses in the sphere of virtual assets; the doctrinal method was used to evaluate the
proposals of Kazakhstani researchers concerning the legal nature of digital assets, cryptocurrency
schemes, and new forms of criminal conduct. In the part concerning the characterization of fraud,
the study also relies on the current normative resolution of the Supreme Court of the Republic of
Kazakhstan, since it is precisely this that sets the guidelines binding for law enforcement in matters of
deception, abuse of trust, and the distinction between criminally punishable fraud and other forms of
proprietary conflicts [6].

For the analysis of the block connected with the laundering of criminal proceeds, the study uses the
provisions of the Law of the Republic of Kazakhstan “On Counteracting the Legalization (Laundering)
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of Proceeds Obtained by Criminal Means, the Financing of Terrorism and the Financing of the
Proliferation of Weapons of Mass Destruction,” as well as FATF international standards and practice-
oriented OSCE materials. This choice is not accidental. It is precisely in the sphere of laundering
criminal proceeds that the digital asset most vividly reveals the intersectoral nature of the problem:
without taking into account the rules of financial monitoring, identification standards, the control
mechanisms of VASP providers, and the specifics of digital transfers, criminal-law characterization
risks remaining formal and evidentially vulnerable [7].

Results and discussion

Digital Asset as the Subject of Crime: The Initial Problem of Legal Characterization. The first
and probably most fundamental problem consists in the fact that, in cases involving digital assets,
the law enforcer often attempts to substitute technical vocabulary for legal analysis. Meanwhile, for
criminal law it is of primary importance not what variety of blockchain, token, or protocol is at issue,
but whether the corresponding object possesses the attributes of proprietary value, whether it can be
within the sphere of control of a specific person, and whether its unlawful taking entails proprietary
damage. The Law on Digital Assets already provides the necessary starting point: it distinguishes
between secured and unsecured digital assets, introduces the regime of their issuance and circulation,
and, with respect to unsecured assets, allows lawful circulation within a special infrastructure. For
criminal law, this is sufficient to proceed from the presumption that a digital asset is not “empty code,”
but an economically significant good capable of being the object of criminal encroachment [1].

But recognizing the digital asset as the subject of crime does not mean that in all cases it should
be mechanically assimilated to a thing. Kazakhstani literature quite rightly notes that a secured
digital asset certifies a right to material, intellectual services and assets, whereas an unsecured digital
asset is not connected with independent material backing in the habitual sense. From this follows a
methodological conclusion which criminal law cannot ignore: in some cases, the encroachment is
directed against the digital asset itself as an independent digital value; in others, through the digital
asset a broader proprietary interest is in fact affected, confirmed by it or mediated by it. Consequently,
in characterization it is necessary to establish not only the fact of the asset’s departure, but also what
specific proprietary good was withdrawn from the victim’s sphere of control [3].

Kazakhstani research on the problems of regulating blockchain and cryptocurrencies also leads
to an important conclusion: the legal regime of tokens, cryptocurrencies, and other digital forms of
value cannot be described by one universal formula. Different types of digital assets are included in
circulation in different ways and are differently connected with the issuer, the platform, the backing,
and user access. From this there follows a criminal-law consequence as well: the characterization of
an act should not be built merely on the colloquial word “crypto.” For the court and the investigation,
it is important to establish what exactly turned out to be the object of criminal impact: an asset on an
exchange account, a token in a wallet, access to a custodial service, a right to dispose of an account,
or proprietary value already withdrawn from circulation [8].

Theft of Digital Assets: The Moment of Completion and the Limits of Proprietary Taking. When
the matter concerns the theft of digital assets, the first temptation of the law enforcer consists in treating
as a completed crime already the mere fact of obtaining access to a wallet, an exchange account, a
seed phrase, or a private key. Such an approach appears convenient, but juridically it is excessively
coarse. For crimes against property, decisive significance still attaches not to the offender’s abstract
acquaintance with access credentials, but to the victim’s actual loss of control over the proprietary
value and the transfer of this possibility to the offender. In other words, the copying of a key and the
unlawful taking of a sheet containing a seed phrase are not yet always identical to the completed theft
of the digital asset itself. Until the transfer of control over the asset or its actual removal from the
victim’s dominion is established, the question of the moment of completion of the corpus delicti must
be decided cautiously [2].

The high-technology environment, of course, changes the mode of taking. Theft of a digital asset
may be committed through hacking into an exchange account, phishing interception of credentials,
remote access to a device, substitution of a wallet address at the moment of transaction, the use of
malicious software, manipulation of browser extensions, or exploitation of vulnerabilities of a wallet
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service. However, the digital technique of the encroachment does not remove the proprietary content
of the act. If the result was the gratuitous and unlawful withdrawal of the digital asset from the sphere
of control of the owner, what remains before criminal law is precisely a crime against property, and
not a “pure” computer violation. The error here is typical: the technical method begins to be taken as
an independent object of characterization and thereby blurs the core of the proprietary harm [9].

A special place is occupied by the situation in which the offender does not withdraw an already
existing digital asset belonging to the victim, but uses another’s computing resources, software
infrastructure, or devices for the unlawful mining of digital assets. Kazakhstani authors who analyzed
the unlawful extraction of digital assets have convincingly shown that such acts should not be
confused with the classical theft of another’s digital asset. Here the harm may be connected with
the unlawful use of computing power, disruption of the operation of equipment, expenditures on
electricity, wear and tear of hardware, interference with information infrastructure, but not necessarily
with the taking of an asset already belonging to the victim. For characterization, this distinction is
fundamental: cryptojacking, unlawful mining, and secret withdrawal of an existing asset are not
identical constructions, and their conflation only weakens the precision of the accusation [10].

From a practical standpoint, particular difficulty is created by the value of the stolen asset. With
material objects, value is usually fixed comparatively more easily; a digital asset is volatile, traded
around the clock, and may have different prices on different platforms. t is precisely for this reason
that significance attaches to the official mechanism for determining and publishing the value of digital
assets, established by the Order of the Minister of Finance of the Republic of Kazakhstan of 25
September 2025 No. 531. For a criminal case, such a procedure does not replace expert examination,
but provides a legal reference point enabling the amount of damage to be tied to a specific date and a
specific type of digital asset. Without this, qualifying features depending on the amount of damage risk
turning into a dispute over an arbitrary quotation [11].

Finally, in cases of theft of digital assets, one must not lose sight of the situation of entrusted
possession. If access to the digital asset was entrusted to an employee, the administrator of a corporate
wallet, the operator of a platform, or another person by virtue of official, contractual, or factual
position, the subsequent taking of the asset should not automatically be described only as theft.
Depending on the structure of access, the scope of entrusted powers, and the nature of disposal of the
asset, another solution is possible here — up to characterization as misappropriation or embezzlement.
Consequently, for crimes involving digital assets, a technical description of access does not yet answer
the characterization question; it is first necessary to establish the legal nature of the access itself —
whether it was external, secretly overcome, or initially entrusted [2].

Fraud Involving Digital Assets: When the Digital Interface Masks a Defect of the Victim’s Will.
Fraud in the digital environment often appears outwardly as a voluntary action of the victim himself
or herself: the victim transfers the asset to a specified address, communicates recovery credentials,
confirms “verification,” signs a transaction through a mobile application, connects a wallet to a site
perceived as a lawful platform. It is precisely for this reason that the normative resolution of the
Supreme Court in fraud cases acquires special significance here. The judicial approach proceeds from
the premise that what is determinative is not the external form of the transfer of property, but the
existence of deception or abuse of trust which conditioned a defect in the victim’s will and led to
the proprietary departure. For digital assets this thesis is especially important: the formal “activity”
of the victim does not yet exclude fraud if his or her decision was provoked by a false digital shell,
a fictitious service, or a knowingly false representation regarding the purpose of the transaction [6].

Kazakhstani literature has already drawn attention to the fact that the digital asset market is weakly
protected from dishonest investment schemes, pseudo-tokenization, and commercial fraud. In such
models, the digital asset is used not simply as an object of trade, but as an instrument for instilling trust:
the potential victim is shown a “modern” platform, promised access to a closed market, presented with
algorithmic profitability, and references are made to technological novelty and to the fact that the state
allegedly has not yet managed fully to “adjust” the rules. As a result, the digital shell substitutes for
verification of the real proprietary content of the transaction. For criminal law this means one thing:
the technological complexity of the project cannot be regarded as an argument in favor of its civil-law
neutrality; on the contrary, it often becomes a means of strengthening the deceptive impact [5].
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Official information from the Financial Monitoring Agency shows that for Kazakhstan this
problem has long since ceased to be hypothetical. According to the data of the AFM, in 2024 thirty-six
illegal crypto-exchangers with a total turnover of 60 billion tenge were liquidated; assets in the amount
of 4.8 million USDT were frozen and confiscated; in addition, schemes using cryptocurrency for the
attraction of investments were uncovered. For the characterization of fraud, these data are significant
not in a statistical, but in a typological sense: digital assets become part of deceptive constructions in
which the victim either immediately transfers the asset to the fraudster, or is misled as to the legality
of the platform, the status of the exchanger, the source of profitability, and the real guarantees for the
return of funds [12].

A characteristic example is also the case in which the AFM reported the return from abroad of
crypto-assets of a financial pyramid scheme in the amount of 250 million tenge stolen from citizens of
Kazakhstan. This report is important because it graphically demonstrates the staged structure of digital
fraud. First, the victim is persuaded voluntarily to invest value into a pseudo-lawful project; then the
asset is fragmented, dispersed through transit wallets, and withdrawn into another digital environment;
further, there begins no longer merely the retention of what was obtained, but the concealment of its
origin. In other words, in a real case the digital asset appears at once in several roles: as the subject
of the initial deceitful taking and as a means of the subsequent breaking of the trace of the property’s
origin [13].

At the same time, for precise characterization it is important not to fall into the opposite extreme.
Not every dispute concerning a digital asset constitutes fraud. Volatility of the rate, an unsuccessful
investment, a technical error in a protocol, a dispute over the content of a token, failure to perform
promised profitability in the absence of proven initial deception — all this does not in itself transform
private-law or market risk into a criminally punishable act. Therefore, in cases concerning digital
assets, the investigation must prove not merely the victim’s financial failure, but the initial deceptive
scenario: the falsity of information, the conscious creation of a fictitious digital infrastructure, the
concealment of substantial circumstances, or the intention, absent from the outset, to perform what
was promised [6].

A separate problem remains the distinction between fraud and theft in cases where deception is
used only to obtain access, while the taking of the asset itself is later committed secretly. If the victim
is convinced of the necessity of an “official verification,” communicates a one-time code, after which
the offender independently initiates a transaction and withdraws the digital asset, the criminal-law
picture becomes more complex. Here deception does not fully coincide with the act of disposing of the
property; it merely prepares the subsequent secret taking. Consequently, the mechanical rule “if the
victim handed over something himself or herself, then it is always fraud” turns out to be too primitive
in the digital environment. For correct characterization, it is necessary to analyze at exactly what stage
the proprietary departure occurred and what the immediate mechanism of causing it consisted in [2].

Laundering of Criminal Proceeds in the Digital Environment: Where Retention of the Stolen
Ends and “Laundering” Begins. For Article 218 of the Criminal Code of the Republic of Kazakhstan,
what is central is not simply the fact that a person possesses property of criminal origin, but the
commission of financial operations and other transactions aimed at giving a lawful appearance to the
possession, use, and disposal of such property. In the digital environment, this boundary becomes
especially fine. One and the same wallet, one and the same exchange, and even one and the same
series of transactions may in one case signify the simple retention of the criminal result, and in another
already an independent stage of concealing the origin of the property. Therefore, with digital assets,
laundering cannot be inferred automatically from any subsequent transaction with the stolen asset; it is
necessary to establish the special function of the relevant operations — the concealment of the source,
beneficiary, route of movement, or economic trace of the property [7].

FATF international standards have long proceeded from the premise that virtual assets and
service providers dealing with them should fall within a full AML/CFT contour. In the updated 2021
guidance, FATF emphasized the necessity of licensing or registration of VASPs, the application of
customer due diligence measures, compliance with the Travel Rule, and the removal of regulatory
“loopholes” allowing virtual assets to be used for laundering criminal proceeds. For the criminal
law of Kazakhstan, this is important not as an external recommendation, but as a guideline for the
logic of characterization: if a criminal asset is moved through such services, the evaluation of the act
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cannot be confined only to the predicate offense; what is required is an analysis of whether the digital
infrastructure was used precisely to break the link between the property and its criminal source [14].

The sixth targeted FATF review, published in 2025, shows that the problem is not weakening, but
becoming more complex. FATF notes the further growth of risks associated with stablecoins, offshore
VASPs, difficulties of identifying the real operators of such services, and the uneven implementation
of the Travel Rule; it is separately emphasized that a significant part of on-chain illicit activity today
is connected precisely with stablecoins. For Kazakhstani criminal law, this means that laundering in
the digital environment will increasingly take the form not of a single exchange of “crypto into fiat,”
but of a complex chain of transfers, changes of tokens, transit through different jurisdictions, and the
use of weakly controlled platforms. Consequently, Article 218 requires not formal, but technologically
sensitive application [15].

The practical OSCE guide for law enforcement agencies, published in 2025, confirms the same
conclusion, but on an applied plane. The guide separately identifies typical crypto-crimes, methods
of investigation using blockchain analytics, the significance of international cooperation, work with
victims, and means of increasing the effectiveness of tracing digital routes of the asset. For the
characterization of laundering, this material is especially valuable: it shows that proving “laundering”
in cases involving digital assets is impossible without understanding the mechanics of multistage
transfers, custodial and non-custodial wallets, exchange services, and the role of analytical tools.
Otherwise, Article 218 will remain a fine formula without sufficient procedural support [16].

From this there follows an important distinction. If the offender stole a digital asset and simply
retains it at his or her own address or transfers it to the nearest wallet controlled by him or her without
an obvious purpose of masking its origin, the criminal-law core of the act still lies in the sphere of
the predicate offense. But if there is then constructed a sequence of fragmenting sums, using several
transit addresses, converting into other tokens, entering illegal exchangers, subsequently withdrawing
into fiat, or investing into other assets for the purpose of making it difficult to identify the origin of
the property, then an autonomous criminal function already manifests itself — giving the criminal asset
an outwardly lawful appearance. It is precisely this that should become the criterion for imputing
laundering [7].

Problems of Proof: Control, Value, Origin, Digital Trace. In practice, the greatest difficulties arise
not at the level of verbal characterization, but at the level of proof. In cases involving digital assets,
the investigation and the court must establish who controlled the wallet address, who initiated the
transaction, from what device and through what service it was done, to whom the recovery credentials
belonged, at what stage the victim lost the ability to dispose of the asset, and when exactly the damage
arose. The OSCE guide rightly proceeds from the premise that the investigation of crypto-crimes
requires the early collection of digital traces, correct fixation of addresses, requests to providers, the
use of blockchain analytics, and careful work with metadata. For Kazakhstani practice, this means one
simple thing: in a digital case, the traditional set of evidence is no longer sufficient [16].

No less difficult is the question of value. The official rules for determining and publishing the value
of digital assets, approved by Order of the Minister of Finance No. 531, create an important support
for tying value to a concrete calendar date and a concrete type of asset. But even this mechanism does
not remove all questions. The investigation must take into account on what exact date the damage
is fixed: at the moment of the unlawful debiting of the asset, at the moment of its withdrawal from
the exchange, at the moment the victim lost access, or at the moment the crime was discovered. In
addition, the platform on which the asset circulated is also significant, since the real liquidity and
execution price may differ from the average market benchmark. Therefore, the official procedure
should be regarded as a basis rather than as an automatic substitute for expert evaluation [11].

Official AFM materials on the liquidation of illegal crypto-exchangers also show that, in such
cases, the digital trace is not confined to a single transaction. The blocking of more than 3.5 thousand
illegal online crypto-exchangers, the freezing and confiscation of assets in USDT, and the detection
of cryptocurrency components of financial pyramid schemes demonstrate that criminal schemes are
built on the use of a network of intermediaries, addresses, and services, rather than on one “direct”
transfer. From this there also follows an evidentiary consequence: without fixation of the entire chain
of movement of the digital asset, there is a great danger either of failing to prove laundering, or,
conversely, of substituting a full establishment of the route with general assumptions about “suspicious
blockchain movement” [12].
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The AFM’s report on the return of stolen crypto-assets in the case of a financial pyramid scheme
shows even more vividly the significance of tracing. Here the law-enforcement result was achieved
not because the digital asset is “transparent in itself,” but because the chain of transit wallets was
reconstructed and the connection between the initial taking and the subsequent distribution of the
asset was established. For criminal-law characterization, this has dual significance. First, the very fact
of the asset’s departure from the victim’s control becomes provable. Second, a real basis appears for
distinguishing the main offense and the subsequent operations aimed at concealing the origin of the
property. Without such reconstruction, the case risks remaining either at the level of a hypothesis or at
the level of excessively general characterization [13].

An additional and often underestimated element of proof is connected with the tax and financial
trace of the digital asset. Since the state already regards income from the sale of digital assets as
proprietary income and constructs a special block of tax administration of digital assets, in a criminal
case this may be used not only for evaluation of value, but also for comparison of the digital and
fiat trace. Where the digital asset was withdrawn, exchanged, sold, or otherwise converted into a
proprietary result, the tax, banking, and financial-monitoring contour ceases to be optional: it becomes
part of the evidentiary base in a case of theft, fraud, or laundering [4].

Directions for Improving Legal Characterization and Law Enforcement. From the analysis
carried out, it follows that Kazakhstan is hardly in need of a single new corpus delicti of “theft of
digital assets” as a universal answer to all digital threats. Such a step would look impressive, but in
methodological terms it would be too coarse. The current criminal legislation already contains the
principal constructions suitable for protecting proprietary interests in the digital environment as well.
The problem lies elsewhere: in the absence of uniform criteria for when a digital asset is considered the
subject of crime, when unlawful access to credentials turns into completed theft, where the boundary
lies between fraud and concealed taking, and what specific operations testify to laundering rather than
simply to the retention of the criminal result [1].

For the fraud block, it is advisable to rely on a stricter judicial standard: in cases involving digital
assets, it is necessary to analyze not only promises and correspondence, but also the architecture of
the digital scheme — who created the interface, in what manner the “verification” was organized, what
exactly the victim was required to do, to whom the transaction was actually directed, and whether
his or her expression of will may be regarded as free and conscious. Without such focus, even the
current normative resolution of the Supreme Court on fraud will be applied too abstractly. The digital
environment does not abolish the classical sign of deception, but it substantially complicates the forms
in which it is realized [6].

In the part concerning the laundering of criminal proceeds, the further development of practice
must inevitably proceed along the path of a closer linkage of criminal characterization with the
institutions of financial monitoring, control over VASP providers, compliance with the Travel Rule,
and the mechanisms of international cooperation. Otherwise, criminal law will react only to the initial
theft or fraud, but not to the financial infrastructure that makes digital criminal schemes scalable and
stable. For Kazakhstan, this is especially relevant against the background of the growth of illegal
crypto-exchangers, the use of stablecoins, and the cross-border character of digital transfers, to which
both FATF materials and AFM reports directly attest [7].

No less important is the procedural part. For cases involving digital assets, there is an urgent
need to form a stable practice of the early arrest of digital assets, standardized requests to crypto-
platforms, the consolidation of minimum requirements for a blockchain-analytical opinion, and a
careful approach to the seizure of devices, seed phrases, hardware wallets, and backup keys. If this is
not done, the law-enforcement system will either lose the digital trace in the first hours after the crime,
or become excessively dependent on random technical specialists. In the final analysis, the issue here
already turns not only on the norm, but also on the institutional readiness of the state to regard the
digital asset as a full-fledged object of criminal-law protection [16].

Practical Qualification Framework for Criminal Offenses Involving Digital Assets. The analysis
of criminal offenses involving digital assets demonstrates that the main challenge for law enforcement
does not lie in the complete absence of applicable criminal-law norms, but in the absence of a unified
approach to their application. Digital assets introduce new technical forms of circulation and transfer of
value; however, the criminal-law assessment of such acts should remain focused on legally significant
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circumstances rather than on technological characteristics alone. Therefore, the qualification of
offenses involving digital assets requires a consistent framework based on the identification of the
object of encroachment, the determination of control over the asset, the mechanism of its unlawful
transfer, and the subsequent movement of the obtained value.

The first element of such a framework is the identification of the specific object affected by
the criminal act. In practice, the term “digital asset” may refer to different legal and technological
phenomena, including a secured digital asset, an unsecured digital asset, access credentials, or the
possibility of disposing of a digital account or wallet. For criminal-law purposes, however, the decisive
issue is not the technical form of the asset, but the existence of an economically valuable object
capable of belonging to the sphere of control of a particular person. Establishing this circumstance
allows the investigation and the court to distinguish between an actual property-related encroachment
and actions that affect only information or technical access without causing proprietary harm.

The second element concerns the determination of legally relevant control over the digital asset.
Unlike traditional property, where possession is usually connected with physical domination over an
object, digital assets are characterized by the ability to authorize transactions and dispose of value
through technological instruments. Consequently, the central question is not whether the offender
obtained technical access to a digital environment, but whether such access resulted in the acquisition
of the actual ability to dispose of the asset. The unlawful acquisition of credentials, access to a wallet,
or information necessary for authentication may therefore have different criminal-law significance
depending on whether it only created a possibility for future interference or already resulted in the loss
of the victim’s control over the proprietary value.

The third element relates to the mechanism through which the transfer of control occurred. This
criterion is particularly important for distinguishing theft from fraud involving digital assets. Where
the offender removes the asset from the victim’s sphere of control without a conscious transfer of value
by the victim, the legal assessment should focus on unlawful taking. In contrast, where the victim
performs actions leading to the transfer of the asset because of deception, abuse of trust, or a false
representation concerning the transaction, the central issue becomes the defect of the victim’s will.
Thus, the external digital form of the transaction cannot by itself determine qualification. The same
technical operation, such as the transfer of cryptocurrency to another wallet, may receive different
legal assessments depending on the circumstances preceding it.

The fourth element concerns the differentiation between the original criminal acquisition of a
digital asset and subsequent actions aimed at concealing its origin. The movement of digital assets after
the commission of theft or fraud does not automatically constitute laundering of criminal proceeds.
For the purposes of Article 218 of the Criminal Code of the Republic of Kazakhstan, it is necessary to
establish that subsequent transactions had an independent criminal purpose connected with disguising
the source, ownership, or route of movement of the asset. Accordingly, the analysis of blockchain
transactions should focus not only on the fact of transfer but also on the function of such transfer
within the overall criminal scheme.

The fifth element of the qualification framework concerns evidence. The digital nature of the
asset requires a comprehensive assessment of evidence, combining technological and legal analysis.
The fact of a blockchain transaction alone does not establish all circumstances necessary for criminal
qualification. It is necessary to determine the person exercising control over the relevant wallet or
account, the circumstances of access, the moment of loss of control by the victim, the value of the
asset, and the relationship between individual transactions and specific persons. Therefore, digital
traces should be considered as a system of interconnected evidence rather than isolated technical
information.

The proposed framework allows the existing criminal-law mechanisms of Kazakhstan to be
applied more consistently to offenses involving digital assets. Its main purpose is not to create a
separate category of crimes based solely on technological characteristics, but to ensure that digital
assets are assessed within traditional criminal-law categories while taking into account their specific
features. Such an approach makes it possible to avoid both the unjustified exclusion of digital assets
from the sphere of property protection and the excessive perception of them as an entirely separate
legal phenomenon beyond existing criminal-law constructions.
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Table 1 — Practical Qualification Framework for Criminal Offenses Involving Digital Assets

Qualification stage Key question Legal significance
Identification of the What digital value became the object of Determines whether the act affects a
object encroachment? legally protected proprietary interest
Determination of Who had the ability to dispose of the digital | Establishes the relevant sphere of
control asset? proprietary control
Mechanism of How was control transferred or lost? Differentiates unlawful taking from
transfer transfer caused by deception
Subsequent Did further operations conceal the criminal | Distinguishes retention of criminal
transactions origin of the asset? proceeds from laundering
Evidence assessment | What digital and financial traces confirm the | Ensures reliable criminal-law

circumstances? qualification
Note: Compiled by the authors.

Conclusion

Digital assets in the law of the Republic of Kazakhstan are no longer located in a “gray zone”
between the economy and technology. The legislator has recognized them as a special object of
regulation, state bodies account for them as a source of proprietary income, financial monitoring
regards them as a channel for the movement and concealment of criminal funds, and law-enforcement
practice encounters real cases in which the digital asset appears now as the target of encroachment,
now as the instrument of the subsequent masking of the criminal result. It is precisely for this reason
that, for criminal law, the old position is no longer possible, under which crypto-assets were described
as an exotic phenomenon not requiring precise work of characterization [1].

The principal conclusion of the article is the following: in Kazakhstani criminal law, a digital asset
should be regarded as a proprietary value capable of being the subject of theft, fraud, and laundering;
however, the characterization of such acts should be built not according to digital terminology, but
according to the factual mechanism of causing harm. If the victim lost control over the asset as a
consequence of its secret withdrawal from his or her wallet or account, the central point lies in a
crime against property. If the asset or the possibility of disposing of it was transferred under the
influence of deception, fraud takes priority. If, however, after the predicate offense special operations
are committed aimed at concealing the origin, route, and ownership of the digital asset, there arises an
independent question of laundering criminal proceeds [2].

At the same time, the law enforcer must refuse two equally mistaken extremes. The first is the
reduction of the digital asset to “mere information,” by reason of which the proprietary content of the
crime is lost. The second is the opposite mystification, in which the digital asset is declared such a
special object that the existing criminal-law constructions are supposedly inapplicable to it. Neither
extreme withstands verification by law, doctrine, or official practice. Current legislation already makes
it possible to cover the principal forms of criminal encroachment upon digital assets, but it requires
subtler thinking in characterization and higher-quality proof [3].

From this there also follows a practical guideline. In cases involving digital assets, the court
and the investigation must each time answer not a technological, but a juridically organized set of
questions: what exactly constituted the subject of crime; in whose sphere of control the asset was
located; in what manner this control was lost; whether there was a defect in the victim’s will; which
subsequent operations had the character of retention, and which of concealment of the origin of the
property; how the value of the asset was established; and how the connection between the digital route
and the concrete person was proved. Only such an approach makes it possible to transfer the discussion
of digital assets from the zone of declarations to the zone of precise criminal-law characterization.

REFERENCES

1 On digital assets in the Republic of Kazakhstan Law of the Republic of Kazakhstan No. 193-VII LRK of
February 6, 2023. URL: https://adilet.zan.kz/eng/docs/Z2300000193 (accessed: 06.06.2026)

2 Criminal Code of the Republic of Kazakhstan dated 3 July 2014 No. 226-V ZRK. URL: https://adilet.zan.kz/
eng/docs/K1400000226 (accessed: 06.06.2026)

159



Scientific and practical journal ESJL No. 3(16) 2026

3 JKanabwioBa A.B. IlpaBoBoe perymupoBanue obopora nu¢ppoBbIX akTHBOB B PecrnyOnuke Kaszaxcran
1 BO3MOXKHOCTH MX HacyienoBanus / BectHuk MuctuTyTa 3akoHomatenscTBa PecryOmuku Kazaxcran. — 2024, —
Ne 3(78). — C. 124-134.

4 On Issues of the Sale of Digital Assets. URL: https://kgd.gov.kz/ru/news/po-voprosam-realizacii-cifrovyh-
aktivov-1-142592 (accessed: 06.06.2026)

5 Pomanenko C.B. Bormpocsl perynupoBaHusi MPaBOOTHOIICHHH B cdepe MPOU3BOACTBA U OOpAIICHUS
IU(pPOBBIX AKTHBOB, NPOTUBOACHCTBUS KOMMepueckomy MomeHHudectBy // Bectunk KasHY. Cepus
IOpungmueckas. — 2023. — Ne 2(106). — C. 47-55.

6 On Judicial Practice in Cases of Fraud: Normative Resolution of the Supreme Court of the Republic of Ka-
zakhstan dated 29 June 2017 No. 6. URL: https://adilet.zan.kz/eng/docs/P170000006S (accessed: 06.06.2026)

7 On Counteracting the Legalization (Laundering) of Proceeds Obtained by Criminal Means, the Financing of
Terrorism and the Financing of the Proliferation of Weapons of Mass Destruction: Law of the Republic of Kazakhstan
dated 28 August 2009 No. 191-1V. URL: https://adilet.zan.kz/eng/docs/Z090000191 _(accessed: 06.06.2026)

8 Koitmeroaitynst K., Konbaes /1.3., bunaitmmesa A.b. [IpaBoBoe perynupoBanne OJIOKUCHH 1 KPUITOBAJIIOT:
poOJIeMBbl U TIEPCIIEKTUBBI BBITyCKAa TOKCHOB M MX 000pOT Ha Tepputopuu Pecryonmukm Kazaxcran // BecTHHK
WucTtutyTa 3akoHOHaTenbeTBa Pecrybmmkn Kazaxcran. —2023. — Ne 1(72). — C. 98—-107.

9 KanA.G., Korzhumbaeva T.M., Abdullina S.Kh. Features of the Use of Cryptocurrencies in the Commission
of Crimes in the Sphere of High Technologies // Bulletin of L.N. Gumilyov Eurasian National University. Law Series.
2024. Vol. 147. No. 2. P. 230-241.

10 3apkenoB M.C., XXemmuucos H.III. YromoBHas OTBETCTBEHHOCTH B OOJACTH HENPABOMEPHOW JOOBIYM
1 pOBEIX aKTUBOB // BecTHUK AKaneMuH MPaBOOXPaHUTEIBHBIX OpraHoB. — 2021. — Ne 2(20). — C. 48-55.

11 Tlpuka3z Munuctpa ¢purancos PecrryOmmxn Kazaxcran ot 25 centssops 2025 roma Ne 531 «O0 yTBepkaeHuN
IIpaBui onpeneneHusi, OnyOIUKOBaHs CTOMMOCTH HU(POBBIX aKTHBOB M MepeuHs ux BuaoB». URL: https://adilet.
zan.kz/rus/docs/V2500036938 (nara obparienus: 06.06.2026)

12 JlukBuIaumusi CTPyKTYp 110 OTMBIBaHUIO JieHer yepe3 kpuntoBamoTy. URL: https://www.gov.kz/memleket/
entities/afm/press/news/details/913888?lang=ru (nara oopamenus: 06.06.2026)

13 A®M nepBeiMu Ha mipocTtpancTBe CHI' BO3BpaTHIIO TIOXHINICHHBIE CPEICTBA OT 3apyOCKHOTO SMHUTCHTA
mugpoBeix aktuBoB. URL: https://www.gov.kz/memleket/entities/afm/press/news/details/820233?lang=ru (mata
obpamenus: 06.06.2026)

14 FATF. Updated Guidance for a Risk-Based Approach to Virtual Assets and Virtual Asset Service Provid-
ers. Paris: FATF, 2021. URL: https://www.fatf-gafi.org/en/publications/Fatfrecommendations/Guidance-rba-virtual-
assets-2021.html (accessed: 06.06.2026)

15 FATF Urges Stronger Global Action to Address Illicit Finance Risks in Virtual Assets // FATF. 26.06.2025.
URL:  https://www.fatf-gafi.org/en/publications/Fatfrecommendations/targeted-update-virtual-assets-vasps-2025.
html (accessed: 06.06.2026)

16 Decoding Crypto Crime — A Guide for Law Enforcement. URL: https://oceea.osce.org/oceea/587475 (ac-
cessed: 06.06.2026)

REFERENCES

1 On digital assets in the Republic of Kazakhstan. Law of the Republic of Kazakhstan No. 193-VII LRK
of February 6, 2023. URL: https://adilet.zan.kz/eng/docs/Z2300000193 (accessed: 06.06.2026) (In English)

2 Criminal Code of the Republic of Kazakhstan dated 3 July 2014 No. 226-V ZRK. URL: https://adilet.
zan.kz/eng/docs/K 1400000226 (accessed: 06.06.2026) (In English)

3 Zhanabilova A.B. (2024) Pravovoe regulirovanie oborota cifrovyh aktivov v Respublike Kazahstan i
vozmozhnost’ ih nasledovanija // Vestnik Instituta zakonodatel’stva Respubliki Kazahstan. No. 3(78). P. 124—
134. (In Russian)

4 On Issues of the Sale of Digital Assets. 2026. URL: https://kgd.gov.kz/ru/news/po-voprosam-realizacii-
cifrovyh-aktivov-1-142592 (accessed: 06.06.2026) (In Russian)

5 Romanenko S.V. (2023) Voprosy regulirovanija pravootnoshenij v sfere proizvodstva i obrashhenija
cifrovyh aktivov, protivodejstvija kommercheskomu moshennichestvu // Vestnik KazNU. Serija Juridicheskaja.
No. 2(106). P. 47-55. (In Russian)

6 On Judicial Practice in Cases of Fraud Normative Resolution of the Supreme Court of the Republic
of Kazakhstan dated 29 June 2017. No. 6. URL: https://adilet.zan.kz/eng/docs/P170000006S (accessed:
06.06.2026) (In English)

7 On Counteracting the Legalization (Laundering) of Proceeds Obtained by Criminal Means, the Financing
of Terrorism and the Financing of the Proliferation of Weapons of Mass Destruction: Law of the Republic of
Kazakhstan dated 28 August 2009 No. 191-1V. URL: https://adilet.zan.kz/eng/docs/Z090000191  (accessed:
06.06.2026) (In English)

160



Scientific and practical journal ESJL No. 3(16) 2026

8 Qoigybaitly Q., Kopbaev D.Z., Bidajshieva A.B. (2023) Pravovoe regulirovanie blokchejn i kriptovaljut:
problemy i perspektivy vypuska tokenov i ih oborot na territorii Respubliki Kazahstan // Vestnik Instituta
zakonodatel’stva Respubliki Kazahstan. No. 1(72). P. 98—-107. (In Russian)

9 Kan A.G., Korzhumbaeva T.M., Abdullina S.Kh. (2024) Features of the Use of Cryptocurrencies in the
Commission of Crimes in the Sphere of High Technologies // Bulletin of L.N. Gumilyov Eurasian National
University. Law Series. Vol. 147, no. 2, pp. 230-241. (In English)

10 Zarkenov M.S., Zhempiisov N.Sh. (2021) Ugolovnaja otvetstvennost’ v oblasti nepravomernoj dobychi
cifrovyh aktivov // Vestnik Akademii pravoohranitel’nyh organov. No. 2(20). P. 48—55. (In Russian)

11 Prikaz Ministra finansov Respubliki Kazahstan ot 25 sentjabrja 2025 goda Ne 531 «Ob utverzhdenii
Pravil opredelenija, opublikovanija stoimosti cifrovyh aktivov i perechnja ih vidovy». 2025. URL: https://adilet.
zan.kz/rus/docs/V2500036938 (data obrashhenija: 06.06.2026) (In Russian)

12 Likvidacija struktur po otmyvaniju deneg cherez kriptovaljutu. 2026. URL: https://www.gov.kz/
memleket/entities/afm/press/news/details/913888?lang=ru (data obrashhenija: 06.06.2026) (In Russian)

13 AFM pervymi na prostranstve SNG vozvratilo pohishhennye sredstva ot zarubezhnogo jemitenta
cifrovyh aktivov. 2026. URL: https://www.gov.kz/memleket/entities/afm/press/news/details/820233?lang=ru
(data obrashhenija: 06.06.2026) (In Russian)

14 FATF. Updated Guidance for a Risk-Based Approach to Virtual Assets and Virtual Asset Service
Providers. Paris: FATF. 2021. URL: https://www.fatf-gafi.org/en/publications/Fatfrecommendations/Guidance-
rba-virtual-assets-2021.html (accessed: 06.06.2026) (In English)

15 FATF Urges Stronger Global Action to Address Illicit Finance Risks in Virtual Assets // FATF.
2025. URL: https://www.fatf-gafi.org/en/publications/Fatfrecommendations/targeted-update-virtual-assets-
vasps-2025.html (accessed: 06.06.2026) (In English)

16 Decoding Crypto Crime — A Guide for Law Enforcement. 2026. URL: https://oceea.osce.org/
oceea/587475 (accessed: 06.06.2026) (In English)

KY¥YMAFYJIOBA II.P.'

3.F.K., KaybIMAACTHIPBUIFaH mpodeccop.
e-mail: jumagulova_sholpan@mail.ru
ORCID ID: 0000-0002-2033-6260
CAPTAEBA K.P.;2

3.F.K., mpodeccop.

e-mail: galiya 1305@list.ru

ORCID ID: 0000-0002-7177-1369
BEPJUSIPOBA K.C.;}?

3.F.K., KQybIMJIaCTBIPBLIFaH Mpodeccop.
e-mail: berdiyarova_zhs@enu.kz
ORCID ID: 0000-0002-4949-9522
AYEIIOBA B.T.,**

3.F.K., KAyBIMJIaCTBIPBIIFaH Tpodeccop.
*e-mail: bagdataueshova@gmail.com
"KopksIT ATa at. KpI3buiop/ia yHUBEpCHTETI,
Kebimopaa k., Kazakcran

M.O. Oye30B ar.

Onrycrik Kazakcran yHuBepcureri,
[IemvkenT K., Kazakcran

3J1.H. T'ymuses at.

Eypazus ¥11ThIK YHUBEPCUTETI
Acrana K., Kazakcran

“I1. EceHOB aT. yHUBEPCUTETI,

Axray K., Kazakctan

HUDPIBIK AKTUBTEP KbIJIMBICTBIH IIOHI PETIH/IE:
¥YPJIBIK ITEH AJTAAKTBIKTBI CAPAJIAYBIH MOCEJIEJIEPI

Anagarna
Maxamnanga Kazakcran Peciry0nmkachIHBIH KYKBIFBIHAA ITH(PIIBIK aKTUBTEP KBUIMBIC 3aTHI PETiH/E KOPIHETIH HEe
MYJTKTiH KBUIMBICTBIK IIBIFY TET1H )KachIpy KYpalibl peTiH/Ie Mai/ajJaHblIaThIH iC-9pEeKeTTEP/ Il KbIIMBICTBIK-KYKBIKTBIK

161



Scientific and practical journal ESJL No. 3(16) 2026

capaiay Macenenepi 3eprreneni. Herisri mocerne 3aT HbICaHbIHJIAa OMIP CYPMEHTIH, Oipak MYJIKTIK KYHIBUIBIKKA HE
JKOHE KBUIMBICTBIK CXeMaJlapra KaThICa aJIaThIH 00BEKTITe KaThICTHI YPIIBIK, aTasKTHIK KHE 3aHAACTBIPY/IbIH JoCTYPIIi
KOHCTPYKIMSUIAPBIHBIH KaJlai KOJIIaHbUIATHIHBIHAA 00BN Ta0bUTaabl. KBUIMBICTBIK KYKBIK YIIiH IAQPIBIK aKTHB €H
aNIBIMEH Ta3a akmapaT PeTiHAe eMec, MYJIKTIK KYHIBUIBIK PeTiHae KapacThIPBUTYHI THIC €KeHI Heri3memnmi. ¥ pIiIbiK
Ke3iH/Ie eIy MOH XKo01pIeHY T HIH aKTUBKE OaKbUIaybIH dKOFAITYBIHA, ATAIKTHIK Ke31He — ajiay HeMece CeHIM/I1
Tepic malaanaHy cajiapblHaH TYbIHIAaFaH €PiK aKaybIHa, al 3aHIaCThIPY KE31H/C — KbIIMBICTBIK aKTHBTIH IIBIFY TET1
MEH KO3FalIbIChIHA KYKbBIKKa cail cunar Oepyre OarbITTaJIFaH Kap>KbUIBIK ONEpalMsIapIblH OOIybIHA THECII eKeHi
kepceTinai. KazakcTaHHBIH KOJIJaHBICTaFbl KbIIMBICTBIK 3aHHAMACHIHAA U(PIIBIK aKTHBTEPre KOJ CYFyIIBUIBIKTHIH
HETi3Ti HBICAHTAphIH KaMTyFa KaOineTTi Oa3zanblk HOpManap KasipAiH e3iHae Oap ereH KOPBITHIHIBI jKacaalsl,
amaiaa KYKBIK KOJIaHy KbI3METI HEFYPIIBIM J0JI capaiay eimeMaepine, nudpislK i3aepre OipbIHFail Tocinre KoHe
JIONENACYIiH apHalbl oflicTeMeciHe MyKTax. ToxipuOe YIIiH eH YJIKeH KUBIHABIKTAp KbUIMBIC 3aThIH aKbIHAyMEH,
JKaCBIPBIH AJIBIT KOIOJIbI AJIJ1ay apKbUIbI HEJICHY/ICH aKbIPATYMEH, YPIIBIKTBIH asKTally COTiH OeNriyieyMeH, COHai-aK
U QPIIBIK aKTUBTIH KYHBIH, OaKbIIIaybIH KaHE LIBIFY TETiH JoJeiIeyMeH OailIaHbICThI eKeHi aHbIKTabl. [L{udpbik
AKTHBTEPMEH OalllIaHbICTB! KUIMBICTAap/Ibl capajiayIblH TaXKiprOere OarnapiaanFaH MOJIeNi YCHIHBUIIBL.

Tipek ce3ep: uUPIbIK AKTUB, KPUIITOAKTHB, KPUIITOBAIIOTA, KbUIMBIC 3aThI, YPJIBIK, AJIAsKTHIK, KbUIMBICTHIK
KipicTep.ii 3aHIACTBIPY.
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HOU®POBBIE AKTUBbBI KAK IIPE/IMET INIPECTYIJIEHUSA:
MMPOBJIEMbI KBAIM®PUKALINN XUINEHUA U MOINEHHUYECTBA

AHHOTANUA
B cratbe ucciemayrorcst mpo0ieMbl yroJl0OBHO-TIPABOBOM KBaTH(DUKAIIMN JIESTHU, B KOTOPBIX I(POBbIC aKTUBBI
BBICTYIIAFOT MIPEAMETOM HPECTYILICHHS JIMO0 UCTIOIB3YFOTCS KaK CPEICTBO COKPBITHS MPECTYITHOTO MPOUCXOMKICHUS
nMymecTa B mpaBe PecnyOonmkn Kazaxcran. O6ocHOBaHO, 9TO MH(POBOI aKTHUB sl YTOJIIOBHOTO TIpaBa JODKEH
paccMaTpuBaThCs IPEX/e BCEro Kak MMYIECTBEHHAs ICHHOCTH, a He Kak yucTas nHpopmarms. [lokazano, 4yto npu
XUUICHUN pEHIAONIUM ABJIACTCA YTpaTa NOTCPIICBIINM KOHTPOJIA HAd aKTUBOM, IPHU MOIICHHUYCCTBE — }IG(I)CKT BOJIH,
BBI3BAHHBII OOMaHOM WJIH 3J10yNOTpeOIeHUEM JOBEpUEM, a NP Jeralu3aluy — HATMuue (PMHAHCOBBIX OINEpaIHi,
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HAIpaBJICHHBIX Ha NPUAAHUE MPABOMEPHOIO BHUJA MPOMCXOXKICHHUIO U JBIKEHHIO MpecTymHoro akrtuBa. ChenaH
BBIBOJI, YTO JEHCTBYIOIIEE YrOJOBHOE 3aKOHOATENbcTBO KasaxcraHa yxke colepKUT 0a30BbIe HOPMBI JJIsl OXBaTa
OCHOBHBIX (JOPM IOCATATEIHCTB Ha IM(POBBIC aKTHBBI, OJHAKO MPABOIPHMEHEHHE HYX/IAeTCsl B 00Jee TOYHBIX
KPHUTEPHUSIX KBaIn(PUKAINH, €AMHOOOPa3HOM MOAX0E K IM(POBBIM ClIe/IaM U CHENHATbHON METOANKE JJOKA3bIBAHMS.
VYCTaHOBIIEHO, YTO HanOOJBLINE TPYAHOCTH IUIS MPAKTUKH CBA3aHBI C OIPEICNICHHEM IpeaMeTa NPecTyIIeHHs,
pasrpaHMYCHUEM TalHOTO U3BATHS U OOMAHHOTO 3aBJaJICHHs, YCTAHOBICHHEM MOMEHTa OKOHYAHHUS XUIICHHUS, a
TaKKe J0Ka3bIBAHHEM CTOMMOCTH, KOHTPOJIS M ITPOUCXOKACHUS M poBoro aktusa. [IpeanoxkeHa opueHTHpOBaHHAS
Ha MPaKTHKY MOJIENb KBATU(HUKAIIMH PECTYIUICHHUH, CBI3aHHBIX C IIM()POBBIMHI aKTHBAMH.

KiroueBble ciioBa: III/I(I)pOBOfI AKTHB, KPUIITOAKTUB, KPUIITOBAJIIOTA, IPEAMET NPECTYIIICHNUA, XUIIICHUE, MO-
HICHHUYCCTBO, JICTaIn3alus MPECTYIMHBIX JOXOA0B.
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