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OPTIMIZATION OF TAX ADMINISTRATION AS A KEY FACTOR
IN THE DEVELOPMENT OF THE TAX SYSTEM OF KAZAKHSTAN

Abstract

The article considers the significance of the development of the institute of tax administration in the context of

cardinal transformation of the tax system of Kazakhstan. To ensure the financial stability of the country it is necessary
to ensure effective tax administration and optimization of the activities of tax authorities. The authors describe tax
administration as a multifaceted socio-economic and political phenomenon reflecting the development of market
infrastructure, improvement of public administration mechanisms and principles of civil society. The Ministry of
Finance of the Republic of Kazakhstan acts as a key source of information for the formation of national tax policy
and strategic planning. The article analyzes the indicators used to assess progress in achieving national goals, and
considers the impact of reducing and simplifying administrative barriers. In addition, various forms and methods of
tax administration are studied. In conclusion, the authors propose a number of principles of tax system design aimed
at its optimization and further improvement.

Key words: tax, taxation, tax policy, digitalization, tax legislation, budget, tax control.
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Introduction

International taxation practice is the study and analysis of tax systems and policies of different
countries. It covers taxation methods, tax rate levels, tax bases, administrative processes and tax
incentive mechanisms. International experience serves as a valuable source of information for
improving national tax systems, promoting economic growth, ensuring fairness and improving the
efficiency of tax administration.

Analysis of international taxation practices allows countries such as Kazakhstan to modernize
their tax system, optimize economic policy and attract foreign investment.

Key aspects of international taxation include:

1. **The structure of the tax system™** — types of taxes (income tax, VAT, property tax, etc.) and
their rates.

2. ** Administrative procedures** — mechanisms of tax administration, rights and obligations of
taxpayers, the process of tax audits.

3. **Tax incentives** — benefits and preferences aimed at supporting economic development.

4. **Fairness and efficiency of taxation** — ensuring social justice, balancing tax burden and
increasing economic efficiency.

5. **International Standards** — recommendations and norms developed by organizations such
as the OECD (Organization for Economic Cooperation and Development).

Materials and methods

The study uses various methods, including philosophical, general scientific and special scientific
approaches. When analyzing the tax system of the Republic of Kazakhstan, identifying its shortcomings
and searching for areas for improvement, various philosophical methods are used.

One of the key methods is the dialectical approach, which allows a deeper understanding of the
essence and content of the legal regulation of the tax system, as well as objectively assess its existing
shortcomings. The system method is used for a comprehensive study of the problem in the context of
the functioning of the tax system of Kazakhstan, identifying the interrelationships between various
factors affecting its development.

The formal-logical method is used to analyze the normative content of the legislation regulating
taxes and other mandatory payments. Comparative and comparative-legal methods allow comparing
the tax system of Kazakhstan with international experience, in particular, with the tax systems of
Singapore, the United States and Bulgaria.

Results and discussion

The key aspect of the fundamental reform of the tax system is the development of the institution
of tax administration. Effective functioning of tax authorities and improvement of tax administration
system play a crucial role in ensuring financial stability of Kazakhstan. This process is a complex
socio-economic and political phenomenon reflecting the level of development of market infrastructure,
state institutions and principles of civil society.

Taxes serve as the main source of state budget revenues, and their stable and timely collection
requires an efficient tax structure. The tax structure in Kazakhstan comprises tax and customs
authorities. The tax authorities perform the key function of collecting taxes and mandatory payments
to all levels of the budget in accordance with tax legislation [1].

Kazakhstan’s strategic goal is to become one of the 30 most developed countries in the world.
To achieve this goal, the tax authorities, as part of the public administration system, must implement
coordinated and consistent measures. The most important factor in this case is the strengthening of
trust and partnership with the business community.

Foreign experience demonstrates successful models of support and development of
entrepreneurship, including small and medium-sized businesses, as well as large corporations and
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holdings. These models are aimed at the formation of an effective and favorable tax system for citizens.
In this context, the analysis of foreign taxation systems, identification of their common features with
Kazakhstani practice and assessment of opportunities for their implementation in Kazakhstan are
particularly relevant.

One of the key taxes forming the state budget in many countries is corporate income tax. Its
tax base is formed taking into account a variety of factors relating to the activities of companies.
The study of foreign experience shows that such organizational structures as joint stock companies,
cooperatives, insurance companies and commercial enterprises are subject to corporate tax in countries
such as the United States, Germany and France. This tax is characterized by the presence of various
exemptions and the complexity of calculation and payment. To identify similarities and differences
in the mechanisms of corporate taxation, let us consider the practice of its application in different
countries.

In Bulgaria, resident companies are taxed on all their worldwide income, while foreign
organizations pay tax only on income received from sources in Bulgaria. The corporate tax rate is
10% and gains from the sale of assets are included in the taxable base. Gains from securities sold on
regulated EU/EEA markets are not taxed, as are similar transactions outside this zone. Dividends from
Bulgarian and EU/EEA companies are also exempt from taxation [2].

In Ireland, the main tax for organizations is corporate income tax. The country actively participates
in international agreements, having avoided double taxation in more than 60 jurisdictions. The tax rate
depends on the type of activity of the company:

12.5% — for trading companies,

25% for non-trading income (e.g. passive income, real estate rental).

The Irish tax system allows companies to pay taxes in the jurisdiction where they are managed,
which attracts large corporations such as Apple [3].

In Cyprus, a company is considered a tax resident if it is managed and controlled from within
the country. From 2023, organizations registered in Cyprus are automatically recognized as its tax
residents unless they have no other tax residence. Corporate tax for all companies is 12.5% [4].

Singapore has a corporate tax rate of 17%. Income earned within the country as well as foreign
income produced in Singapore is taxable [5]. The government offers tax relief mechanisms, including
double cost write-offs. This measure is aimed at stimulating innovation and increasing the productivity
of companies. In particular, companies operating in the high-tech sector can write off four times more
expenses in key areas such as intellectual property licensing, patent registration and R&D [6].

Thus, analyzing foreign tax systems allows us to identify both common patterns and unique
features of different taxation models. This makes it possible to adapt effective practices to optimize
Kazakhstan’s tax policy.

One of the key taxes in the tax system is property tax, which plays a significant role in budget
formation. To conduct a comparative analysis of property taxation of organizations in countries with
similar economic indicators it is possible to compare the number of taxable objects and the share of
property tax revenues in the total volume of tax revenues.

Thus, in New York State about 40% of the budget is formed at the expense of property tax. In
Kazakhstan, the impact of this tax on the budget can also be traced: its share is about 5% of total tax
revenues. However, this indicator remains relatively low due to differences in the taxation system and
property valuation methods. In Kazakhstan, property tax is based on real estate, but the approaches to
valuation and taxation may vary, which affects the amount of revenues.

In New York State, the entire property complex, including land and buildings on it, is subject to
taxation. The methodology of real estate valuation plays an important role, as it forms the tax base. In
Great Britain real estate taxation is carried out through a single tax if there are signs of entrepreneurial
activity. In this case, the taxable value is determined on the basis of the estimated annual rent for the
object.

In addition, the UK has various components of property tax, including a tax on commercial
property (Business Rates) and capital gains tax on the sale of real estate. The flexibility of the tax
system allows small businesses to revise their tax base in response to market conditions and receive
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certain reliefs, making the system more adaptable. Additionally, the complexity of the tax structure is
enhanced by the presence of local and national bodies that independently set tax rates and rules [7].

In Canada, property tax is based on the aggregate market value of land and buildings, and individual
tax rates depend on planned budget expenditures and the established tax base. Local governments
determine their own tax rates, which leads to variability in tax policy from region to region. Some
provinces have tax incentives or tax abatement programs to support environmental sustainability [8].

A portion of property tax revenue in Canada is used to fund local infrastructure, education and
social services, which contributes to regional development. The amount of tax varies from province to
province and even city to city. For example, in Vancouver, the average rate is around 0.25%-0.3%, while
in Toronto and Montreal it can be higher. Rates are reviewed annually based on market assessments
and budgetary needs, with the authorities taking into account the need to finance infrastructure and
social programs.

Conclusion

Based on the experience of corporate income tax reform in Kazakhstan, several key aspects can
be emphasized:

+ Flexibility of tax rates — similar to Singapore and Ireland, industry specifics should be taken
into account, setting reduced rates for the high-tech and innovative sector.

+ Double cost write-off mechanism — implementing similar to Singapore, allowing companies to
write off double or quadruple the cost of innovative development and research, which will stimulate
scientific research and technological development.

¢ Dividend Tax Relief — applying the principles of Bulgaria, where dividend income received
from EU/EEA companies is not taxed. This may contribute to attracting foreign investment.

+ Foreign tax credit mechanism — using the experience of Cyprus, it is necessary to introduce a
system of accounting for taxes paid abroad when calculating corporate tax liabilities of Kazakhstan.

As for the improvement of property taxation, several directions can be emphasized:

+ Differentiated tax rates — setting higher rates for commercial real estate and providing tax
exemptions for social housing.

¢ Actualization of real estate valuation methodology — bringing it in line with international
standards for a more accurate determination of the market value of property.

+ Implementation of a green property tax — as an incentive for projects focused on sustainable
development, use of renewable energy sources and environmentally friendly construction.

* Support for the tourism industry — providing tax incentives for properties related to tourism
development.

Transformation of the tax system is an important factor in ensuring financial stability and economic
growth of Kazakhstan. The development of effective tax administration and increased transparency of
tax authorities will contribute to the creation of a sustainable and reliable tax system.

Kazakhstan’s strategic goal is to become one of the world’s 30 developed countries, which requires
modernization of the tax system, strengthening interaction with the business community and analysis
of international experience. Examples of foreign taxation models, including corporate income tax and
property tax in Bulgaria, Ireland, Cyprus and Singapore, may be useful for adaptation to Kazakhstani
realities.

Currently, the share of property tax in Kazakhstan is only 5% of total tax revenues, while in New
York State this figure reaches 40%. This demonstrates the need for reforms aimed at improving the
efficiency of tax administration.

Key steps in this direction include:

+ modernization of the real estate valuation system,

¢ differentiation of tax rates,

+ expansion of powers of local authorities in taxation issues.

Improvement of Kazakhstan’s tax system will strengthen social and economic stability, create
favorable conditions for doing business and ensure sustainable growth. Rational tax policy and
effective allocation of budgetary resources aimed at the development of infrastructure and public
services are the most important factors of economic prosperity of the country.
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KA3AKCTAHHBIH CAJIBIK KYHECIH JAMBITYBIH HEI'I3I'T ®AKTOPBI
PETIHJIE CAJIBIKTBHIK OKIMIIIJIEHIPYII OHTANJAHABIPY

Anjarna
Maxanana KazakcTaHHBIH CcalbIK JKYHECIH TYOeTeTi ©3repTy KOHTEKCTIHIE CANBIKTHIK OKIMIIIJICHIPY HHCTH-
TYTBIH JaMbBITYIbIH MaHbBI3/IbLUIBIFBI KAPACTHIPbUIAIbl. EIIH KapXKbUIBIK TYPAKTHUIBIFBIH KAMTAMacChl3 €Ty YIIiH
THIMAI CANBIKTHIK OKIMITIICHAIPY YKOHE CaIBIK OPTaHAapBIHBIH KBI3METIH OHTAWIaHABIPY KaXeT. ABTOpIIap CajbIK-
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TBIK OKIMIIICHIPY/i HAPBIKTHIK HH(QPAaKYPBIUIBIMHBIH JIaMybIH, MEMJICKETTIK OacKapy TETIKTepiH KeTUIIIpy/Il XKoHe
a3aMaTThIK KOFaM NPUHIUITEPIH KOPCETETIH KOII KBIPIIBI 9JI€yMETTiK-DKOHOMHKAJIBIK JKOHE CasCH KyOBbUIbIC peTiHe
cunartaiinel. Kazakcran PecniyOnukachiHbiH Kapikel MUHUCTpITIrT ¥ITTHIK CANbIK CasicaThl MEH CTPATETHIIBIK XKOC-
Tapiayabl KaJbIITacThIPY YIIiH HETi3Ti aKmapar Ke3i 0ombim Tabbutaapl. Makanaga YITTHIK MaKCcaTTapra JKeTyaeri
mporpecti O6aranay YIIiH KOJJIaHbUIATBIH KOPCETKIMTEP TaJaHaIbl KOHE SKIMIIITIIK KeAepTiiep/i a3aiTy MeH e-
HUIICTYIIH ocepi KapacTeipbutaasl. COHBIMEH Karap, CaJbIKTBIK 0acKapylIblH OpTYpii (opManapsl MEH diicTepi
3eprrenye. KopbIThIHABLIAlM KeJle, aBTopIiap OHbI OHTAMIaHBIPYFa J)KOHE OJIaH 9pi KETUIAIpyre OaFbITTaIFaH CajbIK
JKYHeCiH KypyAblH OipKaTap IPHHIUITEPIH YChIHA/IBL.

Tipek ce3mep: calbIK, CallbIK Cay, CAIBIKTHIK OKIMIIUICHIIPY, CaJbIK cascaThl, MUPPIAHIBIPY, CAIBIK 3aH-
HaMachl, OIOIKET.
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ONITUMH3ALNUA HAJIOT'OBOI'O AAMUHUCTPUPOBAHUA
KAK KJIOYEBOIN ®AKTOP PASBUTHSI
HAJIOTOBOM CUCTEMBI KA3BAXCTAHA

AHHOTALUA

B crarbe paccMaTpuBacTCsad 3HAYMMOCTDb pa3BUTUA MHCTUTYTa HAJIOTOBOIO aJIMUHUCTPHUPOBAHUA B KOHTCKCTC
KapIuHAJIBHON TpaHC(hopMauu HajmoroBoi cucreMbl Kasaxcrana. [[is obecnicueHuss pUHAHCOBOW CTAOWIBHOCTH
CTpaHBl HEOOXOMUMO 3(PPEKTHBHOE HAJIOTOBOC aIMHHUCTPUPOBAHHE W ONTHUMH3AIUS JCSITCIHPHOCTH HAJIOTOBBIX
OpraHoB. ABTOpBI OMHKCHIBAIOT HAJOIOBOE aJMUHHCTPUPOBAHHE KAK MHOTOIPAHHOE COLUAIBHO-IKOHOMUYECKOE H
MOJIUTHYECKOE SIBICHUE, OTPAKAIOIIEE PA3BUTUE PHIHOYHONW HH(PACTPYKTYphI, COBEPIICHCTBOBAHUE MEXaHU3MOB
TOCYIapCTBEHHOTO YIIPABIEHUS U MPUHITUIIBI TPAKIAHCKOTO 001IecTBa. MuHuCTepcTBO puHaHcoB Pecmyommku Ka-
3aXCTaH BBICTYIACT KIFOYEBBIM HCTOUHHKOM MH(OpMaIuu Uit popMHUPOBAHMS HAIIMOHAJILHOI HAJIOTOBOH MOIUTHKH
U CTPATErHYCCKOTO IUIAHUPOBaHUS. B cTarhe aHATHM3UPYIOTCS TIOKA3aTeI|, UCIOIb3YEMbIC JUIsl OIICHKH [Iporpecca B
JIOCTHKCHUH HAIIMOHAJBHBIX IIeIICH, a TaKkKe paccMaTpUBACTCS BIUSHUC COKPAICHUS U YIIPOIICHUS aIMHHHACTpPA-
TUBHBIX 0apbepoB. Kpome Toro, u3ydarorcst pazindnbie (OPMbI B METO/bI HAJIOTOBOTO aMUHHUCTPUpOBaHus. B 3a-
BEpIICHHE aBTOPbI [IPE/JIAratoT Psiji IPUHIUIIOB MOCTPOCHNUS HAJIOTOBOW CHCTEMbI, HAIIPABICHHBIX HA €€ ONTUMHU3a-
MO U AJIbHElIIIee COBEPIIIEHCTBOBAHME.

KiaioueBrnle ciioBa: HaJIoT, HaJ'IOl"OO6J'IO)KeHI/Ie, HAJIOTOBOC aIMUHUCTPUPOBAHUEC, HAJIOTOBas MOJIMTHKA, IlI/Iq)pO—
BU3allys, HAJIOroBOC€ 3aKOHOAATECJILCTBO, 6IO,H)KCT.
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GLOBALIZATION AS A FACTOR
OF SOVEREIGNTY TRANSFORMATION:
OPPORTUNITIES, RISKS, AND LEGAL CONSEQUENCES

Abstract

This article is dedicated to the study of the multifaceted process of globalization, analyzing key concepts that
shape the understanding of this complex phenomenon. The relationship between globalization and sovereignty
is a central issue. Various theoretical approaches are considered, ranging from liberal theories that emphasize
economic integration and interdependence to critical perspectives that highlight increasing inequality and the erosion
of national borders. The impact of globalization on political, economic, and cultural spheres is examined, along
with its consequences for nation-states and their ability to control internal processes. The authors focus on how to
balance engagement in global economic and political processes with the protection of national sovereignty. The
interconnection between these two aspects is explored. This article aims to provide a comprehensive overview of
the main concepts of globalization and their impact on state sovereignty, identifying both opportunities and risks
associated with this process and contributing to a deeper understanding of contemporary global politics.

Key words: globalization, alter-globalization, state sovereignty, internationalization, Westernization, regiona-
lization, integration.

Introduction

The term “globalization” was first introduced by the American marketing scholar Theodore Levitt,
after which it became firmly established not only in the language of entrepreneurs but also gained

13



Scientific and practical journal ESJIL No. 1(10) 2025

widespread use across various fields. Levitt’s main idea is that, in the long run, “global” companies
will dominate rather than transnational ones. Their strategy should focus on product standardization
and cost optimization rather than adapting to consumer preferences in individual local markets. In
other words, the future belongs to those who strive for unification and cost reduction rather than
catering to the specific demands of each region. Unlike transnational corporations, global corporations
perceive the world as a single market rather than a collection of separate territories [1].

However, in the decades since the term “globalization” began to be widely used in the fields of
state and law, its definition has remained ambiguous. As evident from publications in recent years,
both in the West and the East [2], the concept remains blurred. Debates about what globalization is,
its nature, and its ultimate goals — initiated when researchers first began to analyze this phenomenon —
have not only persisted but have also deepened and expanded. The intensity of these discussions arises
from the irreconcilable differences in perspectives on globalization, expressed by various scholars.
Many of them, when addressing the social consequences of globalization and the changes it brings
to social structures, struggle to maintain an objective assessment. There is also a broad spectrum
of opinions on how globalization interacts with other social processes, its short-term and long-term
prospects, and its impact on nations and peoples.

One thing is undeniable: global processes are reshaping national sovereignty, reducing its scope
and altering its very essence. The emergence of international organizations, the universalization of
legal norms, the formation of intergovernmental alliances, the rise of supranational institutions, the
dominance of global currencies, and the marginalization of certain ethnic languages — all of these
reflect the rapid transformation of sovereignty in its various forms.

The future remains uncertain. To what extent are national sovereignty and deepening globalization
compatible — or perhaps even antagonistic? This question requires thorough analysis and forecasting
of potential development scenarios.

Materials and methods

The study is based on scientific articles, including those from peer-reviewed journals, as well as
monographs by leading researchers in the fields of law, economics, sociology, and political science.
Particular attention was given to empirical studies that analyze specific aspects of globalization.

Various research methods were employed at both theoretical and empirical levels. Theoretical
analysis included an examination of key globalization concepts proposed by different schools of
thought, such as liberalism, Marxism, and constructivism. Empirical analysis focused on assessing the
impact of globalization on various aspects of the global economy and society. This combined approach
made it possible to present a balanced and well-argued view of the phenomenon of globalization.

The use of systemic scientific research methods allowed for a comprehensive examination of the
object and subject of the study, considering their development and interactions with other phenomena.
Based on this framework, an attempt was made to identify specific patterns and trends in the evolution
of state sovereignty under the conditions of globalization.

In academic discourse, sovereignty and globalization are often presented as mutually exclusive
forces. The study of these concepts has attracted the attention of many researchers.

The question of state sovereignty has long captivated scholars. Certain elements of the sovereignty
doctrine have been reflected in the works of renowned Kazakhstani and global political and legal
thinkers. Their writings analyze key aspects related to independence and the supremacy of state
power. These ideas have developed over centuries and continue to influence modern interpretations
of sovereignty. The study of these thinkers — Aristotle, Jean Bodin, Alexander Hamilton, Hegel, V.M.
Hessen, Thomas Hobbes, Hugo Grotius, N.N. Alekseev, Hans Kelsen, among others — provides deeper
insights into the evolution of the concept of sovereignty and its significance for international law and
political theory.

A comprehensive analysis of the concept of sovereignty and state structure has been provided
in the works of Kazakhstani and Russian scholars, including S.A. Avakyan, M.T. Baymakhanov,
M.V. Baglay, S.Z. Zimanov, V.A. Kim, A K. Kotov, O.E. Kutafin, E.L. Kuzmin, B.M. Lazarev,
I.D. Levin, V.S. Nersesyants, S.S. Sartaev, G.S. Sapargaliyev, V.E. Chirkin, V.S. Shevtsov, and others.
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Globalization, manifested in the increasing interconnectedness of states, has become the subject
of intense debates regarding the transformation of national sovereignty among contemporary Western
scholars, including Kenneth Waltz, Roland Robertson, David Held, and others [3]. Some researchers
argue that globalization leads to the erosion of sovereignty, as transnational corporations and
international organizations exert growing influence over domestic policies. Others, however, contend
that globalization does not necessarily undermine sovereignty but rather transforms it. States adapt to
new conditions, reinterpreting their roles and functions.

In our view, it is premature to claim that the various aspects of globalization have been fully
conceptualized in academic discourse. Foundational domestic studies on the impact of globalization
on the state-legal sphere remain limited in number.

Furthermore, despite the existence of numerous publications, monographs, and dissertations, the
issue of sovereignty’s transformation in the era of globalization remains insufficiently explored.

Results and discussion

The concept of revolutionary globalism (hyper-globalism) has its primary supporters among
politicians and business leaders. It is widely recognized as a successful model of societal development
based on the Western paradigm and envisions the future of globalization as a fundamental restructuring
of human activity. These ideas are rooted in neoliberal theory and practice, where globalization is
seen as a specific form of internationalization of economic, political, and cultural life, focused on
accelerated economic integration on a global scale. This approach maximizes the use of scientific
and technological advancements and free market mechanisms, often disregarding national entities,
social structures, cultural and civilizational factors, and ecological imperatives. According to this
perspective, free competition and market dynamics will naturally ensure the most rational and efficient
distribution of resources and capital, ultimately leading to the formation of a global economic, legal,
and political space and establishing a new world economic order [4].

Evolutionary globalists (transformationists), on the other hand, consider the modern form of
globalization historically unprecedented, incomparable to any previous world order. They emphasize
the gradual adaptation of states and societies to an interdependent and unstable world, with its
inevitable social and political transformations. They argue that globalization is a powerful, world-
transforming force, responsible for societal evolution and the reshaping of global order. Supporters of
this approach view globalization as a long-term, contradictory process, subject to various shifts and
changes, and believe that attempting to predict the future global structure is misguided. They associate
globalization with new global stratification, where some countries steadily establish themselves at
the core of world development, while others become hopelessly marginalized. Although sovereign
states will retain control over their territories, the influence of international organizations will expand
alongside national sovereignty [4].

Today, globalization has become the overarching backdrop and context for all social processes,
including economic, political, and socio-cultural developments. But what exactly is globalization?

In academic circles, there is no universally accepted definition of the term “globalism”. Different
perspectives exist on this phenomenon. Some researchers interpret globalism as a positive process
aimed at bringing humanity closer together and fostering integration. They argue that globalism
contributes to the formation of a unified global community.

At the same time, another part of the scientific community takes a critical stance on globalism.
They view it as a deliberate spread of Western values, norms, and behavioral models across the world,
which they consider a form of Western-centric dominance.

There is no single agreed-upon definition of this concept. In the broadest sense, globalization can
be defined as a trend toward convergence, interaction, and interdependence among states on a global
scale. However, within different research paradigms, the concept of globalization is interpreted in
varied ways, altering its role, mechanisms, and objectives depending on the context.

The term “globalization” generally encompasses diverse processes such as internationalization,
Westernization, integration, unification, and several others. These processes give rise to various
challenges. Political unification and integration processes often face resistance from nation-states
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and governments that are unwilling to “trade” national sovereignty for the perceived “benefits” of
globalization.

The process of Westernization and the socio-cultural transformations occurring in non-Western
societies, particularly in the Middle East, provoke opposition. Similarly, transnationalization
encounters resistance from countries dissatisfied with the position assigned to them within the global
economic system.

The content and role of globalization in the modern world are interpreted differently by researchers.
One scientific perspective views globalization as a new form of modernization of the global economy,
marking a new phase in the internationalization of economic systems. This phase results from shifts in
the global economy driven by the scientific and technological revolution, which is propelling humanity
into a new technological era shaped by the latest advancements in science and technology [5].

Another significant aspect of globalization processes is reflected in the concept of globalism
as unipolar globalization, also known as neoliberal globalization. The primary goal of this form of
globalization is to create a borderless world for goods and capital, establishing a single global market
where transnational corporations (TNCs) play a dominant role. Globalism thus becomes the ideology
of these TNCs, and they, in turn, become its main agents.

The political order is restructured into a neoliberal framework, where new rules grant TNCs
advantages over traditional state actors. These corporations, by shaping and enforcing new market
rules, secure their dominance.

By freeing themselves from state regulations and national borders, TNCs aim to establish a
global market based on neoliberal principles. The key processes driving this form of globalization are
transnationalization and Westernization [4].

The concept of globalization can take on different meanings depending on the goals and ideological
context of the research. Various research paradigms interpret the nature of globalization differently.

At its core, globalization represents the spread of Western socio-political and cultural models,
alongside the expansion of economic ties between nations. This process involves the transfer of
Western values and institutions to other regions while simultaneously deepening international
economic integration. Thus, globalization can be seen as a dual process, combining Westernization
and the transnationalization of economic relations.

According to Immanuel Wallerstein’s World-Systems Theory, the economic structure of modern
capitalism is based on a global system rather than a national one. The world system consists of an
economically and politically dominant core and a dependent periphery. The core develops as an
industrial production system, while the periphery supplies raw materials at prices determined by the
core [6].

V.L. Inozemtsev, a Russian analyst of globalization processes, examined political globalization as
the gradual erosion of national sovereignty. He attributed this phenomenon to the increasing instability
and loss of governance in certain states, as well as the integration of human rights principles into the
international legal system.

As a result, according to Inozemtsev, a phenomenon of “limited sovereignty” emerges as a
direct consequence of political globalization. He emphasized that globalization is not an inevitable
or uncontested process — a state can isolate itself from global flows, but such a strategy would lead to
negative consequences for that country while having little impact on the rest of the world [7].

The post-industrial aspect discussed by Inozemtsev refers to the developed Western nations, led
by the United States.

In our view, modern globalization is primarily globalism. The essence of globalism can be defined
as hyperstructuralization at all levels of social relations — in economy, politics, governance, and
culture — which, according to the renowned Hungarian scholar Miklés Simai, “under conditions of
liberalization, is practically beyond the control of national legislation” [8].

Hyperstructuralization implies the displacement of traditional forms of control and governance over
capital and information flows. Within the system of global influence, these processes intertwine with
various models of dominance by some states over others. These include: “English” colonial models,
based on direct military violence and political governance, “American” neocolonial models, based on
indirect economic control and political pressure. Both serve as tools for sociocultural transformation
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toward neoliberalism. Globalization does not lead to economic homogeneity or political equality
among countries engaged in global interactions. On the contrary, it exacerbates inequality, thereby
generating conflicts at different levels and in various spheres.

Supporters of alter-globalization, contrary to popular belief, do not propose real alternatives
to globalization; rather, their actions demonstrate the absence of viable alternatives. The idea of an
alternative to freedom of migration and consumer choice is largely illusory. Corporations naturally seek
jurisdictions with a favorable investment climate. Citizens justifiably reject inefficient social security
systems, opting for more advanced models. Ignoring humanitarian crises caused by authoritarian
regimes is unacceptable, even under the pretext of sovereignty, contradicting the principles of
“humanitarian intervention”. Thus, we argue that globalization, as a process of global community
integration, is irreversible.

Another major conflict arises from the transnationalization of the economy, which is closely tied
to the formation of a “global” economy.

Some view the creation of a “global” market as an attempt by the United States to monopolize
the world economy through elite manipulation. Success in internationalization depends on a country’s
position in the global economy: the biggest winners will be industrially developed countries — the
core of the capitalist world — as they can reduce production costs by expanding their high-tech
industries. Meanwhile, high-tech sectors in less developed countries will shrink. Labor-intensive and
environmentally harmful industries will be relocated to semi-peripheral and peripheral developing
nations.

In academic studies on globalization, East Asian countries — such as Japan, South Korea, Taiwan,
Hong Kong, and Singapore — are often cited as successful examples of adaptation to globalization [5].
Under these conditions, state sovereignty is transformed into a negotiable asset, capable of generating
economic advantages. This phenomenon stimulates regionalization as an integral part of globalization.
As Naisbitt noted, globalization has a destabilizing effect on national sovereignty, impacting a wide
range of political functions. In response, states strengthen cooperation and form regional political-
economic alliances, which, to some extent, limit globalization [9]. This paradox, known as “Naisbitt’s
paradox” [10], suggests that the expansion of global economic integration simultaneously strengthens
individual actors. While nations seek to preserve their independence, they are also interested in forming
economic unions to gain economic benefits. Examples of such integration blocs include BRICS, SCO,
and EAEU.

Conclusion

Despite differences in wording, scholars agree that the process of globalization is a phenomenon
of global significance, affecting the interests of individuals, society, and humanity as a whole.

It is reasonable to consider globalization in the context of modern scientific and technological
innovations and advanced technologies. However, statements that reduce globalization to social
production, the creation of a unified global financial and information space, or the abolition of
territoriality appear to be debatable. Similarly, defining globalization solely through a political lens or
subjective activity seems insufficiently justified.

The political aspect is undoubtedly important, but it does not fully encompass the diversity
of globalization processes and is subject to situational changes. We believe that a comprehensive
approach to studying the term “globalization” is necessary — one that considers the interrelationship of
technological, economic, political, and sociocultural factors shaping the global space.

The main perspectives for analyzing globalization include economic, cultural, state-political,
legal, sociological, and environmental approaches. It seems reasonable to consider globalization
as the culmination of internationalization. This process can be regarded as a culmination because
globalization accumulates and intensifies international ties, elevating them to a qualitatively new level.
While internationalization implies interaction between individual national economies, globalization
leads to the formation of a global economy characterized by transnational corporations and global
supply chains.
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Thus, globalization is a logical continuation and the highest stage of internationalization, marking
the transition to a more integrated and interconnected world.

We believe that in the era of global interconnections, state and national sovereignty retain their
key role as a fundamental legal concept that reflects changes in the system of modern states and
international organizations. Sovereignty is an inherent characteristic of a state, rather than its governing
apparatus, and therefore, the distinction between these concepts is of fundamental importance.

For a comprehensive analysis of the processes weakening state sovereignty, it is proposed to
classify destabilizing factors by integrating these concepts into the theoretical framework of state and
law. Globalization drives the transformation of existing risks and the emergence of new challenges
and threats that impact sovereignty.

The key factors undermining the sovereignty of modern states include: the formation of alternative
“centers of power” alongside the traditional system of sovereign states; the expansion of transnational
corporations (TNCs); the destructive activities of states in political and economic spheres, including
the use of “color revolution” technologies and private military companies; the spread of nihilistic
ideology aimed at rejecting the concept of sovereignty; the use of the “humanitarian intervention”
doctrine to violate international law; changes in migration dynamics; separatist aspirations of political
forces in various regions; and the intensification of terrorist activities.

Globalization processes and the urgency of overcoming global challenges necessitate the
involvement of states in various organizations and alliances with different legal natures, stimulating
greater integration and interdependence among countries. Under these conditions, while the state loses
its monopoly, it retains a key role in the development of the global system, delegating certain sovereign
rights and functions — but not sovereignty itself. This delegation is driven by objective circumstances
and aimed at protecting and advancing national interests.

We believe that such a transformation of sovereignty does not constitute its erosion but rather
represents an adaptation to the new realities of the global order, where cooperation and interdependence
become essential conditions for ensuring security and prosperity.
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JIBIH MEMJICKETTEP/IiH ereMEH/IIrHEe TUT13ETiH dCepiHe JKaH-)KAKTHI IOy JKacayFa OarpiTTaiFaH. byt ynepicrieH Oaii-
JaHBICTHI MYMKIHIIKTEp MEH Kayin-Karepyiep alKbIHIaIbI, Ka3ipri 9JeMIIK casicaTThl TEPeHIpeK TYCIHyre BIKIal
ereni.
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INTOBAJIN3AIIUSA KAK PAKTOP UBMEHEHUSA CYBEPEHUTETA:
BO3MOXHOCTH, PUCKHU U TPABOBBIE ITIOCJIEACTBUA

AHHOTALUA

CraTbs TOCBAIICHA HCCISJOBAHIIO MHOTOTPAHHOTO IpoIiecca To0aIn3aini, MPOBOAUTCS aHAJIH3 KITFOYEBBIX
KOHIIETIIMH, GOPMHUPYIOIINX TOHUMaHKE 3TOTO CIOKHOTO sIBJICHHS. Bompoc o B3auMOoCBsI3M Mex 1ty rtodanu3armeit
U CyBEPEHHUTETOM SIBIISIETCSI CTEPXKHEBBIM. PaccMaTpuBaloTCsl pa3inYHbIe TEOPETHYECKHE MTOXO0/IbI, OT IHOEPaIbHBIX
TEOpHil, NOAYEPKUBAIOIINX YKOHOMUYECKYIO HHTEIPALMIO U B3aUMO3aBUCUMOCTb, 10 KPUTUUECKUX NIEPCIEKTUB, aK-
LEHTUPYIOMNX BHUMAHNE Ha yCWICHUN HEPABEHCTBA M Pa3MbIBAHNH HAIMOHAIBHBIX TPAHUL. AHAIM3UPYETCS BIHS-
HHE MI00aIN3auy Ha MOMUTHYECKYI0, SKOHOMUYECKYIO U KYJIBTYPHYIO c(hepbl, HCCIEAYIOTCS TIOCIEACTBHSA IS Ha-
IIUOHAJIBHBIX TOCYAApPCTB U UX CIIOCOOHOCTH KOHTPOJMPOBATH BHYTPEHHUEC MPOIICCCHI. B IEHTPC BHUMAHUA aBTOPOB
HaxXoqUuTCsd BOIIPOC O TOM, KaK COUCTAaTh BOBJICUCHHOCTL B Fﬂ06aHI)HI)Ie OKOHOMHYCCKHUEC U MOJIUTUYECCKNUEC TPOLICCCHI
C 3alMTON HAIIMOHAJILHOTO CyBepeHuTeTa. 3ydyaercs B3auMOCBs3b MEXKAY 3TUMU AByMs acnekramu. CTarbs cTpe-
MUTCS TIPEJ0CTaBUTh BCECTOPOHHMI 0030p OCHOBHBIX KOHIETIINI ITO0AIN3AIMY U MX BIHMSHUS Ha CyBEPEHUTET TO-
CYIapCTB, BBIABIISASA KAK BOBMOKHOCTH, TaK U PUCKH, CBA3aHHBIC C 3THM IIPOIIECCOM, B CITIOCOOCTBYs OoJtee TiryOoKoMy
[IOHUMAHHUIO COBPEMEHHON MUPOBOM IOJIUTUKH.
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THE DIGITALIZATION OF CIVIL LAW:
LEGAL PERSPECTIVES FROM KAZAKHSTAN AND POLAND

Abstract

This article examines the digital transformation of Kazakhstan’s legal system, focusing on the progress, challenges,
and future directions of digitalization within the judiciary and related legal processes. Through a detailed analysis of
recent initiatives, the study identifies significant improvements in efficiency, transparency, and accessibility brought
about by digital technologies. However, the research also highlights the ongoing challenges, such as cybersecurity
concerns and the need for a more robust legal framework to support these digital advancements. The findings provide
valuable insights for policymakers and legal practitioners in Kazakhstan and other countries undergoing similar
transitions and activities. The article also contributes to the broader academic discourse on the digitalization of legal
systems, particularly in emerging economies. By offering practical recommendations and identifying areas for future
research, this study underscores the importance of continued investment in digital infrastructure and legal reform to
fully leverage the benefits of digital transformation and reforms in the legal sector.

Key words: digital transformation, legal system, judicial processes, cybersecurity, legal framework,
digitalization, legal reforms.
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Introduction

The digitalization of civil law represents a pivotal transformation within modern legal frameworks,
marking a departure from traditional practices and offering new avenues for the administration of
justice. This shift is particularly relevant in the context of rapidly advancing technology, which has
become an integral part of social and economic life in many countries, including Kazakhstan and
Poland. The current study aims to explore the legal aspects of this transformation, with a focus on
understanding how digitalization is reshaping civil law in these two distinct legal systems.

The relevance of studying the digitalization of civil law cannot be overstated. As societies
increasingly rely on digital platforms for communication, commerce, and governance, the legal
frameworks governing these interactions must evolve to address new challenges and opportunities.
In Kazakhstan, recent legislative efforts have sought to modernize the legal system in response to the
growing influence of digital technologies, while Poland has also embarked on significant reforms
aimed at integrating digital solutions into its legal processes. This comparative analysis highlights the
necessity of such reforms in ensuring that civil law remains effective and relevant in the digital age.

The primary objective of this study is to analyze the legal implications of civil law digitalization
in Kazakhstan and Poland. To achieve this goal, the research will focus on several key tasks:
(1) examining the specific legislative changes implemented in both countries to facilitate digitalization;
(2) identifying the challenges and opportunities associated with these changes; (3) analyzing the impact
of digitalization on access to justice and the protection of individual rights; and (4) exploring potential
conflicts within existing legal theories, methodologies, and practices as they relate to digitalization. By
addressing these tasks, the study aims to provide a comprehensive understanding of how digitalization
is transforming civil law in Kazakhstan and Poland.

The digitalization of civil law has given rise to several conflicts within legal theory, methodology,
and practice. One major area of contention lies in the enforcement of digital contracts, where traditional
legal principles may not fully apply to agreements made and executed online. Additionally, the use of
online dispute resolution mechanisms challenges the conventional understanding of judicial processes,
raising questions about fairness, accessibility, and the protection of rights. These conflicts underscore
the need for a reevaluation of legal principles and practices in light of digitalization.

Despite the growing interest in the digitalization of law, there remain significant gaps in the research,
particularly concerning its impact on civil law in different jurisdictions. Much of the existing literature
has focused on the digitalization of criminal law or administrative procedures, with relatively little
attention given to civil law. Furthermore, theoretical schools have yet to fully integrate digitalization
into their frameworks, often treating it as a peripheral issue rather than a central concern. This study
seeks to address these gaps by providing a focused analysis of civil law digitalization in Kazakhstan
and Poland, contributing to a deeper understanding of its implications for legal theory and practice.

In reviewing the literature on civil law digitalization, this study adopts a critical perspective,
recognizing both the potential benefits and the challenges associated with this transformation. While
digitalization offers opportunities to enhance efficiency, accessibility, and transparency in legal
processes, it also raises complex questions about the protection of rights, the role of the judiciary,
and the balance between innovation and legal certainty. The author’s perspective is that a nuanced
approach is necessary—one that embraces the advantages of digitalization while carefully considering
its implications for legal principles and the administration of justice.

By addressing these aspects, the study aims to contribute to the ongoing discourse on the
digitalization of civil law, offering insights that are both theoretically informed and practically relevant
to the legal landscapes of Kazakhstan and Poland.

Materials and methods

This research employs a comparative legal method to analyze the digitalization of civil law in
Kazakhstan and Poland. The study integrates analytical, formal legal, and logical methods to examine
legislative frameworks, judicial practices, and the implementation of digital technologies within civil
law. By systematically analyzing these legal provisions, the research identifies both strengths and
challenges in the digitalization efforts of both countries.
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The materials include legislative acts, judicial decisions, and relevant scholarly literature, focusing
on digital contracts, online dispute resolution, and the protection of digital rights. Key contributions
from legal scholars such as Petrenko and Shevyakova (2019) on the digitization in Kazakhstan,
Dorota Habrat (2020) on the legal challenges of digitalization and automation within Industry 4.0, and
Amangeldy (2021) on the incorporation of digital technologies into Kazakhstan’s legislation are also
considered.

This methodological approach provides a nuanced understanding of how digitalization is shaping
civil law in these two jurisdictions, highlighting both theoretical and practical implications.

Results and discussion

We present the findings of our research, which was aimed at exploring the digital transformation
of the legal and governmental systems in Kazakhstan, with a focus on various aspects of digitization,
including e-government, legal systems, environmental safety, and industry-specific applications
like agriculture. The analysis was based on a comprehensive review of the literature, as well as the
application of quantitative methods, including statistical analysis, to assess the impact of digitalization
initiatives on the legal and governance frameworks in Kazakhstan.

Digitalization in E-Government

The implementation of digital technologies within Kazakhstan’s governmental systems has
yielded significant progress, particularly in the development and usage of e-government platforms.
Since the adoption of the E-government system in 2006, Kazakhstan has made considerable strides in
integrating digital solutions into public administration. The “Digital Kazakhstan” program, introduced
in 2017, has been a cornerstone of this transformation, aiming to digitize various sectors of the
economy and public services.

Our analysis reveals that Kazakhstan currently ranks 33rd globally in the UN’s E-Government
Development Index. This ranking reflects the country’s progress in making government services
more accessible and efficient through digital means. One notable achievement is the increased public
engagement with the e-government portal, which has streamlined numerous administrative processes.
However, our findings also indicate significant challenges, particularly in ensuring the security of
personal data. Information security remains a critical issue, with many users expressing concerns
about the protection of their sensitive data within the digital ecosystem [1].

A key observation from our research is the disparity between the objectives of digitization and the
existing infrastructure. The lack of widespread access to broadband internet, especially in rural areas,
poses a significant barrier to the full realization of e-government initiatives. The “Digital Kazakhstan”
program, while ambitious, falls short in addressing these infrastructural challenges. Moreover, the
program does not adequately focus on developing human capital to support the digital transformation.
This gap highlights the need for more targeted measures to enhance digital literacy and expand internet
access, which are essential for achieving the program’s long-term goals [1].

Legal System Digitalization

The digitalization of Kazakhstan’s legal system, particularly in the judiciary, represents a significant
step forward in modernizing the country’s legal framework. The adoption of advanced IT technologies
in legal proceedings has improved the efficiency and transparency of the judiciary. Digital services,
such as online case management and electronic filing systems, have reduced the reliance on paper-
based processes, leading to time savings and greater accessibility to justice [2].

Our findings suggest that the digitalization of the judiciary has had a positive impact on the legal
system’s overall efficiency. The introduction of video conferencing for hearings and the electronic
management of case files have streamlined court procedures, making them more accessible to the
public. These innovations align with the broader objectives of the “Digital Kazakhstan” program,
which seeks to enhance the delivery of public services through digital means [3].

However, despite these advancements, the digital transformation of the legal system has also
revealed several challenges. One significant issue is the need for robust legal frameworks to govern
the use of digital technologies in the judiciary. The lack of clear guidelines and regulations regarding
digital evidence, data protection, and cybersecurity poses risks to the integrity of the legal process.
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Additionally, there is a need for ongoing training and development for legal professionals to ensure
they are equipped to navigate the complexities of digital legal systems [2].

Incorporation of Digital Technologies in Legislation

The incorporation of digital technologies into Kazakhstan’s legislative framework has been an
ongoing process since 2003. Our research indicates that significant progress has been made in updating
civil, procedural, and labor laws to accommodate the growing influence of digital technologies. The
introduction of concepts such as digital assets and digital rights represents a major shift in the legal
landscape, reflecting the changing nature of property and ownership in the digital age [3].

Our analysis highlights the novelty of these legislative changes, which position Kazakhstan as a
leader in digital law within the region. The recognition of digital assets and rights in law is a critical
step towards integrating digital technologies into the broader legal framework. This innovation has far-
reaching implications for various sectors, including finance, real estate, and intellectual property [4].

Despite these advancements, our findings suggest that the legislative framework still requires
further development to fully support the digital transformation. The rapid pace of technological
change necessitates ongoing revisions to existing laws to ensure they remain relevant and effective.
Furthermore, there is a need for greater clarity in the legal definitions of digital assets and rights to
prevent potential ambiguities and legal disputes [3].

Digitalization in Agriculture

The digital transformation of Kazakhstan’s agricultural sector is another area where significant
progress has been made. The adoption of information and communication technologies (ICT) in
agriculture has the potential to revolutionize the industry, making it more efficient and sustainable.
Our research found that digitalization efforts in agriculture are closely linked to the effectiveness of
public administration in this sector [5].

The introduction of digital tools and platforms in agriculture has enabled more precise and data-
driven decision-making, leading to improved productivity and resource management. For example,
the use of digital monitoring systems for crop management and livestock tracking has enhanced the
ability of farmers to optimize their operations. Additionally, digital platforms have facilitated better
access to markets and resources, particularly for small and medium-sized enterprises (SMEs) in rural
areas [4].

However, our findings also indicate that the digitalization of agriculture faces several challenges,
particularly in terms of infrastructure and legal regulation. The lack of reliable internet access in rural
areas continues to hinder the widespread adoption of digital technologies. Furthermore, there is a need
for more comprehensive legal frameworks to govern the use of digital tools in agriculture, particularly
concerning data ownership and privacy [6].

Environmental Safety and Digitalization

The digitalization of environmental information is crucial for ensuring environmental safety in
Kazakhstan. Our research shows that the integration of digital technologies in environmental monitoring
and management has the potential to significantly improve the effectiveness of environmental policies.
Digital tools can enhance data collection, analysis, and dissemination, leading to more informed
decision-making and better coordination among stakeholders [5].

One of the key findings of our research is the importance of legal frameworks in supporting the
digitalization of environmental information. The study of legal experiences from foreign countries
provides valuable insights into the best practices for regulating digital environmental information. In
Kazakhstan, there is a need for more robust legal mechanisms to ensure the accuracy, security, and
accessibility of environmental data [6].

The digitalization of environmental information also plays a critical role in enhancing public
participation in environmental decision-making. By making environmental data more accessible to
the public, digital platforms can empower citizens to engage in environmental governance and hold
authorities accountable. This transparency is essential for building trust and ensuring the effectiveness
of environmental policies [7].

Comparative Analysis with International Practices

In comparing Kazakhstan’s digitalization efforts with international practices, our research
highlights both strengths and areas for improvement. Kazakhstan has made commendable progress
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in certain areas, particularly in the development of e-government and the digitalization of the legal
system. However, the country lags behind in other areas, such as infrastructure development and the
integration of digital technologies in key sectors like agriculture and environmental management [8].

Our analysis suggests that Kazakhstan can benefit from adopting best practices from other
countries, particularly in the areas of legal regulation and infrastructure development. For example, the
consolidation of national legislation into a single legal act, as observed in some European countries,
could enhance the coherence and effectiveness of Kazakhstan’s digital policies. Additionally, the
establishment of dedicated regulatory bodies to oversee digitalization efforts could help address
challenges related to data protection, cybersecurity, and legal compliance [9].

Conceptual Framework for Future Digitalization

Based on our findings, we propose a conceptual framework for the future digitalization of
Kazakhstan’s legal and governmental systems. This framework emphasizes the importance of a
holistic approach to digital transformation, which includes the development of infrastructure, human
capital, and legal frameworks. Key components of this framework include:

¢ Infrastructure Development: Prioritizing the expansion of broadband internet access, particularly
in rural areas, to ensure that all citizens can benefit from digital services [10].

¢ Human Capital Development: Implementing targeted educational and training programs to
build digital literacy and technical skills among the population, with a focus on supporting the digital
workforce [11].

¢ Legal Frameworks: Updating and consolidating legal regulations to address the challenges
posed by digital technologies, including data protection, cybersecurity, and digital rights [9].

¢ Public-Private Partnerships: Encouraging collaboration between the government and private
sector to drive innovation and investment in digital technologies [10].

¢ International Cooperation: Learning from international best practices and adapting them to the
local context to ensure the successful implementation of digitalization initiatives [11].

Our research demonstrates that while Kazakhstan has made significant progress in digitalizing
its legal and governmental systems, there is still much work to be done. By addressing the challenges
identified in this study and adopting a comprehensive approach to digital transformation, Kazakhstan
can fully realize the potential of digital technologies to drive economic growth, enhance public
services, and improve the quality of life for its citizens.

We delve into the implications of the findings presented in the Results section, comparing them
with similar studies in other regions and analyzing the degree of alignment or divergence with existing
literature. The discussion also involves a critical examination of the results, offering interpretations,
generalizations, and an evaluation of the reliability of the findings.

The findings of our study on the digital transformation of Kazakhstan’s legal and governmental
systems align with several international studies that have explored similar topics. For instance, the
advancements in e-government observed in Kazakhstan are comparable to the progress made in other
emerging economies, such as those in Eastern Europe and Southeast Asia. The success of Kazakhstan in
developing an accessible and efficient e-government platform is consistent with findings from studies
conducted in Poland and Hungary, where similar digitalization initiatives have been implemented [7].

However, there are notable differences in the scope and impact of digitalization across different
regions. In Kazakhstan, the digital transformation of the judiciary, while significant, is still in its
nascent stages compared to more mature digital legal systems in countries like Estonia and Singapore.
In these countries, digitalization has reached a level where entire legal proceedings can be conducted
online, supported by robust legal frameworks and advanced cybersecurity measures. In contrast,
Kazakhstan is still grappling with foundational challenges such as infrastructure limitations and the
need for clear legal guidelines on digital technologies [2, 8].

The incorporation of digital technologies into legislation in Kazakhstan is also comparable
to trends observed in the European Union (EU). The EU has been at the forefront of integrating
digital rights and assets into its legal framework, a process that Kazakhstan is beginning to emulate.
However, the EU’s experience highlights the importance of harmonizing digital laws across different
jurisdictions, something that Kazakhstan has yet to fully achieve. This discrepancy underscores the
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need for Kazakhstan to adopt a more cohesive approach to digital legislation, possibly drawing on the
EU’s experience to guide its efforts [3, §].

One of the main similarities between Kazakhstan’s digitalization efforts and those of other
countries is the emphasis on improving public administration through digital means. This is a common
goal shared by many nations, particularly those in transition economies where digitalization is seen as
a way to leapfrog traditional developmental stages. The focus on e-government as a tool for enhancing
transparency, efficiency, and public engagement is a theme that resonates across multiple studies,
including those from Eastern Europe and Asia [4, 7].

However, there are also significant differences. For example, the scale and speed of digital
adoption in Kazakhstan differ from those in more developed economies. While Kazakhstan has made
substantial progress, the digital divide, particularly in rural areas, remains a more pressing issue
compared to countries with more advanced infrastructure. This gap is not as pronounced in the EU,
where digital infrastructure is more uniformly developed across regions, allowing for more equitable
access to digital services [1, 10].

Another difference lies in the legal frameworks governing digitalization. In Kazakhstan, the
legal system is still adapting to the challenges posed by digital technologies, with ongoing revisions
and updates needed to keep pace with rapid technological advancements. In contrast, countries like
Estonia have established comprehensive legal frameworks that effectively govern digital transactions,
data protection, and cybersecurity. This disparity highlights the need for Kazakhstan to accelerate its
legal reforms to support its digital transformation fully [3, 9].

Our study supports several conclusions drawn in previous research, particularly regarding the
positive impact of digitalization on public administration and the legal system. The findings align
with studies that have demonstrated the efficiency gains and increased transparency resulting from
the adoption of e-government platforms. For instance, similar benefits have been observed in Poland,
where digitalization has streamlined court procedures and made legal services more accessible to the
public [7].

However, our research also challenges some existing assumptions, particularly those related to the
readiness of Kazakhstan’s legal system for digital transformation. While some studies have portrayed
Kazakhstan as a leader in digital law within the region, our findings suggest that the country still faces
significant challenges. The lack of clear legal guidelines on digital evidence, data protection, and
cybersecurity, as well as the need for ongoing training for legal professionals, indicates that Kazakhstan’s
legal system is not yet fully equipped to handle the complexities of digital technologies [2, 5].

Moreover, our findings diverge from studies that have underestimated the impact of infrastructural
challenges on the success of digitalization initiatives. While some research has focused primarily on
the legal and technological aspects of digital transformation, our study highlights the critical role of
infrastructure, particularly internet access, in enabling the widespread adoption of digital services.
This insight is crucial for understanding the full scope of challenges facing Kazakhstan’s digitalization
efforts [1, 10].

The results of our study can be understood within the broader context of digital transformation in
transition economies. Kazakhstan’s experience reflects the typical challenges faced by countries that
are rapidly adopting digital technologies while simultaneously addressing foundational issues such as
infrastructure development and legal reform. The success of Kazakhstan’s e-government initiatives,
despite these challenges, underscores the potential of digitalization to drive public sector efficiency
and improve service delivery, even in less-developed contexts [1, 7].

The digitalization of Kazakhstan’s legal system, though still in progress, illustrates the
transformative potential of technology in modernizing legal processes. The adoption of digital tools in
the judiciary has led to measurable improvements in efficiency and transparency, which are critical for
building public trust in the legal system. However, the challenges identified in our study, such as the
need for clearer legal frameworks and better infrastructure, highlight the importance of a comprehen-
sive approach to digital transformation that addresses both technological and non-technological
factors [2, 3].

The incorporation of digital technologies into legislation in Kazakhstan represents a significant
shift in the legal landscape, reflecting the changing nature of property and ownership in the digital
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age. The recognition of digital assets and rights in law is a forward-looking development that positions
Kazakhstan as a regional leader in digital law. However, the need for ongoing legal reforms to keep
pace with technological advancements remains a critical issue that must be addressed to fully realize
the benefits of digitalization [3, 4].

The results of our study suggest that Kazakhstan’s digitalization efforts have been largely successful
in achieving their intended goals, particularly in improving public administration and modernizing the
legal system. However, the study also reveals significant challenges that must be addressed to sustain
and expand these gains. The disparity between urban and rural areas in terms of digital access, the
need for clearer legal guidelines, and the ongoing infrastructure challenges all point to the need for a
more targeted and comprehensive approach to digital transformation [1, 2, 10].

The evaluation of these results within the context of existing literature supports the conclusion
that digital transformation is a complex, multifaceted process that requires careful planning and
coordination across multiple sectors. Kazakhstan’s experience demonstrates that while digitalization
can lead to significant improvements in efficiency and service delivery, it also requires a supportive
legal framework, robust infrastructure, and ongoing investment in human capital to succeed [3, 11].

The results of our study can be explained through the lens of digital governance theory, which
emphasizes the role of technology in transforming public administration and legal systems. Digital
governance theory posits that the adoption of digital technologies can lead to more efficient,
transparent, and participatory governance processes, provided that the necessary infrastructure, legal
frameworks, and human capital are in place. This theoretical framework helps to explain the successes
and challenges observed in Kazakhstan’s digitalization efforts [7, 8].

According to digital governance theory, the effectiveness of digital transformation is contingent on
several factors, including the availability of digital infrastructure, the adequacy of legal frameworks,
and the level of digital literacy among the population. In the case of Kazakhstan, the relative success of
e-government initiatives can be attributed to the government’s focus on improving digital infrastructure
and public services. However, the ongoing challenges related to legal reform and infrastructure
development suggest that a more holistic approach is needed to fully realize the potential of digital
governance [1, 10, 11].

The reliability of our results is supported by the comprehensive nature of the research methodology,
which included a thorough review of existing literature and the application of quantitative methods to
assess the impact of digitalization in Kazakhstan. The consistency of our findings with those of similar
studies in other regions further reinforces the validity of the results. Moreover, the critical examination
of' the challenges identified in the study, such as infrastructure limitations and the need for legal reform,
provides a balanced perspective that enhances the credibility of the conclusions drawn [2, 3].

However, it is important to acknowledge the limitations of the study, particularly in terms of
data availability and the rapidly changing nature of digital technologies. The dynamic nature of
digital transformation means that new developments could quickly render some findings obsolete.
Additionally, the study’s reliance on existing literature and quantitative methods may have limited its
ability to capture the full complexity of digitalization processes. Despite these limitations, the study
provides a valuable contribution to the understanding of digital transformation in Kazakhstan and
offers insights that can inform future research and policy-making [1, 9, 11].

Conclusion

This research systematically explored the digital transformation of Kazakhstan’s legal system,
emphasizing its unique challenges and opportunities. The study identified key areas where digitalization
has already had a profound impact, such as the enhancement of transparency and accessibility in
legal proceedings. The results underscored the alignment of Kazakhstan’s digital initiatives with
global trends, while also highlighting the distinctive challenges posed by local conditions, such as
technological infrastructure and legal culture.

The findings demonstrate significant advancements in the digitalization of legal processes
in Kazakhstan, particularly in terms of improving efficiency and accessibility. For example, the
introduction of digital courtrooms has streamlined legal procedures, reducing delays and increasing
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the transparency of judicial processes. Additionally, the study revealed that while Kazakhstan’s legal
digitalization is largely in line with international standards, it still faces hurdles such as the need for
better cybersecurity measures and more comprehensive legal frameworks.

The practical value of this research lies in its detailed analysis of Kazakhstan’s current digital
legal landscape, providing a valuable resource for policymakers, legal practitioners, and scholars
interested in the digitalization of legal systems. The study’s insights can be applied to further refine
digital strategies in the legal sector, ensuring they are both effective and resilient. Moreover, this
research contributes to the broader understanding of how digital transformation can be implemented
in legal systems with diverse socio-economic backgrounds.

The findings are not only relevant to Kazakhstan but also offer lessons for other countries
undergoing similar digital transformations. The scientific value of this study is evident in its contribution
to the growing body of knowledge on legal digitalization, particularly in emerging economies. Future
research could build on these findings to explore more specific aspects of digital transformation, such
as the impact on different areas of law or the long-term effects of digitalization on legal practice.

In summary, this research provides a comprehensive overview of the digitalization of Kazakhstan’s
legal system, offering both theoretical insights and practical recommendations. The study’s conclusions
underscore the importance of continued investment in digital infrastructure and legal reform to fully
realize the benefits of digital transformation in the legal sector.
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IJEKTPOHABIK KOMMEPIIUSI CAJTACBIHIAFBI KABAKCTAH
MEH MOJbIIAJAFBI ABAMATTBIK KYKBIKTBIK
UG PIAHABIPYJbI CAJBICTBIPMAJIBI TAJLJAY

AnjiaTna

Byt makana Ka3zakcTaHHBIH KYKBIKTBIK KYHACCIHIH IH(PIBIK TpaHCHOPMAIUACHH TSPCH Talmaiabl. Atam aiT-
KaHJa, COT JKyleci MeH OoFaH OalIaHBICTHI KYKBIKTHIK IPOIECTePACT] H(PIaHABIPYIBIH T1aMYbl, OHBIH Mocelenepi
MeH OoamrakTarsl MYMKIHIIKTEPl KapacThIPBIIANEL. 3epTTEy COHFBI OacTaManapibl ’KaH-)KaKThl Tayiaay apKbLIBI
MUQPPIBIK TEXHOIOTUSIIAPABIH THIMILTIK, alIBIKTHIK KOHE KOJDKETIMIUTIK TYPFBICBIHAH €JICYIli )KaKcapTyaap oKell-
reHiH aHbIKTaiipl. COHbIMEH Karap, 3epTTey OapbIChiHIa KHOEPKAyYIICi3AiK Moceseaepl MeH LU(PIIbIK KETICTIKTEpI
KOJIJIay YIIH KaXKeTTi KYKBIKTBIK Oa3aHbIH SJICI3Iri CHUSKTBHI ©3€KTI Maceneinep Ae aram kepcerineai. L{ndpmbix
KYKBIKTBIK JKYie TOKIpHOCSCIH MaMBITyFa HETi3[eNTeH KOHIICTIUUIAP Ja KapacThIpeuiabl, Oy Kazakcranmarsl cOT
TOPEIITIH KeTULIIPYIiH MaHBI3IBI OaFBITRIHA alfHAIABL. EniMisne nudpiaaHasipy apKbUIBI 3aHHAMAHBI KETIIAIPYIIH
FBUTBIMHE JKOHE TOKIPHOEINiK KYHIBUTBIFBI 30p, ce0e0i Oy a3amarTapra KbI3MET KOPCETY CarachlH apTThIpyFa KOMEK-
tecenmi. by 3eprrey notmxkenepi Kazakcran Men mudprsik TpaHchopManus yAepiCiHEH OTil kaTKaH 0acka Ja ein-
JiepJieri casicaTkepiiep MeH KYKBIKTBIK [IPAaKTHKa MaMaHIaphbl YIIiH KYHAbl Masimertep Oepeni. CoHbIMEH Oipre, Ma-
KaJia JJaMyIIbl SKOHOMHKaJIap/iaFkl KYKBIKTBIK KYHenepaiH u(piIaHabpbulybl OOMBIHINA FEUIBIME 3€pTTEYICPIiH
KeHeroiHe yiec Kocaabl. Ludpibik nHPpaKypbUTbIMFa JKOHE KYKBIKTHIK pedopManapra TYPaKThl WHBECTHUIUSIIAP
JKacay/IbIH MaHBI3IBUTBIFBIH €CKEPE OTBIPHIN, OYI 3epTTey KYKBIKTHIK cajalaFbl MUPPIBIK TpaHCPOPMAIISHEIH ap-
THIKITBUTBIKTAPBIH TOTBIKKAHIBI )KY3€eTe achIPYIbIH KAXKCTTLIITIH aTall oTe/i.

Tipek ce3aep: mudpibiK TpaHchopMmairs, KYKbIKTHIK JKy#e, cOT IporecTepi, KHOSpKayiICi3aiK, KYKbIKTBIK
0aza, nudpranabIpy, KYKBIKTHIK pedopmanap.
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[TanaTta FOPUINIECKHX
KOHCY/IbTaHTOB « TapOararaii»,

r. Anmartel, Kazaxcran
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I. 'nanbck, [onkina

CPABHUTEJIbHBINA AHAJIN3 IIU®POBU3AILIUU
I'PAXKIAHCKOI'O ITPABA B KABAXCTAHE U ITOJIBIIE
B COEPE DJIEKTPOHHOM KOMMEPIIUU

AHHOTALUA

B nanHOit crarbe mpoBoAMTCS yIIyONEHHBIH aHaiu3 HU(poBoi TpaHchopmalmu npaBoBoi cucteMbl Kazax-
CTaHa, ¢ 0COOBIM aKIIEHTOM Ha IPOrpecc, MPodIeMbl U MEPCHEKTUBBI U(QPOBU3ALINY B Cy/IeOHON CHCTEME U CMEX-
HBIX IPaBOBBIX Mpoueccax. [ocpencTBoM AeTaabHOroO aHanau3a MNOCHEIHUX WHHUIUATUB, UCCIICAOBAHUE BBISBIISET
3HAUNTENBHBIC YITYUIICHUS B TaKUX O0MacTsX, Kak 3(p(peKTHBHOCTB, MPO3PauyHOCTh U JOCTYIHOCTh, TOCTUTHYTHIC
Omaromapsi BHEAPEHNIO MH(POBEIX TeXHOJIOTHHA. OIHAKO, NCCIIEIOBAHNE TAKXKe TIOMYEPKHUBACT CYIIECTBYIOIIHNE BHI-
30BBI, TAKHE KaK MPOOIeMbl KHOEPOE30IMacCHOCTH M HEOOXOIUMOCTh pa3pabOTKU 0oJice MPOYHOI MPaBOBOM 0a3bl ISt
MOAJICPIKKY 3THX LU(PPOBBIX TOCTIKEHUH. BaKHBIM aCIIEKTOM TaKKe SIBIISIETCS PACCMOTPEHHE KOHILICIINH, HaIllpaB-
JICHHBIX Ha pa3BUTHE HU(POBOTO NPABONPUMEHEHHUS, YTO CIIOCOOCTBYET MOBBILICHNIO 3(P(HEKTUBHOCTH MPABOCYANS
B Kazaxcrane. Crarpsi IEMOHCTPHUPYET 3HAYMMOCTH HAYYHOTO M NMPAKTHUECKOTO MO/IX0a K NU(PPOBHU3AIMH 3aKOHO-
JTATeIhCTBA, TIOMYCPKUBAS, KaK ATO MOXKET YIYUIINUTh Ka9eCTBO OOCITYKUBaHUs IpaxknaH. [lomyueHHbIE pe3yabTaThl
MIPEIOCTABIAIOT PEKOMEHIAINH TSI TIOTUTHKOB M IOpUCTOB B KazaxcraHe W Apyrux CTpaHaX, KOTOPBIE MPOXOIST
4yepe3 aHaJOTHYHbIe Tporiecchl U poBoit TpaHchopmaruu. Kpome Toro, cTaThs BHOCUT BKJIAJ B paclIMpeHUE Ha-
YYHOTO AMCKYpca O HU(PPOBU3AIMH TPABOBBIX CUCTEM, 0COOCHHO B KOHTEKCTE Pa3BUBAIOIIMXCS SKOHOMHK. B nccie-
JIOBAaHWH MOAYEPKUBACTCS HEOOXOMMOCTh MPOJIOJIKEHHS MHBECTUIIMHI B IM(PPOBYIO MHYPACTPYKTYPY U IIPOBEIICHHUS
MIPABOBBIX peopM IS TTOJTHOTO MCIIOIBb30BaHMUS TPEUMYIECTB IIM(POBOI TpaHchopManny B IpaBoBoi cdepe.

KuroueBble ciioBa: mmdpoBas TpaHchopManus, MpaBoBast CHCTeMa, CyAeOHbIE TPOIIECCH, KHOepOe30macHOCTb,
npaBoBas 6a3a, M(POBHU3ALIHSL, IPABOBBIC PEPOPMBI.
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AJTAMJAPIBI CAYIAFA CAJTY KbIJIMBICTBIK
KYKBIKBY3Y IIBLJIBIKTAPBIH CAPAJTAYABIH EPEKIIEJIKTEPI

Anjgarna

ATanraH FRUIBIMU MaKajaja i3/eHylll ajamiiapibl cayianayMeH OaiaHbICThl KbUIMBIC KypaMbIH capaliaii/ibl.
FoutbiMu MakanmaHbel jka3y OapbICBIHIA, 13[ICHYIN agamIapbl caylalayMeH OailJIaHBICTBI KbUIMBIC KypaMaapbiH
capaiayIblH CpeKIICTIKTepIH TalIalIbl XKOHE YKcac KypaMmIapiaH axbIpaTaabl. EXiMi3niH KYKbIK KOpFay OpraH-
JIapBIHAH AJIBIHFAH, OCBl TYPFBLIAFbl KbUIMBICTAP/IBIH CAHJIBIK MOJIIMETTEpiH capanTaiiibl. Emimisne jxyMbIc icTemn
TYpFaH, KbUIMBICTBIK 3aHHAMara Caif, aTalMbIIl KbUIMBICTBIK KYKBIKTBHIK OY3yIIbUIBIK KYPaMBIHHBIH 3JIEMETTEPiH
Tanaaiiel. FeuibiMu Makanaga aBTop ajamaap/bl cayjaanay KblIMbICTaphl OOMBIHINA dJieM/Ie KAJbINTACKAH CTaTHC-
THKAJIBIK KepceTKinTepai ae Tanaaran. COHbIMEH Oipre ajaM cayaachl KbUIMBICTAPBIH JKacayFa ocep eTeTiH cedenTep
MEH OJIapbIH KeHIHEeH TapalyblHa bIKIIAJl €TETIH XKaF1aiiiap Jja KapacThlpbuiraH. FbIIbIME MakaiaHbl a3y OapbIChIH/Ia
aBTOP, OCHI TYPFBIIAFBI KBUIMBICTAP/IBIH Ka3ipri TaHIa a3aliMail OTBIPFaHIBIFBIH JJa 0aca KOPCEeTil KeTKEH.

Tipek ce3nep: amampmapapl caynara caiy, TPAaHCYJITTHIK YHbIM, YHBIMAACKaH TOII, ChIOAIIAC >KEMKOPIBIK,
MUTpaIys, JaHKeC.

Kipicne

AnaMaapnpl cayianay OpTarachIpibIK JOyipiiH OenriciHfaed OOMbI KOpIHreHIMEH, Ka3ipri
TaHJIa JKeKe TYJIFaHbIH 0ac OOCTaHbIFbIHA, aJaMTepIILIri MEH eMip cypyiHe Kayin Tyasipassl. Cou
ce0erITi aTaTIMBIII KbIJIMBICTap KOFaMFa eJIeysli Kayil TYFhI3aThIH KbUIMBICTApPABIH KaTapbIHA )KAaTa bl
Atanmpin keneHci3akTep, 1948 k. kaOpimanran XKanmeira TOH AlaM KYKBIKTapbl Typaisl Jlexma-
pamusiaa, 1950 xeutrbl Eyponanbik AnaM KYKBIKTaphbl jKOHE OHBIH OOCTaHABIKTaphl Typaibl KoH-
BeHIUAAA, 1966 k. KaObUIIaHFaH A3aMaTTBIK TICH CasiCH KYKBIKTap JKaliIbl XaabIKapasblK MMaKTUIep/Ie
KOpIHIC TalmKaH TyMaHU3M MEH >KapHsUIbUIBIK KaruJaTTapblHa Kalmibl kenyne. BYY TtapnbiHaH
KaObUIIaHFaH OiplramMa KOHBEHIUSIIAp/Ia KOHE oJlapra KeJlill KOChIJIaThIH XaTTaMasap/a aiaM/Iap/abl
XallbIKapajablK JCHTeie cayaanay, aca KayinTi XaJbIKapajblK JCHreHIeri KbUIMBICTAphl OOJIBII
TaHbIaAbl. OChl KayinTi XaJblKapaiblK KbUIMBICTAPMEH Kypecy, dJEMIIK KaybIMIACTHIKTHIH OacThI
MiHAeTTepl OombI TabbuTyHI THICTI [1, 16].
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MarepuaJjjgap MeH diicrep

3epTTey TaKbIPBIOBIH 93ipiiey KEe31HJE JKajIbl FHUIBIMH JKOHE JKEKEe FBUIBIMH JJIICTEDP KOJTAHBI-
nanel. Onapra HaKTBIpaK aiTcak, agaMIapibl cayjara caly KbUIMBICTBIK KYKBIKOY3YIIBIIBIKTAPhI
OOMBIHIIIA KbUIMBICTHIK KYKBIK FBITBIMBIHJA OPBIH ajifaH aOCTPAaKTiICH HAKThIFA KOIly 9Jici, aney-
METTIK ’KOHE KYKBIKTBIK KYOBLIBICTAp MEH MPOIECTEP/Ii TaHYAbIH JUAICKTUKAIBIK d/IiCi, COHIal-aK
(opMaIbIbI-TOTUKAIBIK, CATBICTBIPMANbBI-KYKBIKTBIK, JKYWETUTIK, COIHOJIOTHSUIBIK 9IicTep (OHBIH
1IHJe Ky>KaTTapAbl 3epTTey, KOHTEHT-Taj1ay) sKaTa bl

Anammapbl cayiara cairy KbIIMBICTBIK KYKBIK OY3YIIBUIBIKTAPBIH 3€PTTEY MBIHAIAH JKYMBICTAp-
na sxapusnanel: beranues K.O., bazaposa P.A., bensesa JI.U., boposukoBa B.U., boponuna C.B.,
Berposa H.U., Kop3yn U.B., Kosanesa M. 1., Kynpssues B.H., Kynaiibeprenos M.b., Hopikbaes M.C.,
Kysnenosa O.A., [Ipumauenok A.A., Pesuna B.II, Pycremosa I'.P. [2, 32].

Hotuikesiep MeH Tankbliay

AnaMaapabl caynanay e3repil OThIpaThIH iC-opeKeTTep apKbUIbI JKy3ere acajabl. ©3 TapanblHaH
OPTYPIIi KYKBIKKA KaWIIbl KbIMBICTBIK OPEKETTEP apKbLIbI KACATAThIHABIKTAH, KBUIMBICTBIK Ky/aJ1ay
OpraHAapbIHBIH KYMBICHI YaKbIT aFbIMbIHA Cail 1ece ajaThIHAal THIMII OaFbITTa *KYpyi mapt. Ocbl
yaKbITTa aJaMIap/bl caynanay yHbIMAAacKaH TYpAE KY3ere acaThlH XalbIKapajibIK JCHIrei1eri Kbul-
MBICTap/IbIH KaTapblHa )KATKbI3bLTya. OJEMJIET] KaJIbINTaCKaH TeHACHIUSIIAP aJlaMIap/bl cayianay
KBUIMBICTAPBIH KbIJIMBICTBIK KayBIMIACTHIKTAP JIAHKECTIK YHBIMIApMEH Oipre Oipiecirn jky3ere acbipa-
TBIHJBIFBIH KOPII OTBIPMBI3. OCBI TYPFBIIAFhl KBUIMBICTapAbI JKacay OapbIChIH/IA, KBUIMBICKEPIIEp KO-
OlHece 3aMaHyH KOJTiK TIeH OalIaHbIC KypaslJlapblH KOJIJIaHA OTHIPHIT, JKaCaH bl KYXKaTTap Ikl J1a KeHi-
HeH naiaananaapl. JlJaHkecTep MeH aamMmaapibl cayaara camyIibl KbUIMBICKEpIIep/Ii ©3apa YHIIeCTIpeTiH
YIII JKaFJai bl aifTa KeTy MIapT: XalbIKapalbIK JSHIei1e MeMIIEKETTEp apachlH/a YHBIM/IACHIT SpPEKET
€Ty, ayMarbl apKbIJIbl OTCTIH MEMJICKETTEP/IIH apachbliHa UMMHUTPAITUSIIBIK OaKbUIAY/IbIH ThIM dJICI3/IT1
MeH chI0aifiyiac KEeMKOPIBIKTBIH OpicTeyl, KbUIBIMCKEPIIEP/AIH >KalFaH KY)KaTThl JKCHIUI jKacaTyblHa
QJTBIT KeJie/Ti. OJieM OOWBIHINA alaMIapbl cayaiayIblH xKo0ipJIeHyIIIepiHiH caHbl, 0ap xbu1aa 600
MbIH MeH 800 MbIHIal ailaMIbl Kypay/a, CTAUCTUKAHBI TOJBIK COMIETCEK, 2 MIJIJIOHHAH 4 MUJUTUOHFA
JeHiri agaMsl Kypar KaTKaHbIFbI aHBIK OaiiKanaabl. AxaMaapabl cayqagayMeH OaiIaHbICThl KbLUI-
MBICTapAbIH ka0ipaenyminepinin 80% Oananap MeH oifennep Kypayna, oHblH imriage 70% sxezex-
HIENIIKIIEH aifHaJbICy HeMece MOPHO MHAYCTPHS cajachlHAAa KOJJaHy YIIIH IIET MeMJEKeTTepre
caynananyna. MurpanusMeH OaiytaHbICTBI XabIKapanblK YisIMHBIH (International Organization of
Migration) moamiMeTiHIIe, Oip JKBUIIBIH KOJIEMiHJIE JKE30KIICHIKICH aiHabIcy OoiibiHIIa, Eypora
enngepine 500 MbIHHAH actaM oWeNep CaTbUIbIMFA IIBIFApbUIAJbl. ATalFaH JIepeKkTep OOWbIHIIA,
oifenepai caynaiayMeH aifHaJIbICATHIH, KbIJIMBICTHIK KaybIMIACTBHIKTAP/IbI AaHBIKTAY KUBIHIIBIK TYFbI-
3a]1bI, OJTAPABIH OachIM 06JIIr TIpKEIIMETeH KOHE JKaChIPBIH jKacasaabl. beaern i xabkapaiblK capar-
HIBUIAP/IBIH aWTYBIHIIA, KSWIHT1 yaKbITTa aJamaap/bl cayaaiay KbUIMBICTAPBIHBIH dJieM OOWBIHIIA
KeOeHin Keye >KaTKAHIBIFBIH aiiTa KeTKeH IYphIC. BaromblH >KEHIT KOJBI pETiHAE, TapHCYITTHIK
KBUIMBICTBIK TonTapra 10 Mip aMepuKaHIbIK AOJJIap/iaH acaThlH Kipic alblll KelreH. AxaMaapiabl
caynayiayra acep eTeTiH (aKTopIap/AblH KaTapblHa JIEMIE OPbIH AJIbIIN )KaTKaH YKOHOMUKAIIBIK JaF-
napeic Ta ocep eryae. CoHbIMEH KaTap, 0TOACBUIApABIH KOIl aXXbIpacybl, Oaianap/blH TOJBIK eMec
orbachiHIa TOpOMeNeHyl jKOHE aTa-aHaJapbIHBIH JKYbICOACTBUIBIKIICH OallanapblHa IYphIC Kapai
anMaybl ocep eTeli. ATanraH (hakTopiapabl eCKepe Kejle JKoHe ajamIap caydachlHbIH JIATEHTTUIITHIH
KOFaphl EKEHJIITIH ecKepe Kejle, aaamaap KbIIMBICTBUIBIFBIHBIH KACBIPBIH KacaJaThIHBIFBIHA dCEP
eTelll, OChI TYPFbIIAFbl KbUIMBICTAp TEK KaHa KaJajbl KepAe FaHa eMec, aybUIIbI JKepJe /1€ KOITell
sacanazbl. Ocbl TYPFbIIAFbl KbUIMBICTAPMEH KYpecyle Kajallbl Kepje Kypecy OenceHal Typae Ky-
3ere acanpl. AraMaapasl caydajayMeH Kypecy MpaKTHKACchIHIA, aTalMbIII KbIIMBICTAP/bI JKacayna
KBIJIaH JKBUIFAa ©CIM OOJIBIN JKaTKaH/IBIFBIH aiiTa KeTce Oomazpl. ANThUIFaHIap/Abl ecKepe Keie, aj1aM-
JapAbl caynanay KbUIMBICTAPBIHBIH JKOFapbl JATEHTTI OONATBHIHABIFBIH arcak Oonaabl. CoHmail ax,
OCBHI TYPFBIIAFbl KbUIMBICTAP/IbI KACAUTHIH KbUIMBICTBIK TOTTAPIBIH 1C-OpEKETI HEFYPIIbIM KayiIlTi.
Kasipri Tanma, xacecmipiMaepai cayianay keHiHeH Taapyna. Kasakcran PecryOmukach Imiki Ictep
MUHUCTPIITIHIH JIEPETIHIIE JKOHE T MEMJIEKETTEPiH OepreH MAJTiMETIHILIE KapacThIpyFa O0abl.
Kacecmipimaepai Eypoma memnekerrepine, U3pawnnre, Typkusira, BAO xoHe T.0 MeMiekerrepre
caryra xibepyzne. XKacecmipimaepai caTy *oHE caThIl aly achlpan aly MakcaTblHIAa Ja JKy3ere

33



Scientific and practical journal ESJIL No. 1(10) 2025

aceipbiianbl. OH aiThl MEH OH Ceri3 jKac apachIHIaFrbl YKacOCHIpIMIEp/i €CipTKIre cajblll, COFBIC
OOJIBINT JKaTKaH eJJIEepIiH ayMarblHIAaFbl OCKepW IIallKacTapra JXOHE JIAHKECTIK JpeKeTTepre e
naiilananaHaThlH SKaFdaiyap Ke3irim Kajaabl. Anamaapibl caynaidayMeH OaisIaHbICTBI TYCIHIK.
Kazakcran PecryOmukachiHbiH KBUIMBICTBIK KOZCKCIHIE Aa KepiHic TanmkaH. 2022 >KBUIIBIH alThl
aipiy keneMinge, KP reppuropusiceiga 57 KbUIMBICTBIK ic Ko3Fayael. by Typansl opudunrre KP
IIM yiibIMaacKaH KbUIMBICTBUIBIKIICH Kypec JenapTaMeHTIHIH, aJlaMIap/bl cayjiara calyMeH Kypec
nenapramenTinig okt [leHap KemepOaea xabapiama sxacaapl. OHbIH neperinme, 2021 x. 103
KBUIMBICTHIK ic, 2020 k. 100 KbUIMBICTBIK ic Ko3Fai el KasakcTan PecryOnuKachIHbIH aaM KYKBIFbI
OoMBIHIIIA 6K DITbBHpa A3UMOBAHBIH MOJIIMETIHIIIE, aJIaMJIap/Ibl cay/iaiay KbIJIMBICTApbIH Teprey/ie,
eH JorenemMernep Tabbura OepMeHTIHAITT HeTi3r1 Mocele OOJIBI TaObLIIbI ACTI aTall KeTTi. AlaMaapabl
cayjarayay/blH HeTi3ri Oerijepinin 0ipi 00ibI — eHOCK 3aHHAMAaChIH 0y3y OoubIn Ta0bbLTyna [3].

MewmuiekeT azaMaTTapra JIep Ke3iHae KOMEK KopceTe aMaFaH IbIKTaH, XKo0ipJIeHyIIiIep yaKbIThIH-
Jla TUICTI Kepiepre Kalppulia alMaiapl. DIbBUpa A3MMOBAaHBIH alTYBIHINA, €TIMi3/Ie azamMaTTapra
KEIIeH/II TYplle KOMEK KOpCeTy alli Je TONBIK Kiubinracnarad. KP amammapnel caynamayabiH xai-
axyasbl >Kaljabl MONiMIEMe asiChlHIa, aJaMIapibl cayaara Calyllbuiap, OjlapFa JKYMBIC TaybIll
Oepemi3 men anjan, ofaH KeWiH KYPBUIBIC cajachlHAa HEMece aybUl IapyallbUIBIFBIHIa MOKOYPITi
TYpZze ®yMbIcKa canansl. KP npe3umenTi skaHbIHAAFbI aJJaM KYKBIFbI Typaibl KOMUCCHSHBIH XaTIIBICHI
Tactemip OOIIIEBTIH alTyBIHIIA, aybUIABI JKEpIEpae MYFaTiMAep, Jopirepiep >KoHE OKIMIILTIKTIH
KBI3METKepJIepi, anaMmap caylachblHbIH KoO0ipIeHYIIIIEpiH OenTii 6ip AeHTel e OKBITY KaXeT. Aam
KYKBIFBI KaiJIbl KOMUCCHS ©31HIH COHFBI OastHnamachiaa, KP YkiMeTiHe MeMJIeKeTTiK eHOeK HHCIIeK-
TOpJIApBIHBIH, €HOEKTI KaHay apKbUIbl MaiiianaHyna >ko0ipieHyIIUiepi aHbIKTayFa OalIaHBICTHI
YCBIHBIC JKacaapl. MeMIIEKETTIK HHCTIEKTOpIIap, eHOCKTI KaHaMmay YIIIiH, aaaMIap/sl Topoueseyae eH
HET13T1 eIyl Pejijli OWHAYbl THIC Jeai. AJlaiiia, eHOEK MHCIEKTOpJIaphl €Ki JKaKThl OaFbIHBICTA
Oomyna: onap eHOEK MUHHUCTPIIITI YKOHE )KEPriTiKTI OKIMIIUIKTepAiH KapayblHaa OOoJFaH/bIKTaH e31He
TOH eMecC KY3BIpeTTepMEH aifHambicanpl nemi Tactemip OO6imeB. KP Imki icrep MUHUCTpIITiHIH
neperinire, 2022 k. eHOSKTI KaHayFa OaiIaHbICThI OeC KbIJIMBICTBIK 1C KO3FaJIIbl. byl icTepi Teprey
Oapeicbinaa. 2020 x. eHOEK KaHaybIHBIH ka0pienyici 21 amam, 2021 k. TOpT ajgaM aHBIKTAJIIbI.
KP amam KYKbBIFBI Typajbl OKUIIIH alTybIHIIA, eHOSKTI KaHayIblH KypOaHBIH aHBIKTAya, OJapablH
eHOeKKe OpHaJacybl MEH KYXKaTTapbl KAIIbIHA KEJITIPy MACEeNeci ol Jie MeIliMiH Tanmnarad. Ajam-
JlapJibl caynanayablH KypOaHbIHA KOMEK KopCceTyliH OelriJieHTeH Mep3iMi a3 0oybl KaKeT, erep Jie
Mep3iM Y3aphIll KeTKEH JKaFaaii/ia ska0ipiaeHyIiiep >KOFaIbI KeTyl MyMKiH femi [4].

«CaHa ce3im» olfenaep 6acTaMalblIbIFbl KYKBIKTBIK OPTaJIBIFBD) KOFAMJIBIK O1pJIeCTITiHIH JUpeK-
topbl [llaxHo3a XacaHOBaHBIH MANIMJICYiHIIE, Ka3ipri Ke3je eliMi3IiH Yyl OoOJbICHIHAA ajgamaap
Cay/lachIHBIH Ko0IpIIeHYIICIH OSJICeH/ 1 TYP/IC aHBIKTAY YIIIH YTKBIPIIBI TONTap KYPBUIFAH JICT alTTHI.
OHBIH Co3iHIIE, aTamMIapabl cayaaiayablH KoOIpJICHYIIIJICPiH aHbIKTayAbl OIJICTIH MaMaH/ap, ajibIC
ayJaHjapra O0aphln, CoJl KepAeH Ko0IpIeHYIIIep/i TaybIll OTBIPFaH. A3aTTHIK KOPPECITOHACHTIHIH
cayanbl OOWbIIa CaHIBIK ManmiMerTep Kentipinmi. Kasakcranm PecmyOmukacer [IM momiMeriHte,
2021 k. *BIHBICTHIK KaHAYIbIH o0ipienymrici 6oibim — 16, B 2020 x. — 67, B 2019 x. — 35 agam
Oonran. EnmiMi3neH azaMaTThl IIET €Nre IIbIFapy Aeperi perinae, baxpeiHre anbin keTy QakxTici
anpikTanrad. Conpaii-ak, Typkusra, bBAO-Ha amammapapl caymara caily JEpeKTepi NI TipKeJTeH.
Anaiifa, eniid ayMarblHaa TackiMaaay 6acskiM Oombin 6ombin oTelp — Aexi Llsmap Kemepbaesa [5].
ATanMBIII KBUIMBICKA, KbJIMBICTBIK KYKBIKTBIK TaJay jkacan kercek. Kasakcran PecryOmukachiHbIH
KpUIMBICTBIK KOnekciHiH 128 — 0aObiHma «Ajam caymachkl» YIIIH KBIIMBICTBIK KayamKepIIiTiK
OeIriJeHreH.

128 6ar. Anmam caynacsel 1. AaMap/abl caThlll ary HEMece caTy HeMece O aJlaMFa KaThICTHI ©3T¢
Jie MoM1JIesiep ’Kacacy, COJI CUSAKTBI OHbI KaHay He a3FBIPBIN KOH/IIPY, TackIMaaay, oepy, xKaceipy, aiy,
COH/ali-aK KaHay MaKcaThIHA ©3re Ae ic-opekeTTep xacaransl yiriH KP KpuiMbicThIK Koziekcinig 128
0a0bIHBIH OipiHII O6JiMi YIIIiH jKayanKepIIiliK Ke3/1elreH.

Ocw GanTeIH OipiHII O6iMi YIITIH KeJleciiel jkasza Typiepl KO3IeIiHIeH: MYJIKI TOPKUICHIII, YIIT
XKBUIAH Oec )KbUIra Jeiinri Mep3imMre 0ac OOCTaHIBITBIHAH albIPYFa jKa3a TaraibIHIaIa bl

2. KP KpimmMbICcTBIK KOsIeKCiHIH 128-0a0bIHBIH 2 061iMi KeJeciiel opeKeTTep YILiH KayanKepIIiTiK
KO3/IeTeH:

1) agamaap TOOBIHBIH aJ/IBIH ajia Ce3 KeIiCyl apKbUIbL;

2) GipHere per;
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3) eMipiHe jKOHE JeHCAyJBIFbIHA KAYINTI KYII KOJAAHBII HEMECE OHBI KOJJIaHy KayIiH TYbIH-
JIaTHhIIT;

4) Kapyasl e Kapy peTiHe naigalaHbUIaThiH 3aTTapAbl KOJIIAHbII;

5) KiHaMIre XKYKTUIIK yKaFaaiaa eKeHIir alKbIH OSNTiIl ofeNre KaThICThI;

6) eKi HeMece OflaH Jia Kell aJlaMFa KaThICTHI;

7) TpaHCIJIAHTALUs JKacay HEMece e3re e MaiiianaHy YIIiH KypOaHHBIH ar3ajapblH HeMece
TIHJIEPiH Al KO0 MAaKCAThIH/IA;

8) ammay Hemece CeHIMII Tepic maiaanany *KOJIbIMEH;

9) amam e3iHIH KbI3METTIK JKaF/IaiiblH MMaliaJaHa OThIPHII;

10) >x90ipieHyIIIHIH MYJIIKTIK HEMece 03Te € TOYeAUTITIH naiaanaHa OThIPHIIT;

11) alBINITHI aJaMFa TICUXUKAJIBIK )Kai-KYHiHIH OY3bLUTybIHAH 3ap/Iall IeTeTiHI HeMece JOPMEHCI3
KYH/le eKeHi allKbIH OCJIT1Il a/laMra KaThICThI,

12) »xo0ipieHyIIiHiH )KeKe 0achlH KydJIaHIBIPAThIH KY>KaTTap bl aJIbIT KOUBII, KACBIPHIT HE KOs
OTBIPBIIN KacalraH J9J COJ ic-opeKeTTepai ke3aereH. Ochl KbIMBIC KYpPaMbIHBIH YIIIHII O6JiMiH-
JIET1 TUCTIO3UIIMSIa MBIHAJAll OpeKeTTep KaMTBhUIFAH: aTajfaH OanThlH OipiHINI HeMece eKiHIm 0e-
JikTepinae xe3nenreH, anamasl KP aymarbiHan ceIpT sxepre okery, KP anbin kemy Hemece Oip et
MEMJIEKETTEH eKiHIi metr memiiekeTke, KP Tepputopusicel apKkbuibl TachiMaigay MakcaTbhIHAA JKa-
cayraH ic-9peKeTTep, COJ CHAKTHI MYHJAH ic-opeKeTTepi kacay OapbIchiHAa, agaMasl KP merinen
Oacka xepre okery, KP aymarbiHa okeny Hemece Oip LIET MeMJIEKETTeH eKiHIi Memieketke KP
TEPPUTOPHSACHI apPKBLIBI TACBIMAJIIAY/IbI )KAaTKbI3FaH [6, 284—285].

AtanraH OesiMIeri opeKeTTep YIIiH jKa3aHbIH Keleciiel Typrepi KapacThIpbUIFaH: MYJIKI TOp-
KUJTEHIT, JKeT1 JKbUIaH OH JKbUITa JEHiHT1 Mep3iMre 6ac 0OCTaHIBITBIHAH albIpyTa Ka3alaHabl.

KapacTeIpbutbIl KaTKaH KbUIMBIC KYPaMBIHBIH TOPTIHIII OOiMiHIE TUCTIO3UIMSICH ObLIaiIia
cUIaTTajiabl: OChl OaNThIH OIPiHIII, SKIHIII HEMECe YIIHIII O6JiKTepiHe KO3/IeITeH iC-0peKeTTep,
erep omapel: 1) KBUIMBICTBIK TOII jKacaca; 2) erepje onap abaich3na sK0IpICHYIIHIH oJIiMiHe He
e3re Jie ayblp 3apJantapra oken cokca JeHIeH.

JXKazanay mapacel peTiHae: MYJIKI TOPKUIEHII, OH *KbUIJaH OH Oec JKblra JeiiHri mep3iMre 6ac
OoCTaHABITBIHAH albIpyTa Ka3aJlaHalbl.

KbIIMBICTBIK KYKBIKOY3YIIBITBIKTBIH TiKeJIeH 00beKTiCl agaMaapaAbiH O0CTaHIbIFbI MEH €pKi, KO-
CBIMIIIA TiKeJIeH OOBEKTICI — KOOIPICHYIIIHIH ap-HAMBICHI, aaMTrepIIlIiri. KeIMBICTBIK KYKBIKOY-
3yIIBUIBIK OOBbEKTUBTIK JKaFbIHAH a/IaMJIbl CaThII ally-CaTy HEMECe OFaH KaThICTHI ©3re Je MoMisenep
’Kacay, COJI CHSIKTBI OHbI KHHAY HE a3FbIPBIT KOHIIPY, Tacy, Oepy, ’KachIpy, COH/Iali-aKk KHHAY MaKCaThIH-
Jla e3re Jie OpeKeTTep Kacay apKbUIbl cHIATTaiaabl. KpUIMBICTBIK KYKBIK OY3YHIBUIBIK dpeKeTTepi
OpTYPIIi TOCLIAEP/l KOJAAHY apKbIIbl: aJamM/Ibl KWHAY MaKcaTbIHIa OipeyAeH CaThI ajy HEMECe OHbI
Oacka Oipeyre caTy, aTajfaH ajJiaMfa KaTBICTBI dPTYpiIl MOMiJenep kacay (Kemijire, skajiaFa, KapbI3bl
YIIiH TejieM peTiHae Oepy, 6ackanail >KbUDKbIMAJIbl HEMECE KbUDKBIMAUTBIH MYJIIKKE aiibipbacray);
OHBI KMHAY (KE30KIIEIIKKEe, IPUTOH YHBIMIACTHIPYFa, KYJIBIKKA, a3FBIPBIT KOHIIPY (HOTICIKYMAapPITBIK
opekeTTepMeH Oackanail Tepic KYKbIK OY3yIIBUIBIK OpEeKeTTEepIMEH allHaNbICyFa) T.0. peKeTTep ap-
KBUTBI JKy3ere achipbiianbl. Keimmbic Kypambl hopmanabl. KbUIMBICTBIK KYKBIK OY3yIIBUIBIK CYOBEK-
THUBTIK JKaFbIHAH TiKeJeW KacakaHaJbIK apKbUIbI, NalJaKyHEMIIK HHUTEIEH YKOHEe MaKCaTIleH Kaca-
nabl. KbUIMBICTBIK KYKBIKOY3YIIBUIBIKTEIH CyOBEKTICI OOMBIN, OH aliThl ’KAacKa TOJFaH Ke3 KelreH
ajiaM, erep Jie Jiaya3bIM/IbI aIaMIap/IbIH KbI3MET OKUICTTUTITIH IMaliJaIaHbIIl )KacaraH dPEKeTTePi, OChI
KypaM/Iarbl KbIJIMBICTaH 0acKa iCc-opeKeTTep yKacaybl KbIIIMBICTAP/IbIH )KUBIHTBIFBIH KYPali/Ibl.

KopsIThIHABI

KopreITeIHIBIIAN KeTIe, agaMaap/sl cayaara cally KbUIMBICTaphIH capajiay COT-Teprey Taxipuoe-
cinzie Gipkarap mpooOsemManapabl TyblHAaTaaAbl. OChl TYPFBIJAFhl  KBUIMBICTBIK KYKBIKOY3YIITBLIBIK-
TapIbl IPaKTHKaIa capaiay Oip sKaFbIHaH TYHIH/I iCTep i menry Macernenepid KaMmtuasl. Coi cebenrti
aTaFaH FRUIBIMA MakajaJa OChl MAceJieliep TCOPHSUIBIK KOHE TOXIPHOCNIK TYPFbIIaH KEHIHCH
capaiaHpl.
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OCOBEHHOCTH KBAJIMOUKALIUHA YT'OJTIOBHbBIX
MMPABOHAPYIIEHUHA TOPTOBJIU JIOAbMHU

AHHOTALUA

B nanHON Hay4HOH cTarbe aHAIU3UPYETCS COCTAB YIOJOBHOIO IPAaBOHAPYIUEHUs, CBS3aHHOIO C TOPrOBIEH
JIFOAbMU. HpI/I HaITMCaHUH Hay‘-lHOﬁ CcTarbu aBTOp aHam/BMpyeT OCO6GHHOCTI/I KBaJ'II/IqJI/IKaI_II/II/I COCTaBOB yFOJ'IOBHLIX
HpaBOHapyHICHHﬁ, CBA3AaHHBIX C TOpFOBJ’Ieﬁ JIFOAbMHU, U BBIJACIIAACT UX W3 aHAJIOTUYHBIX COCTABOB. AHaJ’II/I3I/IpyIOTC$I
KOJIMYECTBCHHBIC JaHHBIC yFOJ'IOBHBIX HpaBOHapyH.IeHI/II\/‘I, HOJ'Iy‘IeHHBIG oT HpaBOOXpaHI/ITeJ'ILHLIX Opl"aHOB. PaCCMaT—
PHUBAIOTCSI AJIEMEHTHI COCTAaBa JaHHOIO YTOJOBHOI'O MPABOHAPYIIEHHS] B COOTBETCTBUM C JEHCTBYIOIMM B CTpaHE
yFOHOBHBIM 3aKOHOAATCJIbCTBOM. B CTaTheC aBTOp TaAKXEC HpoaHaanpOBan CTAaTUCTHYCCKHUEC ITOKA3aTCIIN, CIOKHB-
IIueCsa B ane 10 HpeCTyl'IJ'[eHI/ISIM TOpFOBJ'II/I JIFOObMU. Ha3BaHLI HpH‘II/IHbI, BIIUAOIINEC HaA COBepH_ICHI/IC npeCTynne-
HU#, CBSI3aHHBIX C TOPTOBJICH JIFOIBMH, U YCIIOBHSI, CIIOCOOCTBYIOIINE UX IIIMPOKOMY PACIIPOCTPAaHCHHIO. ABTOP MO~
qepKHyn, qTO I/ICCJICI[yeMBIﬁ B pa60Te BU HpeCTyHHCHI/Iﬁ B HACTOALIICC BperI HC yMeH},maeTc;{ B KOJIMYCCTBC.

KroueBble cji0Ba: TOProBils JIIOAbMH, TPAaHCHAIMOHAIBHAS OPTaHM3alNs, OPTaHU30BaHHAS TPy, KOPPYTI-
IHsI, MUTPaLusi, TEPPOPHUCT.
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SPECIAL FEATURES OF THE QUALIFICATION
OF CRIMINAL OFFENCES OF HUMAN TRAFFICKING

Abstract

This scientific article analyzes the composition of the criminal offense related to human trafficking. When
writing a scientific article, the author analyzes the specifics of the qualification of criminal offenses related to human
trafficking and distinguishes them from similar structures. Analyzes quantitative data on criminal offenses in this
context, obtained from law enforcement agencies. Analyzes the elements of the composition of this criminal offense
in accordance with the criminal legislation in force in the country. In the scientific article, the author also analyzed the
statistical indicators that have developed in the world of human trafficking crimes. The reasons for the commission
of crimes related to human trafficking and the conditions conducive to their widespread occurrence are also provided.
During the writing of the scientific article, the author emphasized that crimes in this context are currently not
decreasing.

Key words: human trafficking, transnational organization, organized group, corruption, migration, terrorist.
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HCITOJIb30OBAHHUE IUPPOBBIX TEXHOJIOT' UM
B CYAEBHOMU DKCIIEPTU3E B KA3AXCTAHE U B MUPE:
HEPCIIEKTHUBbBI U BbI3OBbI

AHHOTaNUA

I'moGanbHas mudpoBu3anys 3aTparuBaeT Bce cepbl )KU3HH, BKIIIOYast MPABOOXPAHUTEIBHYIO U CY[ACOHYIO CH-
creMbl. B obnmactu cyneOHOI SKcriepTH3bl HU(pOBU3anUs IPEICTABIACT COO0H BHEIPEHHE HOBBIX TEXHOJIOTHUH IS
aHaJM3a, XPAHEHNS W 3aIIUTHl HU(PPOBBIX JOKA3aTeIbCTB. JlaHHAs CTaThbs paccMaTPUBACT BHBI KOMITBIOTEPHBIX
HPECTYIIICHUH U c(hephl UX MPOSIBICHUS, a TAKXKE MOSBICHNE B CBSI3M C 9TUM HOBOTO THIIA I0KA3aTEIbCTB — «IUQ-
POBBIE» JIOKA3aTeIbCTBA, @ UMEHHO «IM(ppOBOit» cien. B crarbe paccMaTpuBaroTCs Kareropuu HUPPOBBIX CICAO0B
U UX HocuTenel. Takke NMPUBEIEH MOHUTOPHHT POCTA MPECTYIUICHHH C MCIOJIb30BaHHEM MH(pOPMaIMOHHO-TEJIe-
KOMMYHUKAIIMOHHBIX TexHooruii B Kazaxcrane 3a 20222023 rr., 2023-2024 1T, rI¢ HANIAHO MPUBEICHBI U PEI,
YKa3bIBAIOLINE Ha YBEIMYHMBAIOIIYIOCS MPOTPECCHIO TaKMX MPECTYIUIEHUH M3 rofa B roj. YUHTHIBas YBEIUUCHHE
YHciIa KHOEPIPeCTyINICHNH, UX CTPEMUTEIBHBIA POCT, HOSBICHNE HOBBIX BUIOB JJOKA3aTEIBCTB — «IIH(YPOBBIX» J10-
Ka3aTeJIbCTB, B CTaThE MPEUIAraloTCss KOHKPETHBIE MEpPBI 10 HCCIIE0BAHHIO KOMIBIOTEPHBIX CPEACTB U CHCTEM,
rae Oyner codpaHa KpUMHUHAIMCTHYECKas AeuHULUS 1TM(POBBIX CICA0B, UX BUIBI U CIIOCOOBI COOMpPaHHs, UcCie-
JIOBaHMSI, OLIEHKH UX MCIOJIb30BAHUS C LIEJIBI0 YCTAaHOBJICHHSI OOCTOATENBCTB, UMEIOIINX 3HAYEHHE ISl 3aKOHHOTO,
000CHOBAaHHOTO U CIIPAaBEIIMBOTO PA3pELICHUs JIeNa; YHU(HUKAIMS 1 HOPMaTHBHAsI perlaMeHTaIus Nu(ppoBbIX 0a3
C BO3MOXKHOCTBIO MX HCIIONIb30BaHUs Kak B KazaxcraHe, Tak M Ha MEXIYHAPOIHOM YPOBHE. A TaKxKe MPEAI0KCHBI
MepsI 110 udpoBU3aun chep cyneOHO-IKCIEPTHOH 1 KPUMHHAIUCTHYECKON OTpaciel ¢ MeIbio 00BETMHEHUS X B
ennubsie AUTIC (ABTOMAaTH3MPOBAaHHBIC HH(OPMALIMOHHO-ITONCKOBEIE CHCTEMBI) 171 Hanbosee 3(h(heKTHBHOTO yueTa
udpossix cienoB (AUIC kpuMHHATMCTHYECKOTO U CY1e0HO-IKCIIEPTHOTO HA3HAUCHNS ).

KaroueBrblie ciioBa: III/I(l)pOBI/BaIII/IS{, CyI[e6HO-3KCHCpTHaSI ACATCIIbHOCTD, KOMIIBIOTCPHBIC TEXHOJIOTUH, KI/I6ep-
MMPCCTYIUICHUSA, KOMIIbIOTCPHBIC IPCCTYIJICHUS, (1)I/IH.II/IHF, I_[I/I(l)pOBLIG J10Ka3aTcjabCTBA.

BBenenune

[TosiBneHne mpecTynaeHnit ¢ UCTIONb30BAHUEM KOMIIBIOTEPHBIX TEXHOJOTHH CBSI3aHO C OypHBIM
poctoM nudpoBu3anuu B KoHie XX Beka. [lepBbie KOMITBIOTEpHBIE MPECTYIUICHUS! KaCAINUCh KPaKu
JAHHBIX, B3JI0OMa CUCTEM O€30MIaCHOCTHU M HECAaHKIIMOHUPOBAHHOTO J0CTyMa K uHpopmanuu. Ha py-
oexe 90-x rogoB XX Beka ¢ pacrpocTpaHeHreM MHTepHeTa npecTyrieHus TpuoOpesn TpaHCHALU-
OHAJILHBINA XapakTep, MOCKOIbKY VHTEpHET MO3BOIMII 37I0yMBIIIJICHHUKAM COBEpIIATh NEHCTBUS 3a
Mpe/esIaMy HAITMOHAJIBHBIX TPAHMIL. TaKue MpecTyIICHHsI HOBOTO BpEMEHH, KaK KHOepIIPEeCTYTUICHHUS,
HalpaBJICHHbIE HA CHCTEMBbI 0€30IaCHOCTH KOMIIBIOTEPHBIX CETEH; B3JIOMBI (HECAHKIIMOHUPOBAHHBIH
JOCTYTI K HH(POPMALIUH ); PAaCIPOCTPAHEHUE BPEIOHOCHBIX MPOrpaMM (BUPYCOB, TPOSIHOB, IPOTPaMM-
MU (POBAJILLINKOB); aTakk Ha nHpopMmaronHsle cuctembl (DoS/DDoS araku); MomeHHHYECTBO B
WnTepHere (mMpecTyIuieHus, CBI3aHHbIe ¢ 00MaHOM MOJIb30BaTeNIeH sl OTy4YeHHs (PUHAHCOBOW BbI-
roibl, BKJItOYasi (GUITMHT (KpaXka JTUYHBIX JaHHBIX Yepe3 JIOKHBIC CAThI), OHJIAtH-MOIIEHHUYECTBO
(JToKHBIE MHTEpHET-Mara3uHbl, HHBECTHIIMOHHBIE CXEMBbI); Kpa)ka KPUIITOBAIIOT U Apyrue (Gpopmbl
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U(POBOr0 MOLICHHUYECTBA; KHOSPOYIJIMHT U paclpoCTpaHEeHHE HE3aKOHHOTO KOHTEHTA: MPeCcTyII-
JICHUsI, CBS3aHHBIE C PACHPOCTPAHEHHWEM IMOpPHOTpaduH, OCKOPOICHUSAMH, YTPO3aMH, JUCKPEIUTA-
Uel W JIPyrMMHU NPOTHUBONPABHBIME JECHCTBUAMU B VMIHTEpHETE; MPECTYIUICHHs, CBSI3aHHbIE C Ha-
pYLICHHEM aBTOPCKHX IpaB: HE3aKOHHOE KOMMPOBAaHUE, PACIIPOCTPAHEHHE M UCIOJIb30BAHHUE MPO-
rpaMMHOTO o0ecrnieueHusi, (GUIBLMOB, MY3bIKH, JICKTPOHHBIX KHUT U JAPYTUX IU(PPOBBIX MPOTYKTOB;
MpecTyIuieHus1 B (PMHAHCOBOH cdepe: (hrHAHCOBBIE 30YNOTPEOICHHS, BKIIIOYasi OTMBbIBAHUE JICHET,
MaHUITYJISIIAN ¢ OAHKOBCKMMHU KapTaMu, SJICKTPOHHBIMU IE€PEBOJAMH M IUIATEKHBIMH CHCTEMaMH,
CTaHOBATCS OOBIYHBIM SIBJICHHEM B HAIlIM JHU [2].

KoMmnbroTepHble MpecTyIyIeHUsT 3aTParuBarOT Pa3IM4HbIe CEKTOPhl YKOHOMHUKH M COLUAIBHOU
JKU3HHU, TaKue KaK (PMHAHCOBbIC OpraHu3aluu: OaHKU, OUPKU, KPUIITOBAIIOTHBIE TIIATPOPMBI; FOCY-
JTAPCTBEHHBIC YUPEKICHH: aTaky Ha rOCyJapCTBEHHbIE HHPOPMAIIMOHHBIE CUCTEMBI U 0a3bl JaHHBIX
(xubepIIMOHaK); YaCTHbIE KOMIIAHUH: Kpaska KOMMEPUECKOH TailHbl, HapylIeHue KoH(pHIeHInaIb-
HOCTH JITAaHHBIX KJIIMEHTOB; COIMAJbHbIE CETH: PACHPOCTPAHEHNE HE3aKOHHOTO KOHTEHTa, KubepOyi-
JIMHT ¥ TUCKPEIUTALNS, a TAK)Ke OHU MOTYT KOCHYTBCS JIF0OOTO YeIoBeKa HE3aBHCHMO OT BO3pacTa,
10J1a, COIUAILHON MPUHAUICKHOCTH U JIp.

MaTepnanbl H METOAbI

[Tpu nccnenoBaHnU JaHHOTO BOIMIPOCa OBUIH MOAPOOHO MPOAHATU3UPOBAHBI IEHCTBYIOIINE HOP-
MBI KaK HAIMOHAIBHOTO, TaK U MEXyHAPOJHOTO 3aKOHOAATEBCTBA, PETIAMEHTUPYIOIINE UCTIOTb30-
BaHME CIICIHABHBIX 3HAHUN B YTOJIIOBHOM CyJOIpoun3BoAcTBe. Oco00e BHUMaHKE YACICHO CIelna-
JU3UPOBAHHOM JINTEPATYpe U KPUMUHAIUCTUUECKON METOI0IOT MU, OXBAaThIBAIOLICH IIUPOKHI CIIEKTP
HAy4HBIX ITOIX0/I0B U MeTOJ10B. Cpeu HUX HCII0JIb30BaJINCh METOIbI AUATIEKTUUECKOH U (hopMaTbHON
JIOTUKH, KOTOPBIE TIO3BOJISIFOT CUCTEMHO aHAJIM3UPOBATH SBJICHUS U MPOLIECCHI, CBsI3aHHBIE ¢ U (pO-
BHU3ALMEN CIENOB MPECTYTUIEHUMN.

Mertononorndeckass OCHOBA HCCIICOBAHUS BKJIIOYAET OOIIEHAYyYHBIE W CIHEIUANbHBIE METO/bI
KPUMHHAIUCTHKH, KOTOPBIE CIIOCOOCTBYIOT IITyOOKOW MHTEPIPETALUHN JaHHBIX, a TaKkKe OOIIedK-
CHEPTHBIE U YAaCTHOIKCIIEPTHBIE METObI, MCIIOJIb3yeMble B CYICOHON KOMMBIOTEPHO-TEXHUYECKON
skcneptuse. [ 6onee mMoJTHOTO 0XBaTa UCCIIEeyeMOi mpoOieMbl ObUTM TPUBIICUEHBI JaHHBIE MOHU-
TOPWHTA CJICICTBEHHON U ONEPaTUBHO-PO3BICKHOMN MPAKTHUKH, YTO TIO3BOJMIIO BBISIBUTH aKTyaJbHBIC
TEH/ICHIINH U MPAKTUYECKHE ACTIEKTH MPUMEHEHUS UPPOBBIX TEXHOJIOTHI B YTOJIOBHBIX paccieo-
BaHMSX. Pe3ynbraTsl OMpOCOB U AaHKETHPOBAHUS CIEUATHUCTOB B 005acTu [ T-TeXHOIO0THii TOTTOTHIITH
OIMITUPHYECKYIO 0a3y HCCIeI0BaHMs, TIOMYEPKHYB PACTYIIYIO POJIb IKCIIEPTOB B IaHHOH cdepe.

AHanu3 nokasaji, 4To creuuanucTsl B obnactu [T-rexnomoruit BoctpeOoBaHbI HE TOJIBKO MPHU
pacciieIoBaHUM MPECTYIUICHUH, HETTOCPECTBEHHO CBS3aHHBIX C HEITPABOMEPHBIM JOCTYIIOM K KOM-
MBIOTEPHON WH(pOpPMAINH, pa3pabOTKON M MCIIOIF30BAaHUEM BPEIOHOCHBIX MPOTPAMM, HO TaKXKe aK-
TUBHO MPHUBJICKAIOTCS K CJICICTBEHHBIM JICHCTBHUAM U ONIEPATHBHO-PO3BICKHBIM MEPOIIPUATHUSIM B paM-
Kax JIeJl O TPaIUIIMOHHBIX BUAAX MPECTYIUICHHA. JTO BKIIOYAeT MOIIEHHUYECTBO Pa3IMYHbBIX (hopMm,
HE3aKOHHYIO OpraHHM3alyI0 a3apTHBIX UIP, HE3aKOHHBIH 00OPOT HAPKOTUYECKHX CPEICTB, TSIKKUE
MPECTYIUICHUS MPOTUB JIMYHOCTHU, TaKHe KaK yOUICTBaA, a TaK)Ke pacciieZIOBaHUE CIy4yaeB 3aBeIOMO
JIOKHBIX COOOIIeHNH 00 akTax Teppopu3Ma.

OCHOBHBIE TEHJICHIIMH, COCTABIISIONINE MPEIMET JAaHHOTO MCCIIETOBAHUS, BKIIIOYAIOT P KITIO-
YEBBIX ACHEKTOB, OTPAXKAIOUINX AMHAMHUKY Pa3BUTHA KPUMHHAIHCTUYECKOU MPAKTUKU B YCIOBHAX
U (POBU3AIIAHN:

¢ TenaeHUUs BOSHUKHOBEHUS, CYIIIECTBOBAHUS U YTPAThl HU(PPOBBIX CIEAOB B KOMIIBIOTEPHBIX
CpEICTBaxX U cUCTeMax, KOTOpbIE COAEPKAT KPUMHUHATUCTHYECKH 3HAYUMYI0 HH(POpMALIHIO. DTHU Clie-
JIbl MOTYT HMCY€3aTh B pe3yJbTaTe IeJICHANPaBICHHBIX ACHCTBUN 37TOyMBIIIJICHHUKOB WM TEXHUYE-
CKHX (paKTOPOB, UTO YCIOKHSET X BBISIBICHUE W HCCIIEIOBAHME.

¢ TenaeHuUs OTPaYKCHHS B KOMITBIOTEPHBIX CUCTEMAaX I (PPOBBIX CIIE0B, CBI3aHHBIX C COOBITHSI-
MU TPECTYIUICHUH U MpaBoHapymieHnid. Takue ciiefbl MOTYT BKJIIOYATh JIOTH CUCTEMBI, METalaHHbIE
¢aiinoB, ocTaTouHbIe JaHHBIE HA HOCUTENSX MH(OpPMALUU U Jpyrue apTedaxThl, KOTOPbIE CITyKaT
Ba)XHBIMU MCTOYHHKAMU JIOKA3aTEIIbCTB.

¢ Tenpenuus ¢ukcanuu UHPOPMALMU O COCOO0aX COBEPIICHUS MPECTYIUIEHUH, CBA3SX Ieii-
CTBUH M MX pe3yNbTarax, HOBTOPSEMOCTH JEHCTBUI B CXO)KHUX CUTYAIHsIX, @ TAK)KE CTEPEOTHITAX TI0-
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BEICHUS [IPECTYITHUKOB. AHAIN3 TAKUX JAHHBIX MO3BOJISIET BBIABIISTH 3aKOHOMEPHOCTH U IIPOTHO3HU-
pOBAaTh AEUCTBUS NPECTYIHBIX IPYIIHPOBOK.

¢ Pa3purtre nHPOPMAIIMOHHO-KOMITBIOTEPHBIX TEXHOIOIHM, 00€CIeUnBaIOIIMX MPOLIECCHI BBISIB-
JeHust, GUKCAIUH, U3bSATHS, COXPaHEHUS U UCCIIE0BAaHUS KPUMUHAIUCTUYECKN 3HAYUMON HHpOopMa-
IUU. DTO BKJIIOYAET HCIOIB30BaHHUE CIEIUAIN3UPOBAHHOTO MPOTPAMMHOTO 00€CIeueHus, METOIOB
1 pPOBOI KPUMUHATHCTUKHA U MHCTPYMEHTOB JIJIsl BOCCTAHOBIICHUS YTPAuYeHHON MH(POPMAIIHH.

¢ TeHneHIUs BOSHUKHOBEHHUSI M Pa3BUTH OOCTOSTENBCTB, CBSI3aHHBIX C MPECTYIICHUSMH, CO-
BEPILIEHHBIMHU C UCIOJIb30BaHMEM KOMIIBIOTEPHBIX TEXHOJIOT M, 3HAUNMBIX JIJIs pacciieoBanus. Baxk-
HBIM aCTEKTOM SIBJISIETCS U3yUEHHE HE TOJBKO IM(POBBIX CIEIOB CAMOTO MPECTYIICHHUS, HO U LU}-
POBOr0 KOHTEKCTa, B KOTOPOM OHO OBLIO COBEPILEHO.

¢ OrieHKa U UCTIONBF30BaHNE KPUMUHAIMCTUYECKH 3HAYMMOMN HH(OpMAIUH JUIs 1IeJiel po3bICKa U
JI0Ka3aTenbCTBa. 371eCh 0c000€ BHUMAHUE Y/IEISIeTCsl BOIIPOCaM JOIMYCTUMOCTH U HAJEKHOCTH IU(-
POBBIX JI0Ka3aTeIbCTB B Cy[AeOHBIX MTPOIECcCax.

¢ H(popMannoOHHO-KOMIIBIOTEPHOE OOecreyeHne TAKTUKH W TEXHOJOTMU IPOBEACHUS CIe-
CTBEHHBIX U CyleOHbIX AelcTBHi. COBpEMEHHbIE TEXHOJIOTHH MO3BOJISIOT ONITUMH3HPOBATH MPOIECC
paccieioBaHusl, MOBkIIIAs ero 3(p(HEeKTUBHOCTh U TOYHOCTb.

¢ Pa3BuTHE METOAMK pacclieZIOBaHUs IPECTYIUICHUH, BKIIOYasi CO3aHue MH(POPMALIMOHHO-KOM-
MBIOTEPHBIX MOZEJICH JJIsl aHalln3a MPECTYIJICHUH, COBEPILIEHHBIX C MCIOJIb30BAHUEM KOMIIBIOTEP-
HBIX TEXHOJIOTHH. Takue MOo/IenH IOMOTal0T CUCTEMATH3UPOBATh HH(OPMALIUIO U BBISBIIATH CKPBITHIE
B3aMMOCBS3H.

¢ HpopmMaliiOHHO-KOMITBIOTEPHOE 00ECTIEUeHHE TPaKJAHCKOTO M aJMUHHCTPATUBHOIO CYIO-
IIPOU3BOJICTBA, YTO MOAYEPKUBAET YHUBEPCATIHHOCTD U LIMPOKYIO MPUMEHUMOCTD LHU(POBBIX TEXHO-
JIOTUH B MIPABONPUMEHUTENIbHON TIPAKTHUKE.

Cormmacno muennto E.P. Poccunckoii [3], Teopusi nH(GOPMAIIMOHHO-KOMITBIOTEPHOTO obecriede-
HUSI KpUMHHAJIMCTUYECKON JIEATEIbHOCTH BKIIIOYAET B €01 HECKOJIBKO KITFOUEBBIX KOMIIOHEHTOB!

1. KoHuenuus Teopuu, OXBaTHIBAIOIIAS €€ TIPEIMET, 33741 M 00BbEKTHI UCCIIeIOBAaHUS. JTa KOH-
nenuust GOpMHUPYET TEOPETUIECKYIO OCHOBY JJIsl CHCTEMHOTO aHaJIM3a POJId MHPOPMAIIMOHHBIX TeX-
HOJIOTUI B KPUMUHAJIUCTHUKE.

2. Yuenue o cnocobax COBEpIICHUS KOMIBIOTEPHBIX MPECTYIJICHUH W MpaBOHApyIIeHU. DTH
CIIOCOOBI 3a4aCTYIO ABJISIOTCS TIOTHOCTPYKTYPHBIMH, BKITIOYAIOIIMMH TIIATEILHO MPOAYMaHHbIE 3Ta-
bl IIOATOTOBKY, PEAJIM3ALUU U COKPBITUS NpeCcTyIUIeHHs. [loAroToBUTEIbHBIE NEHCTBYSI HAIIPABIECHbI
Ha MUHUMH3AIHIO PUCKOB OOHAPYKEHHSI 1 MAKCUMU3ALUIO A3PPEKTUBHOCTH MPECTYITHBIX JICHCTBU.
3aKOHOMEPHOCTH, XapaKTEPU3YIOIIHUE CIOCOObI COBEPIIEHUSI KOMITbIOTEPHBIX MPECTYIIEHUH, BKITIO-
YaroT:

¢ CBs3b croco0a ¢ JMYHOCTHIO MPECTYNHHUKA, €r0 MOTHBAIIMEH U YPOBHEM TEXHHUYECKOW MOJ-
TOTOBKH,

¢ 3aBHCHUMOCTH CII0C00a OT KOHKPETHBIX 00CTOATEILCTB COBEPIICHUS MPECTYIUICHHS, TAKMX KaK
YPOBEHbB 3aIIUIIEHHOCTH HH()OPMAIIMOHHBIX CUCTEM U HAJIMUUE YSI3BUMOCTEH;

¢ OTpa)kKeHUE B KOMIBIOTEPHBIX CHCTEMaxX WH(POPMAIUH O ACHCTBUAX MPECTYNHUKA, UX PE3yib-
TaTax, HOBTOPSEMOCTHU JCHCTBUIA B Pa3IMYHBIX CUTYalUsAX U CTEPEOTHUIIAaX TOBEACHUS.

3. VYuenwne o uudpoBbIX ciaenax Kak MICTOYHUKaX KPUMUHAIMCTUYECKH 3HAYMMON HHPOPMALIHH.
[{udpoBble ciaenpl MOTYT BKITIOYATh ITUPOKUHN CIIEKTP TaHHBIX — OT JIOTOB M METAJaHHBIX JI0 OCTaTOu-
HBIX (ailyioB U ceTeBbIX apTedakToB. X ananu3 TpedyeT crennaln3ipoBaHHbIX 3HAHNWH 1 HABBIKOB B
obnactu UQPPOBOH KPUMHHATIHUCTUKH.

4. Yyenue 00 MHPOPMAIIMOHHO-KOMITBIOTEPHBIX KPUMHHAIUCTHUECKUX MOIEISAX BUIOB KOM-
NBIOTEPHBIX MPECTYIUICHUH.

5. VYdeHue 0 KpUMHUHAIMCTUYECKOM UCCIIEIOBAHUN KOMIIBIOTEPHBIX CPEACTB U CUCTEM, PEATU3y-
€MO€ B HOBOM pa3/iesie KPpUMUHAIMCTHYECKON TEXHUKH.

6. Yuenue 00 MHPOPMAIIMOHHO-KOMITBIOTEPHOM KPUMHUHATUCTUYECKOM OOECIIEYeHUN TaKTUKU
CJICJICTBCHHBIX U CY/ICOHBIX TEHCTBHIA.

7. Ydenue 00 WHPOPMAUOHHO-KOMITBIOTEPHOM KPUMHUHATUCTUYECKOM 00ECIICUeHHH METOIMK
pacciie1oBaHUs] KOMIIbIOTEPHBIX MPECTYIICHUH.

8. VYdyeHue 0 B3aUMOCBS35X U pa3rpaHUYCHUAX MUPPOBU3ALNU CYAeOHO-IKCIIEPTHON U KPUMHU-
HAJIMCTUYECKON JESTEIbHOCTH.
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JlaHHBIE TEOpEeTHYECKHE BBIKJIAJAKH PACCMAaTPUBAIOTCSA TakXke B paboTax TaKWX aBTOPOB, Kak
O.A. 3aiines, I1.C. TlactyxoB «@opMupoBaHre HOBOW CTpaTeTWH PACCIEIOBAHUS MPECTYIUICHUHN B
amoxy nudpoBoit Tpanchopmarmy [4], T.B. [Munakesnu «IIpeaynpexacHue npecTyIuieHuH, CoOBep-
nraeMbIx B chepe 060poTa HH(PpPoBO BaTIOTHI (KPUIITOBAIIOTHI)» [5].

[Tonaraem, uyTo gaHHas Teopus 00IaJaeT BEICOKOM aKTyaJIbHOCTBIO [UIsl COBPEMEHHOTO O0IIECTBa,
YUHUTHIBasi CTPEMHUTEIHHOE pPa3BUTHE WHPOPMAIIMOHHBIX TEXHOJIOTUN M WX BIUSHHE HA KPUMHUHAb-
Hy10 cpeny. OHa HOKHA OBITH IPEIMETOM BCECTOPOHHETO MCCIIEIOBAHUS M aKTUBHOTO BHEJPEHUS B
Hay4HbIE OCHOBBI HAI[MOHAIbHON KPUMUHAIUCTUKU U CYI€OHOM AKCIIEPTOIOIMH, YTO ITO3BOJIUT MTOBBI-
CUTh dPPEKTUBHOCTD PACCICAOBAHUS MPECTYIUICHUH U Ka4eCTBO CyAEOHBIX IKCIIEPTHU3.

Pe3yabTarthl u 00cy:k1eHune

C nosiBJIeHHEM B O0IIIECTBE TAKOTO BU/IA MIPECTYITHOCTH MOSBUIICSA U HOBBIN (heHOMEH — 1udpo-
BO€ JI0Ka3aTeIbCTBO, @ IMEHHO IIU(POBOH CIeI.

Hudposoii cien* —3T0 COBOKYITHOCTh BCEX JAHHBIX, KOTOPBIE OCTABISIET MOJIb30BATEIb IIPH B3a-
MMOJZIEUCTBHH C HJIEKTPOHHBIMU CUCTEMaMH. DTO MOTYT OBITh JIOT-(haiinbl ¢ BeO-caliTOB, HHPOpPMALUL
0 TepeMeLIeHUsX, IU(POBbIE TOKYMEHTBI, IEPENUCKU B COLIMATIBHBIX CETSIX U JIake 3aIllUCH C BUJe-
okamep HaOmoneHus. [IpakTuueckn Kaxjaas NesTeIbHOCTh B HU(GPOBOM MPOCTPAHCTBE OCTABIISET
cliell, KOTOPBIA MOXKET CTaTh BaXKHBIM JJ0KA3aTeIbCTBOM IIPH PaCCIIEIOBAHNN NTpeCTyIUIeHni. Ham nM-
MIOHUPYET OTpesiesieHne MoHAThs «iudpoBoit cinen» Poccunckoii E.P., koTopas onuchIBaeT ero «kak
HOBBII 00BEKT CyneOHOM dKCIepTH3bl. ET0 MOXKHO OIpeeuTh Kak KpUMUHATTUCTUYECKH 3HAYUMYTO
KOMIIBIOTEPHYI0 MH(DOPMALIUIO O KAKUX-JINO0 COOBITUAX UM JEHCTBUAX, OTPAKEHHYIO B MaTepUallb-
HOM cpeJie B Ipoliecce BOSHUKHOBEHHUSI, 00pa0OTKH, XpaHEHUS U Tiepeiadan dTo nHpopmarum» [6].

[ludpoBoii cien MOXET BKIIOYATh B ce0s pa3sHOOOpas3HbIe JaHHBIE, OCTaBIIsIEMbIE TT0JIb30BATEIs-
MH [IPY B3aUMOJICHCTBHH € IM(POBBIMU CUCTEMAaMH, M MOXKET CTaTh PEIIAOIINM (PaKTOPOM B pacciie-
noBaHuM npectyruieHui. Kimaccuduuupys nudpobie cieapl, UX MOKHO BBIICIUTH MO CIEIYIOIIUM
Kareropusim [7]:

1. Merananssle GailioB — HH(GOpMAaLMs O CO3AaHUU U U3MEHEHUH (DaiijIoB, BKIIIOUAs JaHHbIE 00
aBTOpPE U BPEMEHH, KOTOPbIE MTO3BOJISIFOT OTCIIEAKHUBATH UCTOUHUKU U UCTOPUIO TOKYMEHTALIUH.

2. VuTepHeT-ciiesbl — JaHHBIE O JEHCTBUSAX MOJIb30BATENCH B CETH, TaKHUE KaK MOCEIIeHNne BeO-
CTpaHHUII U 3arpy3ka ¢aiioB. Ita nHPopMaIHs MOKET OBITh Hali/leHa B ICTOPUU Opay3epa U IPyTHX
MeCTax U UCHOJIb3YETCs AJIs yCTaHOBJIEHUSI aKTUBHOCTH MTOJJ03PEBAEMOTO.

3. MerananHbie N300paXeHUI — BKIIIOYAIOT WHPOPMALIUIO O MECTE, BPEMEHHU U YCTPOMCTBE, C
KOTOpOro ObLi1a cenana pororpadusi, 4To MOMOraeT B yCTaHOBJIEHUH MTOJUIMHHOCTH U300paskeHUH.

4. MoOunpHble clieibl — JaHHBIE O 3BOHKAX, COOOLICHUAX M IEOJOKalMM, MOoTydyaeMble Yepe3
OIIEpaTOPOB CBSI3M U aHAJM3 HAa CAMOM YCTPOMCTBE, MOJIE3HBIE IS OTCISKUBAHUS IIEpEeMENICHUH T0-
JI03PEBAEMOTO.

5. Crenpl coIManbHBIX CETeH BKIIOYAIOT MPOQHMIN, KOMMEHTAPHH U CBS3H IMOJBH30BATENS, UTO
MO3BOJISIET PACKPBIBATh €0 KPYT OOIIEHUS U BO3MO)KHBIE MOTHBBI.

6. CucteMHble JIoru — UH(pOpMALUA O IEHCTBUAX MOJIb30BATENICH B ONEPALIOHHBIX CHCTEMAX,
TaKUX KaK KOMaH[bl ¥ OIIMOKH, MPUMEHseMast Ui BBIABIECHUS HECAaHKIIMOHUPOBAHHOTO JIOCTYNa U
CJIEZIOB U3MEHEHHSI JTaHHBIX.

OnHako HEOOXOTUMO OTMETHTD, YTO IU(POBOI CIIET HEOTAETUM OT €T0 HOCHUTEJIS, TAK KaK caM OH
He o0najaeT MarepuanbHO npupoaoi. Ecnu paccmoTpeTs Oonee AeTaabHO, TO MOXKHO CAEaTh JO-
TMYECKOE YMO3AKIIOUEHHUE, YTO HOCUTEIH LIU(PPOBBIX CIEIOB — 3TO YCTPOMCTBA MIIM CPEJlbl, HA KOTO-
PBIX COXPAHSIOTCS U NEepefatoTcs HU(POBLIE CIIEbl, IPEICTABISAIONINE COOOM 3JEKTPOHHBIE JaHHbIE
00 aKTUBHOCTH I0JIb30BaTeNeil. DT HOCUTENIN MOTYT BKIIIOYATh Kak (PU3MUECKHE yCTPOMCTBA, TaK
U NIPOrpaMMHbIE KOMIIOHEHTBI, KOTOpble (UKCUPYIOT U XPAHAT UH(OPMALIMIO, UMEIOIIYI0 3HAYEHUE
B MPABOBOM U CyIeOHOM KOHTEKCTE: KOMITBIOTEpHBIE yCTpoiicTBa: kectkue nucku (HDD) u TBep-
nortensHble HakomuTenu (SSD) Ha KOMITbIOTEpax, KOTOpbIE COAepKaT NaHHbIe O ¢aiinax, MeTagaH-
HBIE U JIOoT-(paiiibl, PUKCUPYIOIIUE MOJIb30BATEILCKUE IEHCTBUS U HACTPOHUKU CHCTEMbI; MOOMIIbHBIE
yCTpOMCTBA: CMapT(OHBI U IUIAHILETH! (PUKCUPYIOIIUE JaHHBIE O 3BOHKAX, COOOLEHUSAX, F€0IOKALUU
Y aKTUBHOCTH NPUJIOKECHUH, KOTOPBIE SIBJISIOTCS BaXKHBIMHU JUISI pacClieIOBaHUs MHIMIEHTOB U aHAJIU-
3a IepeMelIeHuil; ceTeBble U 00IauHble CEPBHUCHI: 00JIauHbIE CEPBEPHI, BEO-CANTHI U MPHUIIOKEHUS, KO-
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TOpBIC COOMPAIOT HHTEPHET-CIIEBI, BKIIFOUAsi HCTOPHIO ITOCEIICHHA, CooKies U 3arpyKeHHbIE (paiiibl,
KOTOpPBIE MOTYT CIIY’KUTbh JI0Ka3aTelbcTBAaMH B IM(PoBOM (hopmare; J0r-(ailiibl 1 CHCTEMHBIE )KypHa-
JBI: JIOTH CUCTEMHBIX COOBITHH, IEHCTBHS ONEPAIIMOHHBIX CUCTEM M MPUIOKEHUH, KOTOPbIe (PUKCH-
PYIOTCSI B CHCTEMHBIX (pailyiax, mo3BOJIssl BOCCTaHABIMBATH XPOHOJIOTHUIO COOBITUN U UAECHTH(PHUIIMPO-
BaTh NMOTEHIIMAJIbHBIC HAPYIICHUS; IIU(PPOBbIE KOMMYHHKAIIMH: AJIEKTPOHHAS MTOYTA, MECCEH/DKEPHI U
COIMaJIbHBIE CETH, (PUKCUPYIOIUE TIEPETTUCKH U APyTHe NEHCTBHS, KOTOPbIE MOTYT CTaTh BaKHBIMHU
JI0Ka3aTeIbCTBAMU B JIENAX, CBA3AHHBIX C KHOEPIPECTYNHOCTHIO M MOIIEHHUYECTBOM; KaMephl Ha-
OJIONICHNS] U CUCTEMbI BUICOHAOIIONEHHS: 3aIIMCH C KaMep MPEICTaBISIOT COOOH ayIMOBU3yaIbHbIE
JTAHHBIE, KOTOPBIE JJOKYMEHTHPYIOT BPEMsI U MECTO COOBITHI U MOTYT OBITh BaXKHBI [ UICHTH(HKA-
UM YYaCTHUKOB U OOCTOSATENbCTB.

Jlia sKcrnepToB, paboTAIONMX MO JAHHBIM HAIPaBICHUSAM CYACOHBIX IKCIEPTH3, HEOOXOIMMO
pa3pabaTbIBaTh COOTBETCTBYIOIIME METOANKH SKCIIEPTHOTO UCCIIEA0BaHUS, BKIIIOYAIOIINE B ce0s TeX-
HOJIOTUHU PaOOTHI C HOCUTEISIMU HU(PPOBBIX CIEIOB ISl UX COXPAHHOCTH M IIPUTOAHOCTH C MOCIIEAYIO-
MM UX JIOKa3aTeJIbCTBEHHBIM 3HAUEHUEM B BBIBOJIAX SKCIIEPTHU3.

JU1g HarISIIHOCTH 1TaBalTe MPOBEIEM MOHUTOPUHT POCTa MPECTYIUIEHUH C UCIIOJIb30BAHUEM HH-
(hopMaIIMOHHO-TEIEKOMMYHHUKAIMOHHBIX TexHoJoruil B Kazaxcrane 3a 2022-2023 rr. Mbl yBUANM,
yro B Kazaxcrane Habmonancs 3Ha4UTENbHBIM POCT MPECTYIUIEHUH, CBI3aHHBIX C UCIIOJIb30BAaHUEM
uHPOPMAIIMOHHO-TeIeKOMMYHUKAMOHHBIX TexHojorui (MKT). Cornacno nanaeiM Komwurera mo
MIPABOBOM CTATUCTHKE M CIICIIMATBHBIM yueTaM | eHepanbHoi nmpokyparypsl Pecyonmku Kazaxcran,
B 2022 1. 66110 3apeructpupoBano 13 000 mHTEpHET-TIpEeCTyIUICHHUH [§].

B nepBom nomyroauu 2023 1. KOIMYECTBO TakUX NpectymiieHuit focturio 12 900, yto Ha 46,3%
0oJbllIe 0 CPAaBHEHUIO C aHAJIOrMYHBIM nepuonoM 2022 r., korna Obuto 3adukcupoano 8900 ciy-
yaes [9].

3a nepsble cemb Mecsnes 2023 1. B Kazaxcrane 3apeructpuposano 9000 npectymuieHuil, cBa3an-
HBIX C HHTEPHET- U TeJIe(OHHBIMI MOIICHHUKAMH, U3 KOTOPBIX pacKpbITo Tosbko 2000, 9To cocTas-
aset 22,2% [10].

OTHU aHHBIE CBUAETEILCTBYIOT O 3HAYUTEILHOM YBEJIMYEHUN KOJIMYECTBA MPECTYIUIEHUN C HUC-
nons3oBanreM MKT B Kazaxcrane B 2023 r. no cpaBHenuto ¢ 2022 1., moguepkuBasi HEOOXOAUMOCTh
yCHJIEHUS! Mep TI0 00ecreueHnIo KubepOe30macHOCTH U MOBBIIIEHUIO 3(h()EKTUBHOCTH MPaBOOXPaHH-
TEJBHBIX OPTaHOB B JJAHHOH cdepe.

Ecnm npoBecTu Takoii sxe MmoHuTopuHr 3a 2023 u 2024 rT., TO MBI YBUIUM CJEAYIOIINE JaHHBIC:
B 2023 1. B PecrryOnuke Kazaxcran KOTMIECTBO 3aperUCTPUPOBAHHBIX KHOSPIIPECTYTUICHUH BO3POCIIO
Ha 46,3% 1o cpaBHEHUIO C TpeAbLAYLIIMM rojoM. Toabko B mepBoM nosnyroauu 2023 1. 6110 3apuK-
cupoBaHo okoJio 12 900 Takux mpecTymieHud, Torna Kak 3a aHaJoru4uHblid nepuon 2022 1. ux 4uciio
cocrasisiio 8900 [11]. B 2024 1. TenaeHus K pocTy KubepnpecTymieHuit nponomxuiace. [lo nan-
HBIM PA3JIMYHBIX UCTOYHUKOB, KOJMUECTBO aTaK M MPaBOHAPYIIEHUH, CBI3aHHBIX C KHOEpyTrpo3aMu,
YBEIUYMWIOCH elle Oosiee MHTEHCHBHO, 3aTparnBasi Kak 4acTHbIE KOMIIAHWH, TaK M TOCYAapCTBEHHBIE
opranu3zanuu Kasaxcrana.

PaccmoTpum, kak naHHbIe MPOOIEMbI PELIAIOTCs B MEXIYHAPOJHOM IMpocTpaHCcTBe. Benyiue
cTpanbl mMupa, Takue kak CLIA, BenukoOpuranus u uieHsl EBponeiickoro corosa, yke BHEIPHUIU
COBpPEMEHHBIE METO/Ibl pabOThI ¢ HU(PPOBBIMU JaHHBIMU M pa3paboTaiy CTaHIApThl, PEryIUpYOLIe
UX UCIIOJIb30BaHKE B Cy[I€OHBIX Mpoleccax. 3/1eCh IPUBEIEM KII0UEBBIE PUMEPBI MEKIYHAPOIHOTO
OIbITa U NTOTEHIMAIbHbIE HallpaBiieHus 1 KazaxcraHa.

OmnsiT CHIA: HCKyCCTBEHHBIN MHTEIUIEKT M aBTOMATH3aLUs

B CIIA mupoko NpuMEHSIOTCS TEXHOIOIUU HcKyccTBeHHOro nnrtemekra (M) u aBromarusu-
pPOBaHHBIE CUCTEMBI Ul aHalln3a JokaszarenbeTB. Hampumep, cuctemsl mis ananuza JJHK u 6ammu-
CTHYECKHX JaHHBIX HAa ocHOBe MU MO3BOISIOT COKpaTuTh BpeMsi 00paOOTKU U CHU3UTH BEPOSITHOCTh
yenoBedeckoi omuoku [12]. BaxkHyto posib UTpaeT u aHaau3 HUPPOBBIX CIEI0B: EPENHUCKa, HCTOPUS
MOCEIICHUS CAlTOB, JaHHBIE JOT-(ailIOB — BCE 3TO MOXET UCIIOJIb30BATHCS KaK JI0KA3aTeIbCTBA MPH
paccieoBaHuN KHOepIpeCTYIUICHUH.

OmnbiT CIA moguepkuBaet, 4to ycrnemHas padora ¢ MW tpedyeT kak TexHH4eckoil HHpacTpyk-
TYpBI, TaK U CepTU(ULUUPOBAHHBIX crielnaaucToB. [Ipumenenue nonooubIx Texnonoruii B Kazaxcra-
HE BO3MOKHO MIPU YCIIOBUU Pa3pabdOTKU CTAaHAAPTOB U 0053aTENIbHOM cepTU(HUKAIIUN TTPOTPAMMHOTO
o0ecrieueHus, a TaKke 00yueHHs CIIeIIHATHCTOB.
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EBpomnetickuii coro3: cTanaapThl o HU(POBEIM JOKA3aTeIbCTBAM U PABOBAS JOIYCTUMOCTb

B EBpomneiickom coroze 0coboe BHUMaHHE yAeIsIeTcs CTaHIapTH3aUK U TOIyCTUMOCTH I (po-
BBIX JIoKa3arenbeTB. Jupektusa 2016/679 (GDPR) perynupyer 3amuTy JaHHBIX U TPeOyeT CTPOroro
coOofIeHHst CTaHAapTOB MpH padoTe ¢ UuppoBbIMU Joka3areabcTBamH [ 13]. Permamentsl EBpomnona
u EBporocta obecnieunBaroT eMHbIE IPOTOKOJBI Ul TPAHCTPAHUYHBIX paccie/l0BaHU, YTO BaXKHO
1utst B3aumogeiicteus ctpan EC B 6opnbe ¢ KubeprnpecTymHOCTBIO.

KazaxcTan MOXXET MCTIOJIB30BaTh 3TOT OMBIT JJIsl CO3JaHMUS €IUHOTO 3aKOHOAATENILCTBA, PETyIH-
pytoriero mudpoBbie JOKA3aTeIbCTBA, YTOOBI 00ECIICUNTh UX MPABOBYIO JOMYCTHMOCTD B Cy/aX. ITO
TaK)Ke BOKHO JJISl HHTETPALU B MEKAYHAPOIHOE COOOIIECTBO U OOMEHA JaHHBIMHU 110 KHOepIpecTy-
IUICHUSIM C IPYTHMU CTPaHaMHU.

BenukoOpuranus: eHTpaau30BaHHbIe HUPPOBBIE MIAaT(HOPMBI ISl XpaHEHUS J0Ka3aTeIbCTB.

BenukoOpuranust paspaborana miardopmy Digital Evidence Vault, kotopast cnyXuT eIuHBIM
XpaHWIUIIEM IU(PPOBBIX J0KA3aTeIbCTB M MO3BOJSCT MONUIEHCKUM M CyJeOHBIM 3KCIepTaMm 0e3-
OTIaCHO 3arpy’karh, XPaHUTh U YIPABIATH JIOKA3aTEIbCTBAMU. JTa IIEHTPATU30BaHHAas cucTeMa ooe-
CIIEYMBACT COXPAHHOCTH JIAHHBIX, CHIDKAET BEPOSTHOCTh UX YTPAThI M YIIPOIIAET AOCTYI K HUM JIJIs
YYaCTHHUKOB paccienoBanus [ 14].

Jna Kazaxcrana co3nanue nogo0HOH miat¢opMbl MOTJIO OBl TIOMOYb CTPYKTYpPUPOBATh U 3aIIlH-
TUTH IIU(POBBIE JOKA3aTEIbCTBA, CHU3UTH 3aTpaThl HA 00pabOTKy JaHHBIX U oOecneunTs Ooiee 3¢-
(eKTHBHOE B3aMMOJICHCTBHE MEX/Y BEOMCTBAMH. Ba)KHBIM I1aroM mpu 3TOM sBISIETCS pa3paboTKa
CTaHIApTOB 0€30MAaCHOCTH M MIH(PPOBAHUS TAHHBIX.

Asctpanus: HarmoHanpHbIN LEHTp KnOepOe30macHOCTH.

ABcrpanus BHeapuia HamuonanbHbI HEeHTp KuOepOe30MacHOCTH, KOTOPBI 3aHUMAaeTcs Kak
KOOpIUHAIMeH KnbepaHanusa, Tak 1 oOydeHueM crienuanuctoB [15]. Llentp pa3pabarbiBaeT HOBBIE
METOJIMKH JIUIsl aHAJIM3a KHOepyrpo3 M ucclenyeT LU(poBbIe JTaHHbIE, a TAKKE B3aUMOJIEHCTBYET C
MIPaBOOXPAHNUTEILHBIMU OpPraHAMHU.

Kazaxcrany Obu10 OBI TOJIE3HO CO3/1aTh AHATIOTUYHBIN IIEHTP, KOTOPBIH Obl KOOPAMHUPOBAI AEs-
TEJIBHOCTD 10 KNOepOe30MmacHOCTH U CyeOHOM dKcniepTH3e B IU(PoBOil chepe. ITO MO3BOIUT 00b-
€IMHUTh YCUJIUS TIPAaBOOXPAHUTENBHBIX OPIraHOB U MOBBICUTH TOTOBHOCTh KMOEPIKCIIEPTOB K paboTe
C HOBBIMH YIpO3aMH.

B uncie obumx pexkoMeHJanuii 1Mo y4deTy BBIIIEYKAa3aHHOTO MEXIyHAapOIHOTO OIBITa MOXHO
00001IUTH 10 CIEMYIOIETO:

1. Co3nanue npaBoBoii 6a3bl. Kazaxcrany HeoOXomumo pa3paboTaTh eHMHOE 3aKOHOIATEIbCTBO
1o UQPOBBIM JIOKa3aTeIbCTBAM, BKIIOUAs MpaBUiia UX cOOpa, XpaHEHHs U JOMYCTHMOCTH B CyJIe.
[Tpu sTOM MOx’HO opueHTHpOoBaThcs Ha cranaptel EC u CLIA.

2. BHempenue cepTudukanuu mporpaMmMHOro obdecriedueHus. YToObl 00ecieunTh HaJICKHOCTh
UCTIOJIb3yEeMBIX TeXHOIOorui, Kazaxctany ciemyer BBeCTH 0053aTENIbHYIO CepTUHUKAIMIO IPOTPaMM
JUIs CyIeOHOM AKCTIEPTU3bI. ITO TIOBBICUT JIOBEPHE K PE3yabTaTaM IUPPOBBIX IKCIIEPTHU3.

3. Uenrpanuzanus xpaneHus naHHbix. Co3nanue eqUHON HAMOHAIBHOM MIaTOpMBI AT Xpa-
HEHHS UPPOBBIX JOKA3aTEIBCTB MOKET OOJIETYUTh JOCTYII K JAHHBIM, TIOBBICUTh MX 3aIIUTY U CHU-
3UTh 3aTparhbl HA UX 00paboTKy. OnbIT BennkoOpuTaHNK MOKa3bIBAET, UTO TaKHE MIaT(GOPMbI O3BO-
Ts110T 3D (PEKTUBHO YIIPaABIATH J0KA3aTCIbCTBAMH.

4. TlomroroBka kaapoB U oOyueHue. BaxHo paspaborarh 06pa3oBaTebHbIE IPOrPAMMBI IO KH-
0ep0e30macHOCTH U Cy[IeOHOM KCIIepPTH3e IS MOATOTOBKH CIIEITHAIMCTOB, CIOCOOHBIX paboTarh ¢
UPPOBBIMH JT0Ka3aTeNbCTBAMU. COBMECTHBIE MTPOEKTHI C MEXTYHAPOIHBIMU OPTraHU3ALUSIMHI MOTIIN
OBl YCHJIUTH KQU€CTBO TTOATOTOBKH KaJIPOB.

5. MexnyHapoqHO€ COTPYIHUYECTBO U OOMeH AaHHbIMU. [loanucanue corameHuii 0 Mexay-
HapOIHOM OOMeHe ITU(PPOBLIMH JOKA3aTEeILCTBAMH U IPU3HAHUE IKCTIEPTHU3, MPOBEICHHBIX B IPYTHX
CTpaHax, no3BonsAT Kazaxcrany MHTErpupoBaThCs B MUPOBOE cO001IeCTBO U Oonee 3¢hdhekTuBHO 60-
POTBCS C KHOEPTIPECTYIMHOCTHIO.

MOXHO CKa3aTh, 4TO MEXKYHAPOTHBIN OMBIT MMOKA3bIBAET, YTO HU(POBU3AIHS CYIeOHO-IKCTIEPT-
HOU JIeSITENFHOCTH TPEeOyeT He TOJIBKO TEXHOJOTHYECKUX MHHOBALMH, HO M TIIyOOKMX M3MEHEHUH B
MPpaBOBOI 6a3e U cucTemMe NOAr0TOBKHU KaJipoB. KazaxcTaHy 1Mosie3HO yUUTHIBATh YCIEIIHbIE TIPUMEPHI
CIIIA, EC, BenukoOputanun ¥ ABCTpaiuu, 4TOObI CO37aTh YCTOHYMBYIO U 3(PPEKTUBHYIO CUCTEMY
UQPOoBOH CyaeOHOM SKCIEPTH3bI, CIIOCOOHYIO CIIPABIATHCS ¢ HOBBIMU BBI30BaMH IIU(PPOBOTrO MUPA.
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3aKJ/oueHue

VYyuThIBas BhIIIECKA3aHHOE, MOKHO BBIACTUTH CIEAYIONINE BaKHbIE ACIIEKTHI M0 U(PPOBU3ALINN
CyneOHO-IKCTIepTHOH aearenbHocTH B PK:

1. Pa3paborarh HOBBIN BUJ KPUMHHATUCTHYECKOTO YUCHUS, TIO UCCIIEIOBAHUIO KOMITBIOTEPHBIX
CPEIICTB U CUCTEM, I7ie OyZeT coOpaHa KpUMHUHAIMCTHYECKast Te(pruHATINS TU(DPOBBIX CIIEIOB, UX BUIBI
U CIIOCOOBI COOMpaHusI.

2. B cyneOHOI 3KcrepTosioruu pa3padboTarbh HOBYIO YaCTHYIO TEOPHUIO — TEOPUIO HU(PPOBU3ALIUN
CyZ1leOHO-IKCTIEPTHON JIEATEIBHOCTH, KOTOpasi Hapsiy C APYTUMH TEOpPHUSAMH (CyleOHO-dKCIIEPTHOM
UACHTU(UKALINY, CyNeOHO-IKCTIEPTHON TUArHOCTHKHU W Jp.) uMena Obl OOIIMiA XapakTep i BCeX
POIIOB M BUJIOB CyAE€OHBIX HKCHEPTHU3, TJEe MPEAMETOM JaHHOW TEOPHH SIBISIOTCS 3aKOHOMEPHOCTH
CyZ1eOHO-IKCTIEPTHOTO MCCIEeIOBaHUS IM(PPOBBIX CIEA0B, 0OPA3YyIONIUXCS BCIEICTBHE BO3HHUKHOBE-
HUSI, IBIKCHUSI M TpeoO0pa3oBaHMsl KOMIBIOTEPHOW MH(OpMaIMK, UMEIOIIee J10Ka3aTeIbCTBEHHOE
WA PO3bICKHOE 3HAYEHHE B YTOJIOBHOM, I'PaX/1aHCKOM, aIMUHHCTPATUBHOM CY/I0IPOM3BOJICTBE, @ €r0
o0bekTamMu — HU(POBBIE CEbl U KOMIBIOTEPHBIE CPEACTBA U CUCTEMBI KaK HOCUTENIN PO3BICKHON U
JI0Ka3aTeabHO 3HAaYMMOM nHpopMaluu.

3. VYcoBepiieHCTBOBaHHE METOMOJIOTUIECKUX Pa3pabOTOK, METOAOB M CPEJICTB C YYETOM KOMII-
JIEKCHPOBaHMSA U(PPOBBIX CIEAOB IO PA3TMYHBIM POAAM U BHIAM CyIE€OHBIX KCIIEPTH3.

4. Yaudukauus 1 HOpMaTUBHAsS perfiaMeHTaIHsI UPPOBBIX 0a3 C BOZMOKHOCTBIO UX HCIIOIB30-
BaHUs Kak B Kazaxcrane, Tak 1 Ha MEXIyHapOJHOM ypOBHE.

5. Pa3zpabotka u ucnonb30BaHUs CIIPaBOYHO-MHPOpMAUOHHBIX Goua0B (CUD)1, ocHOBaHHBIX
Ha HU(POBBIX TEXHOJOTHUSIX, 1 HOPMATUBHOE PETYIMPOBAHME MX KaK rOCYJapCTBEHHBIMHU, TaK U He-
TOCYIapCTBEHHBIMU CY/IOHO-IKCTIEPTHBIMH YUPEKICHUSIMH, B T.4. U HA MEKTYHAPOIHOM YPOBHE.

6. Pa3zpabotka coBpemeHHOTO nporpaMMmHoro obecnederus (I10), KoTopoe mo3BOIUT OCYyIIeCT-
BJIATH XpaHEHHEe, 00pabOTKy pe3yabTaToOB UCCIICAOBAaHUN U OOMEH JTaHHBIMH C HEOTPaHHYEHHBIM KpPY-
T'OM I0JIb30BaTeIel B AKCIIEPTHOM COOOLIECTBE, B T.4. U HA MEXKAYHAPOIHOM YPOBHE.

7. Hudporuzanus chep cyneOHO-IKCIEPTHON U KPUMHUHATUCTHICCKONW OTpaciiell ¢ 1ebio 00b-
enunenus ux B equHbie AUTIC (aBromatn3upoBaHHbIE HHPOPMALIMOHHO-TIOMCKOBBIE CUCTEMBI) JIJIs
HanOosee 3¢ dexruBHOrO yuera mudpossix cienoB (AUIIC KpUMHUHAIHCTHYECKOTO U CylneOHO-3KC-
MEePTHOTO HA3HAYECHUS).
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KA3AKCTAH/JIA 'KOHE DJIEMJIE COT CAPAIITAMACBIHJIA
A®PIBIK TEXHOJIOTUSJIAPIBI KOJJIAHY:
MEPCHEKTUBAJIAP MEH CBIH-KATEPJIEP

AnjiaTna

Anam eMipiHiH OapibIK callachlH KAMTBIFAH KAIMBI MU(PIaHABIPY KBUIMBICTBIK, a3aMaTTHIK KOHE OKIMIILTIK
icTep OOMBIHINIA TONEIEPl KUHAY JKOHE 3epTTey YAepicTepiHe, ocipece KPIMHUHAINCTHKA KOHE COT-CaparTaMallbIK
KbI3MET cajiajapblHa apHalbl FEUTBIME OUTIMIIEp/l KOJIaHy apKbUIbl eHTi3iy/e. byl Makaiazia KOMITbIOTEpITiK KbLI-
MBICTAP/IbIH TYPJIEP] KoHE OJlap/bIH KOpiHiC TabaThIH cajiajapbl, COHBIMEH Karap jKaHa JdJel TYpi — «IH(pIbIKy»
JIoTIeNiep, aran aiTKaHa, «uu@pIbIK i31iH» naiaa 0omysl KapacThlpbuiaabl. Makanana nugpiblK i31ep MeH onap-
JIBIH TachIMallaylbliapAblH Kareropusiapsl Taiganaasl. Connail-ak, makanana Kazakcranga 2022-2023, 2023—
2024 >xpugap apanblFbIHAA AKIApaTTHIK-KOMMYHHUKALMSUIBIK TEXHOIOTHSIIApAbl MaliaadaHy apKbUIbl jKacaslFaH
KBUIMBICTAP/IbIH ©CYiHE MOHUTOPHHT JKYPTi3Liil, MyH/AAH KbUIMBICTAPABIH JKbUIJAH-KbIIIFA apTHII KeJle )KaTKaHbIH
KOPCETETIH HAKThI MAJIiIMETTep KenTipinreH. KnoepKbuiMbICTap/IbIH CaHBIHBIH KOOCIO1H, OIapIblH KapKbIH/IbI 6CYiH,
KaHa «U@PIBIKY AQJICIACp TYpIepiHiH maiiga OoyblH €CKepe OTBIPHIN, MaKasiajga KOMIBIOTEPIIIK Kypajaaap MEH
JKyHenepi 3epTTeyre apHaiFaH HaKThl [apanap ycbiHbUIaabl. OHpa nupPIbIK 134epiiH KPUMHUHAIHCTHKAIBIK
AHBIKTaMachl, OJIAPABIH TYpJIEpI MEH XHWHAy ojicTepi, HUQpPIbIK Oazamapapl KazakcTanma jkoHE XallbIKapalblK
JICHTeiie KoJNIaHnyFa MYMKIHIIK OepeTiH HOPMAaTHBTIK peTTey koHe OipizmeHmipy yceiHbIIanel. COHBIMEH KaTap,
nupIBIK i3Aepai THIMI ecernKe ary MaKCaThIH/IA COT-CapanTaMalbIK JKOHe KPIMUHAIUCTHKAIBIK canagapabl udp-
JaHABIPY/IbI, onappl OipbiaFail AI3YK (ABToMaTTaHABIPHUIFAH aKIapaTThIK-13/ey JKyiienepi) xyiieciHe OipikTipy mia-
panapsl YChIHBUIA B! (KPUMUHATUCTUKAIBIK XKOHE COT-capanTaMalblK MakcarTarsl AI3XK).
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USE OF DIGITAL TECHNOLOGIES IN FORENSIC
EXPERTISE IN KAZAKHSTAN AND WORLDWIDE:
PROSPECTS AND CHALLENGES

Abstract
The widespread digitalization that has encompassed all spheres of human life is also being integrated into the
processes of gathering and examining evidence in criminal, civil, and administrative cases using specialized scientific
knowledge, particularly in the fields of forensics and forensic expertise. This article explores types of computer
crimes and their spheres of occurrence, as well as the emergence of a new type of evidence — “digital” evidence,
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specifically the “digital” trace. The article examines categories of digital traces and their carriers. It also includes a
monitoring of the increase in crimes involving information and telecommunication technologies in Kazakhstan for
2022-2023 and 2023-2024, clearly presenting figures that indicate a growing trend in these types of crimes year by
year. Given the increase in cybercrime and its rapid growth, along with the emergence of new types of evidence —
“digital” evidence — the article proposes specific measures for investigating computer devices and systems, where
a forensic definition of digital traces, their types, and methods of collection are outlined, along with the unification
and regulatory standardization of digital databases for potential use in Kazakhstan and internationally. Additionally,
measures are proposed for the digitalization of forensic and investigative fields, aiming to integrate them into unified
AIPS (Automated Information Retrieval Systems) for the most effective tracking of digital traces (AIPS for forensic
and forensic expert purposes).

Key words: digitalization, Forensic expert activity, Computer technology, Cybercrime, Computer crime,
Phishing, Digital evidence.
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THE DEVELOPMENT OF A LEGAL FRAMEWORK
FOR DATA SECURITY COOPERATION WITHIN
THE SHANGHAI COOPERATION ORGANIZATION

Abstract

With the Shanghai Cooperation Organization’s (SCO) progressive enlargement, its geographic scope extends from
Central Asia to South Asia and adjacent regions. This broadening highlights the necessity of developing a standardized
data governance architecture as the cornerstone for digital economic advancement within the SCO framework. The
current landscape, characterized by heterogeneous regulatory approaches among member nations and insufficient
multilateral coordination mechanisms, necessitates urgent institutional innovation. Three foundational pillars emerge
for establishing this cooperative regime: Formulating cross-border data governance protocols; Creating multi-tiered
legislative coordination structures; Implementing comprehensive collaborative security standards. Given China’s
prominent role in digital transformation, it should proactively advance its strategic blueprint through multilateral
platforms, proposing innovative solutions in SCO negotiations while fostering collective security paradigms that
benefit all stakeholders.

Key words: SCO, data security cooperation, data hegemony, digital economy, International Organizations.
Introduction

Between its establishment in 2001 and 2020, the Shanghai Cooperation Organization (SCO)
member states witnessed a more than tenfold increase in collective GDP and a near ninefold rise in
merchandise trade volumes, demonstrating the bloc’s growing geopolitical and economic clout on the
world stage [1]. Over the past twenty years, the Shanghai Cooperation Organization (SCO) member
states have implemented multidimensional collaboration spanning security, economic integration,
political coordination, social development, and cultural exchange. This cooperation has demonstrated
progressive expansion in operational breadth, standardization of procedures, institutionalized
openness, and mechanism optimization. Evolving from its original informal consultative format,
the SCO has systematically developed summit mechanisms, refined organizational architecture, and
codified cooperative legal frameworks. As stipulated in the SCO Charter, its institutional configuration
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incorporates multiple permanent bodies and specialized agencies. Functioning as a multilateral
regional entity, the legal cooperation framework constitutes an essential operational foundation for
the organization’s sustainable development.

The SCO’s cooperative paradigm has undergone significant evolution in both substantive domains
and implementation modalities. Notably, the digital economy has emerged as a critical frontier,
where data security challenges — including unauthorized access vulnerabilities and transnational
data transmission risks — have become prioritized agenda items. This necessitates the formulation
of adaptive regulatory frameworks to govern data security within big data ecosystems. Given the
deep integration of digital technologies across economic, social, and governance systems, the SCO
currently faces critical institutional gaps in coordinating data security governance across member
states [2].

Current assessments reveal that only select member states — notably China, Russia, and India —
possess requisite technical infrastructure and legislative frameworks for comprehensive data security
management. The majority demonstrate insufficient legal capacities to address contemporary data
security challenges, creating pressing demands for regulatory harmonization. An effective SCO data
security cooperation architecture should integrate four core components: organizational coordination
platforms, sector-specific regulatory agreements, mutual recognition protocols for security measures,
and transnational dispute resolution mechanisms. Compared with domestic data governance systems,
SCO-level cooperation inherently involves greater complexity, requiring dynamic equilibrium between
regulatory harmonization and national sovereignty considerations.

Materials and methods

The envisioned legal framework for SCO data security cooperation must fulfill dual functions: first,
supporting member states in developing context-specific national data protection systems pursuing the
dual objectives of “robust data safeguarding” and “value-driven data utilization”; second, establishing
interoperable mechanisms for cross-border sharing and mutual benefit realization of data resources.
The relativity theory of security posits that data security constitutes the necessary foundation for
advancing members’ digital economies rather than representing the terminal objective of international
collaboration [2]. Consequently, the SCO should eschew absolutist conceptions of data security, instead
cultivating legal mechanisms that balance security imperatives with data accessibility requirements.

This legal architecture must demonstrate dynamic adaptability to ensure sustainable evolution.
Conventional challenges such as data breaches and integrity violations — manifesting as static security
risks — can be addressed through established legal instruments. However, the SCO framework requires
proactive regulatory architecture capable of anticipating emerging technological paradigms, thereby
maintaining relevance in the face of rapid digital transformation. Such forward-looking design
principles will ensure the mechanism’s continued effectiveness as both a governance tool and an
enabler of regional digital integration.

Results and discussion

The digital economy has emerged as a pivotal arena in global developmental competition. SCO
member states have strategically integrated digital economic growth into their national agendas,
recognizing that a robust legal framework for data security cooperation serves as both a foundational
safeguard for intra-bloc digital integration and a critical enabler of external competitiveness. The
institutionalization of such mechanisms has become indispensable to SCO digital collaboration,
with multilateral participation in their construction being vital for ensuring internal data governance
efficacy and enhancing collective bargaining power in the global digital economy.

1 Jurisdictional Heterogeneity in Data Security Regulations

SCO member states universally acknowledge the strategic significance of data resources, having
elevated data security governance to matters of “national security” and “competitive advantage”.
Nevertheless, substantive divergences persist in their regulatory architectures.

1.1 Asymmetric Digital Infrastructure Development

First, digital infrastructure distribution within the SCO exhibits pronounced imbalance. Mobile
connectivity dominates user engagement, while platform ecosystems remain predominantly controlled
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by U.S. entities. Regional internet penetration stands at 40%, with 76% of users accessing services via
mobile devices. Over 60% frequent international social platforms (e.g., Facebook, Twitter, WhatsApp)
alongside domestic alternatives. Huawei’s 2019 Digital Economy Index categorizes China, Russia,
and Kazakhstan as digital acceleration economies, contrasting with India and Pakistan’s status as
emerging digital markets [3].

Second, digital economic maturity demonstrates marked stratification:

Tier 1 (Medium-High): China

Tier 2 (Medium): India, Russia, Kazakhstan, Pakistan

Tier 3 (Medium-Low): Uzbekistan, Kyrgyzstan, Tajikistan

Notably, Uzbekistan has prioritized bandwidth enhancement and infrastructure investment,
whereas Tajikistan confronts acute connectivity challenges—70% of its mountainous population lacks
broadband access, with only 35% utilizing mobile internet [3].

Third, regulatory sophistication remains uneven. Excluding China, India, and Russia, most SCO
members exhibit underdeveloped digital governance frameworks, particularly regarding data security
legislation.

1.2 Divergent National Regulatory Paradigms

Member states have formulated distinct data security strategies reflecting domestic priorities:

China: Champions comprehensive modernization, emphasizing digital sovereignty, citizen data
rights, and global governance reform.

India: Focuses on technological innovation and supervisory mechanisms for public-private sectors.

Russia: Legislates holistic protections spanning national security, economic data, and military
intelligence.

Kazakhstan: Develops threat-responsive legal frameworks with emergency protocols.

Pakistan: Combats cyber intrusions through standardized governance frameworks.

Kyrgyzstan (2019-2023): Phased implementation of anti-espionage measures and societal risk
mitigation.

Tajikistan: Prioritizes transparent personal data governance across lifecycle stages.

Uzbekistan: Implements institutional capacity-building and cybersecurity education integration.

2 Institutional Deficiencies in SCO Data Security Cooperation

Despite consensus on data security’s strategic importance, the SCO lacks cohesive regulatory
architecture, resulting in fragmented governance, conflicting national agendas, and inadequate
implementation frameworks. This institutional void complicates multilateral coordination,
underscoring the urgency of mechanism development.

2.1 Global Regulatory Fragmentation

The absence of SCO coordination mirrors broader international discord. Developed economies
exhibit stark policy contrasts — exemplified by U.S.-EU disputes over data flow governance. While
agreements like the Digital Economy Partnership Agreement (DEPA) provide detailed provisions,
multilateral frameworks (e.g., WTO services trade rules) remain underdeveloped [7].

Data localization measures, which have proliferated globally (post-2017 increase exceeding
100%), often hinder cross-border flows without enhancing protection. SCO members face compounded
challenges from conflicting bilateral agreements and eroding global consensus, stifling both regulatory
harmonization and digital economic growth [4].

2.2 Hegemonic Data Governance Practices

Digital power asymmetries, particularly U.S. data dominance, manifest through three mechanisms:

Surveillance Overreach: Extraterritorial jurisdiction justified under national security pretexts [5].

Politicized Standards: Ideological framing of data security norms [6].

Economic Coercion: Strategic control over global data flows to maintain traditional power
structures.

These practices undermine multilateral cooperation and necessitate SCO countermeasures through
institutionalized collaboration.

2.3 Structural Weaknesses in SCO Governance

Current cooperation remains largely declaratory, characterized by:

Absence of Binding Instruments: No dedicated legal framework for enforcement.

Platform Deficiencies: Initiatives lack operational implementation mechanisms.

Shallow Cooperation Depth: Lagging behind mature systems (e.g., U.S.-EU frameworks).
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Geopolitical Complexity: U.S.-led data hegemony complicates threat responses.

The convergence of these challenges underscores the imperative for the SCO to develop adaptive
legal frameworks that reconcile sovereignty concerns with collective security requirements, ensuring
sustainable digital economic advancement.

Conclusion

Data security cooperation constitutes the institutional cornerstone for advancing the digital
economy within the Shanghai Cooperation Organization (SCO). Establishing a multilateral legal
mechanism for data security governance represents an urgent priority for the bloc’s sustainable
development.

1 Foundational Principles of the SCO Data Security Legal Architecture

Principle of Data Sovereignty: As the bedrock principle, data sovereignty recognizes data security
as a strategic asset intrinsically linked to national security and societal stability. This encompasses
dual dimensions: domestic regulatory autonomy and international collaborative governance [3].

Principle of Secure Development Synergy: Digital economic advancement must synchronize with
robust data protection frameworks, safeguarding national, corporate, and individual data integrity to
ensure sustainable growth.

Principle of Equitable Collaboration: Member states shall pursue reciprocal benefits through
egalitarian cooperation, prioritizing collective progress over unilateral advantages.

Principle of Consultative Governance: Building upon the 2009 Agreement on International
Information Security Cooperation, this principle emphasizes institutionalized dialogue to construct
adaptable legal frameworks aligned with multilateral needs [7].

2 Structural Framework for SCO Data Security Governance

Mutually Beneficial Governance Paradigm: Rejecting unilateralism and hegemonic practices, this
paradigm advocates data sovereignty preservation and equitable legal system development.

Institutionalized Cooperation Platforms: Establish specialized committees (e.g., Data Security
Oversight Commission with subcommittees for Trade, Intellectual Property, and Investment) to
facilitate regulatory harmonization, cross-border enforcement, and capacity-building initiatives [3, 7].

Digital Supply Chain Security Regime: Implement standardized protocols for digital product/
service supply chains to mitigate operational risks and ensure ecosystem stability.

Personal Data Protection Mechanisms: Leverage technological safeguards and legislative
measures to prevent unauthorized data access/modification, thereby protecting citizen privacy rights
across member states.

3 Implementation Pathways for Legal System Development

Legal Interoperability Enhancement: Align SCO frameworks with national legislations such as
China’s Cybersecurity Law and Russia-Kazakhstan digital economy strategies to ensure regulatory
coherence [8].

Institutionalized Collaborative Governance: Formalize cooperation through a Data Security
Charter articulating operational principles and decision-making protocols [9].

Dispute Resolution Adjudicative Framework: Establish specialized arbitration bodies employing
consultative mediation and binding arbitration to resolve cross-jurisdictional data conflicts [9].

4 China’s Strategic Leadership Initiatives

Multilateral Rule-Based Engagement: Advocate UN/WTO-aligned reforms in global data
governance, prioritizing bilateral/regional agreement networks that respect data sovereignty.

Negotiation Platform Optimization: Leverage instruments like the Global Data Security Initiative
to strengthen SCO legal coordination mechanisms [10].

Shared Security Community Building: Promote a cooperative paradigm balancing data rights
equality, sovereignty protection, and developmental synergy, offering China’s institutional innovation
model for SCO digital integration [11].

In the era of digital transformation, data security governance has emerged as a pivotal domain of
international strategic competition. As both a leading digital economy and SCO stakeholder, China
bears responsibility for spearheading standardized cooperation frameworks, contributing its normative
governance wisdom to shape the SCO’s data security architectural design. Through proactive
mechanism innovation and multilateral consensus-building, China can catalyze the evolution of
equitable, future-oriented data governance regimes within the Eurasian digital landscape.
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INOCTPOEHHE ITPABOBOI'O MEXAHU3MA COTPYJHUYECTBA
B OBJIACTH BE3OITACHOCTH JAHHBIX IAHXAUCKOH
OPITAHU3ALINUU COTPYJHUYECTBA

AHHOTALUA
B cBa3u ¢ moctenenHsM pactmpenneM llanxatickoit opranmzamun cotpyaandectsa (IHOC) ee reorpadu-
4eCKHid 0XBaT pacrnpocTpanuics oT LlenTpanbHoit Azun mo FOxHONW A3UM M TIPHUJIETAIOMNAX PETHOHOB. JTO pac-
HIMpEeHHe MOAYEPKUBACT HEOOXOMUMOCTh pa3pabOTKU CTaHAAPTU3UPOBAHHOM apXUTEKTYPhl YIIPABICHUS JaHHBIMU,
SIBJISIOIICHCSI KpAaeyroJIbHBIM KaMHEM IH(POBOTO SKOHOMHYECKOTo pa3BuTws B pamkax LLIOC. HeiHemnsis curyarus,
XapaKTEpU3YIOIIAsCs TeTEPOreHHBIMHU PETYIISTOPHBIMH HOIX0AAMH CPE/IN TOCY/IapCTB-4JICHOB M HEJIOCTATOYHOCTHIO
MHOTOCTOPOHHUX KOOPMHAIIMOHHBIX MEXaHU3MOB, TPEOYET CPOUYHBIX MHCTUTYIIMOHAIBLHBIX WHHOBAIMN. Bbimers-
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FOTCSI TPH OCHOBHBIC OIOPBI JIJISI CO3/IaHUS JAHHOTO KOOIICPATUBHOIO PEKHUMA: pa3paboTKa TPAHCIPAaHUUHBIX IMIPO-
TOKOJIOB YIIPABIICHUS TaHHBIME, CO3IaHUEC MHOTOYPOBHEBBIX CTPYKTYP 3aKOHOIATEIHHON KOOPIUHAIINN; BHEIPCHUC
KOMILJICKCHBIX CTaHapTOB COBMECTHOM 0e30MacHOCTH. YUuThIBasi BHIHYIO posib Kutas B mudpoBoii Tpanchopma-
LM, OH JIOJDKEH aKTHBHO IMPOJBHUraTh CBOIO CTPATETHUYECKYIO KOHIICTIIIMIO Yepe3 MHOTOCTOPOHHHE IIaT(OpPMBbI,
npensiaras HHHOBAIMOHHBIE pelieHus B pamkax rneperopopos [IIOC u cmoco6cTBys (hOpMUPOBAHNIO KOJUIEKTHBHBIX
napagurm 6e3OHaCHOCTI/I, MMPUHOCAIIUX BBITOAY BCEM 3aUHTCPECOBAHHBIM CTOPOHAM.

KiroueBrblie ciioBa: U_IOC, COTPpYAHUYIECCTBO B obmacTu 0€30IaCHOCTH JaHHBIX, TCTCMOHUSA JaHHBIX, HI/I(I)pOBaﬂ
9KOHOMUKaA, MCIKAYHAPOAHBbIC OpraHn3aluvu.
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INAHXA# BIHTBIMAKTACTBIK YABIMbI IEPEKTEP
KAYIICI3AITT BOUBIHIIA BIHTBIMAKTACTBIKTBIH
KYKBIKTBIK MEXAHU3MIH KYPY

AHHOTAIUA

[lanxaii piHTBIMAKTacThIK YHBIMBIHBIH (ILIBIY) Oiprinzen KeHEOIMEH OHBIH TeorpaUsbK ayKbIMbI
Opraneik Asusgan OHTYCTIK A3WsiFa )KOHE OFaH JKaKbIH aiiMakTapra neiin co3bputansl. Ockl keHeto LIIbIY asceiama
U (PIBIK YKOHOMUKAJIBIK JAMYJIBIH HET131 peTiHAe CTaHAAPTTAIFaH JepeKTepal Oackapy apXUTEKTypachlH KYpPY/IbIH
KaXKCTTUTITH aifKpIHAal 61 MyIIIe MeMIIEKeTTEePIiH dPTYPIIi pETTeY TICLIAepl MEH KETKITIKCi3 KOIDKaKTH YHIeCTIpy
MEXaHM3MJIEpIMEH CHMATTANAThIH Ka3ipri JKaraaid MIYFbUT WHCTUTYIHOHAIIBIK KaHAPTYIapabl Tanan eredi. Ockl
BIHTBIMAKTACTHIK PEKUMIH OpPHATY VIINIH YII HETi3ri OaraH aHBIKTAJIBL: IIeKapaiap apaiblK JICPEKTepai Oackapy
MIPOTOKOJIIAPBIH 31pJiey; KOIJCHI eI 3aHHAMAJIBIK YIIeCTIpy KYPBUIBIMAAPBIH KYpPY; KEHICH/I BIHTBIMAKTaCThIK
Kayilci3iK CTaHmapTTapblH eHridy. KeitailnslH mudpibslk TpanchopMalmsaarsl aiikbIH PeIliH eCKepe OTHIPHII,
OJ1 KOIDKAKThl IuTaT(opmanap apKelIbl ©3 CTPATETHSIIBIK JKOCTAPhIH OeiceHal Typie aiFa XbUDKbBITHI, [IBbIY
KeTicco3epiHae MHHOBALMSUIIBIK IICITIMACPAl YCHIHYHI JKOHE OapibIK MYICTI TapamTapra Mmaia OKeNleTiH OpTak
Kayirnci3aik mapagurManapbiH KAJIbIITACTBIPYBI KaXKeT.

Tipek co3nep: LIbI¥, nepekrep Kayincizuiri OOMBIHIIA BIHTBIMAKTACTBIK, JEPEKTEP TEreMOHMSCHI, IUPPIIBIK
HKOHOMHKA, XaJIbIKapaJIbIK YHBIM/IAP.
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Marepuaisl IPUHIMAIOTCS Ha Ka3aXCKOM, PyCCKOM M aHTIMHACKOM SI3BIKaxX depe3 OpHUINaIbHbIA CalT KypHaia
(https://ejcrpp.turan-edu.kz/jour/index), B K0OTOpoM HMeeTCs MOIpOOHAs MHCTPYKUHUSA Ui aBTOPOB O IpOIecce
MIOJAYH CTATeH, a Takke 00 oriare myOIuKaIum.

Texct crarbu momkeH ObITh HAOpaH B WINWORD XP wiu *. RTF (Reach text format). [llpudt Times New
Roman, xerns 14, TeKCT n0keH OBITH HAOpaH yepe3 OJMH HHTEPBA U He MPeBbImaTh 12 cTpaHuIl.

B neBoii Bepxueit yactu nucra neyaraercs MPHTHU, YK u JEL.

Jlanee B paBoii BepXHEH YaCTH JINCTA [IEYATAIOTCS Ha TPEX SI3bIKAX (Ka3aXCKOM, PyCCKOM M aHIIIUHCKOM) (haMumust
W WHUIMAJIBI aBTOPa, MECTO paboThl, ydeHasl CTENICHb M 3BaHHE, Ha3BaHUE CTPaHBl U TOpoja, e-mail; eciam aBTopoB
HECKOJIBKO — YKa3aTh OCHOBHOTO aBTOpa CTaThbu (3HaAKoM™). B cepequHe IHCTa MPONMCHBIMU OyKBaMH II€YATAIOTCS
Ha3BaHHe MaTepHaa, fanee — KJa4yeBble ¢10Ba (5—7 cloB, B TOM 4HCiie He 6oJiee IBYX CJIOBOCOYETAHH) Ha TPEX
A3BIKaX. 3aTeM HJAET TEKCT, KOTOPBIN CIeqyeT IedyaraTh 0e3 MepeHocoB, COOMonas CIEAyIONe pa3Mepsl MOJeit:
neBoe — 30 MM, mpaBoe — 10 MM, BepxHee — 15 mm, HIDKHee — 20 MM. AO3aIHBIN OTCTYIT HAYWHACTCS C TPETHETO
3HaKa. @opMysIel HAOKUPATh TOIBKO B MPIIIOKEHNH — peaakTop ¢opmya (Microsoft Equation). Tadauubl, pucyHkn
U cXeMbI ITeJaTaroTcs 06e3 3aJIUBOK.

B TekcTe B KBaJpaTHBIX CKOOKAX JArOTCSA CCHUIKM HA HWCIOJIB30BAHHYIO JUTEPATYpPY, CIHMCOK JUTEPaTypPhl
TeyaTaeTcs B KOHIIE CTaThH B KOMH4YecTBe 5—15 HanMeHnoBaHui. JInuteparypa, mpecTaBieHHAs Ha KUPIJUIALE, TACTCS
B JIByX BapHaHTaX — B OPUTHHAJIE M POMaHU3UPOBAHHBIM alihpaBUTOM (TpaHcauTepanus — http://www.translit.ru).

[Tocne criucka auTepatypsl JokHA 0BT aHHOTanus (150-200 cnos, 14 kernp) Ha Tpex s3BIKAX, B KOTOPOU
YKa3bIBAIOTCSI L1eJIb CTAThU M UCIIOJIb30BAaHHBIC METO/IbI HCClie[oBaHus. [lasiee neyaraeTcsi Ha3BaHMe CTAThU TAKKe
Ha TpeX sI3bIKax.

[oTeHanbHbIe aBTOPHI JKYpHAJA JIOJDKHBI B COOTBETCTBUH C 3aroJIOBKAMH MPHICPIKUBATHCS CIIEIYIOLIMX
NpaBWJI MO CTPYKTYpe CTarb (Ha3BaHHe, aHHOTAIMS, KJIIOYEBbIE CJIOBA, BBeJeHHE, MaTepHaJibl U METO/bI,
pe3yJabTaThl, 00CYy:K/AeHHe, 3aK/jIvenne, nHpopMmanus 0 GUHAHCMPOBAHUHU (NPH HAJWYMM), JHUTEpPaTypa,
TPAHCJINTEPUPOBAHHBII CIIHCOK JUTEPATYPHI).

3aro0BKY CTPYKTYPHBIX AJIEMEHTOB CTaThbU JOJKHBI OBITH BBIACICHBI JKUPHBIM IIPH(PTOM.
TekcT cTaTbu A0J1KeH ObITh OPUTHHAJIBHBIM, PaHee HUIe He 0NMy0JIMKOBAHHbBIM.
CTaTbs IPOXOIUT «CIIETIOS» PEIICH3NPOBAHNE, PEIICH3CHTHI HA3HAYAIOTCS PEAKOIUICTHEH Ky pHaIa.

B xonne craren npocuM ykazars @.1.0. monHOCTRIO, 00paTHBIHN anpec, TenedoHsl, Gpake, aapec 3IMEKTPOHHON
nmouThl (e-mail).

OTBETCTBEHHOCTH 32 CONEpKaHUE CTaThbH HeceT aBTop (aBTopsl). MHeHne HaydHo-penakimoHHOTO coBeTa HE
BCEIJ/Ia COBIAAAET C MHEHHEM aBTOpa (aBTOPOB). PeakinOHHBIN COBET OCTABIISACT 3a COOO0I MPaBo MyOIUKAIIUH HITH
OTKJIOHCHUS CTaTeH.

B niensax BeisBiIeHUS 1 MPEAOTBPAILICHUA HAYYHOI'O IJ1arnara B COOTBETCTBUU C «ITonoxxenrem 00 OpraHu3anuu
ACATCIBHOCTHU IO BBIABIICHUIO W NPEAOTBPANICHUIO HAYYHOTO IIJIaruaTa B YHHUBEPCUTETE «TypaH» peﬂaxuﬂeﬁ
KypHaja IpoOBOAUTCSA IIPOBEPKA HA aHTUILJIaruaT CTaTeﬁ, IPEACTABIICHHBIX JJIA Hy6JII/IKaLII/II/I.
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